ISO 27566-1 Practice Statement

Solution Owner: AgeChecked

AgeChecked is a(n) Age Assurance Provider (an entity responsible for providing age assurance results to a relying
party)

This is a practice statement for the age assurance solution known as AgeChecked

The system and practice statement are kept under continuous and regular review in the following way:

IAgeChecked products are continuously improving, through an agile software development process.

This is our first practice statement under ISO 27566 and will be reviewed and updated if required every 6 months to
keep pace with changes made to the successive age assurance method it describes.

\We create unique packages of products for our clients, including various age assurance methods as agreed with each
client to suit their needs and regulatory requirements. For the purposes of this trial, and this statement, we are using
one instance with an e-commerce client as the basis of our submission, demonstrating a solution that is operational
today.

This solution is designed to test the following age eligibility requirements:

[The age eligibility requirement enforced through our system is defined by the relying party, in accordance with their
interpretation of relevant legal, regulatory, or commercial obligations. This typically involves confirming that users
meet a specific minimum age (e.g. 18+), but may vary depending on the service context and jurisdiction.

IAgeChecked does not define eligibility policies itself but enforces the requirements set by our clients in accordance
with applicable laws. The relying party (e.g. website operator or platform provider) is responsible for initiating the
check, with AgeChecked supplying the age assurance outcome. No eligibility decisions are made by intermediaries or
third parties beyond the assurance result enforcement.
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This solution utilizes the following Age assurance components:

Our age assurance system incorporates multiple methods to meet a range of confidence levels depending on the
regulatory context and client requirements.

Verification (Authoritative Source): We use authoritative, primary data sources such as credit reference data, electoral
rolls, or other verified government-linked datasets to verify date of birth using financial or identity-linked records. A
waterfall approach is adopted in which, if one authoritative source does not return a match or sufficient result, the
system automatically attempts verification with an alternative data source before proceeding to additional age
assurance methods. These are classified as primary credentials under international assurance principles.

If this first method does not reach the required confidence level, the user is cascaded to an additional set of age
assurance methods. At this stage, the user is presented with a secure pop-up offering a number of choices, such as:

Facial age estimation: A GDPR-compliant Al model trained on diverse datasets estimates the user's age in years and
months. If the estimated age is sufficiently above the legal threshold to meet the confidence requirement, it is
accepted as demonstrating age eligibility.

Remote elDVT (Electronic Identity Document Verification and Trust): This method uses image capture of a
government-issued ID combined with liveness detection. The date of birth is extracted, and a precise age is
calculated, allowing an "age over X" result to be securely shared with the client.

Credit card check: This method validates that the card is linked to an adult account holder using two-factor
authentication. A check is performed to ensure the type of card cannot be issued to a minor. If validated, an "age over
18" result is transmitted to the relying party.

This tiered approach ensures broad accessibility and is aligned with the guiding principles of ISO/IEC 27566 and IEEE
2089.1 for structured, privacy-conscious age assurance frameworks.

[The specific components used depend on the assurance level required by the relying party and local regulations.

This solution delivers results to meet the following Indicators of confidence:

IAgeChecked operates a system that allows for interoperability with internationally recognised age assurance
frameworks, including those outlined in ISO/IEC 27566. Our system enables relying parties to configure the level of
@ssurance appropriate to their use case, using a flexible architecture that supports confidence outcomes aligned with
jurisdictional requirements.

+Higher-assurance requirements often involve methods such as electronic identity document verification (elDVT),
facial age estimation significantly above the legal threshold, or data-based verification using authoritative sources.
These are suited to contexts with strong regulatory obligations.

+Moderate-assurance contexts may include facial estimation close to the threshold or payment card validation where
the card type cannot be issued to minors.

+Lower-assurance settings may rely on pseudonymous methods, inference models, or session-based indicators,
typically used in low-risk environments or as the first step in a cascaded flow.

Relying parties specify the configuration of the service to select and sequence the appropriate checks based on the
confidence level they require.
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The solution applies the following Binding process:

The binding of the age assurance result to the subject is managed either through anonymised persistent identifiers or
pseudonymised session tokens, depending on service configuration.

For services requiring a durable user context, we utilise unique, anonymised account identifiers, scoped to each
relying party. These identifiers are generated and stored in a manner that prevents re-identification and contain no
Pll. They allow the age assurance result to be persistently associated with the correct subject, while remaining
unlinkable outside the scope of the specific service.

For session-only implementations, the age assurance result is associated with a temporary, pseudonymised session
token, which is discarded at the end of the session lifecycle. No persistent user records are retained by the age
assurance provider.

All bindings are protected using cryptographically secure mechanisms to prevent tampering, misuse, or unauthorised
reuse. This approach supports privacy-by-design principles and aligns with international best practice, including
ISO/IEC 27566 and ISO/IEC 29100 requirements for data minimisation, unlinkability, and integrity of personal data
processing.

The solution achieves Privacy and data protection as follows:

IAgeChecked operates under the principles of the UK GDPR and Data Protection Act 2018, and takes into account the
requirements of the EU General Data Protection Regulation (EU GDPR), relevant US privacy laws including the
California Consumer Privacy Act (CCPA) and Children’s Online Privacy Protection Act (COPPA), the Australian Privacy
Act 1988, Canada’s Personal Information Protection and Electronic Documents Act (PIPEDA), and Argentina’s Ley de
Proteccién de los Datos Personales (Law No. 25.326). Our systems are designed to uphold the highest standards of
privacy across jurisdictions, with a strong emphasis on data minimisation, transparency, and user rights.

Data minimisation: Only the minimal information necessary for assurance is collected—typically a date of birth or
pseudonymous token. No biometric data or government-issued ID is stored by default.

Purpose limitation: Data is processed solely for the purpose of age assurance and is not reused for unrelated
commercial profiling or behavioural targeting.

Transparency and control: Users are informed of what data is processed and for what purpose via our public privacy
policy. Users can exercise their rights to access, rectify, or erase their data through a clearly defined DPO contact
channel.

Breach handling: We maintain an incident response plan aligned with ISO 27001, including breach notification
procedures and retention of audit logs.

Privacy characteristics supported: Consent (where applicable), minimal disclosure, transparency, purpose
specification, and security are all embedded in our system design.

The solution demonstrates ease of use as follows:

The system is optimised for a seamless user experience, with clear step-by-step guidance and fallback options to
alternative methods when an initial check is unsuccessful. Interfaces are intuitive, responsive, and accessible across a
range of devices.

While the service is intended for adult use, the interface design maintains a reading level suitable for users as young
as 13. This aligns with guidance issued by UNICEF on digital accessibility for children, ensuring that users with a broad
range of digital literacy can navigate the process with confidence.
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Security measures applied to the solution are as follows:

Security measures align with ISO/IEC 27001 and ISO/IEC 27566, and the system is engineered to meet the full range
of expected security characteristics, including integrity, confidentiality, availability, and non-repudiation.

Key controls include:

- TLS encryption for all data in transit

- Secure APIs for all client communications

- Routine penetration testing and formal threat modelling

- Anonymisation and data minimisation to reduce retained sensitive data

- Biometric spoof detection and liveness testing in facial and elDVT flows

- Strict access control and audit logging across internal systems

- Cryptographic signing of tokens and verification of assurance results

- Real-time system monitoring and defined incident response procedures

- Resilience features including load balancing, backups, and disaster recovery planning

These measures ensure that the system not only meets baseline technical security standards but also aligns with
sector-specific guidance for high-assurance identity and age-related checks.

The solution protects human rights in the following ways:

The design supports equity, accessibility and proportionality:

No individual is required to reveal more data than necessary

\Where possible, users choose how to prove their age, avoiding undue exclusion

Clear, age-appropriate explanations are provided in plain language

Content access decisions are limited strictly to legal compliance, not moral judgement

The system promotes fair access to digital services, education and commerce for adults and children within lawful
boundaries

The solution has been subject to audit, certification and review in the following ways:

IAgeChecked is certified to ISO/IEC 27001 and undergoing alignment with ISO/IEC 27566. Internal audits are conducted
annually, with the latest external audit conducted in November 2024, confirming adherence to data protection and
security practices. An independent advisory board reviews practice statements annually. The facial estimation
component has undergone third-party bias and fairness testing, results of which are available upon request.

External audits: Our most recent external audit, conducted in November 2024, confirmed compliance with ISO/IEC
27001 and associated data protection and security practices.

Internal reviews: Internal audits are conducted against key ISMS controls and assurance system components.

Practice statement updates: This statement is reviewed at least annually and after any significant system or
regulatory change.
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