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1 Introduction 
This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated 
summary of the interview conducted with an age assurance technology provider participating in the trial. 
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the 
discussion with the vendor. 
 
The questions for this interview were shared with the vendor in advance, ensuring a structured and 
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific 
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary 
purpose of this interview was to engage with the vendor on their submitted practice statement, delving 
deeper into their technology, policies and deployment approach, particularly in relation to the Australian 
regulatory, cultural and operational environment. 
 
This document is intended to support transparency and consistency in the evaluation process by providing 
a structured record of the discussion. It helps ensure that insights gathered through this interview are 
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader 
methodology. This interview complements the vendor’s practice statement, technical demonstration and 
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on 
the readiness, privacy compliance and operational effectiveness of the age assurance system. 

Disclaimer 
 
The inclusion of this interview summary does not constitute endorsement, certification or approval of any 
product, service, or provider. The interview captures the perspectives and claims of the vendor as 
discussed with the trial team, but they have not been independently verified in full. While the discussion 
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated 
in the discussion. 
 
No guarantee is given as to the completeness, accuracy or ongoing applicability of the information 
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only 
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy 
endorsement.  
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Summary of Australian 
Payments Plus - ConnectID 
Participant Interview Responses 
 

Executive Summary 
 

ConnectID is an accredited digital identity exchange provider operating under the Digital ID Act 2024. It 
functions as a privacy-preserving trust network that connects identity providers (such as the Big Four 
banks) with relying parties (such as online platforms or service providers) for secure identity and attribute 
sharing—including age assurance. The network is decentralized and does not process or store personal 
data, operating instead on strict consent-based, peer-to-peer data sharing. 

Interview Responses 
 
Section 1 - Background and Overview 
 

Q1: Overview of the system and its primary functionality 

ConnectID is a digital identity network that functions as an accredited digital identity exchange under the 
Australian Digital ID Act. It acts as a trust scheme operator connecting identity providers (like banks) to 
relying parties (like service providers) without processing or holding any personal data itself. It facilitates 
secure, peer-to-peer exchange of verified identity attributes, but it operates independently and is privacy-
preserving by design. 

Q2: What is done to ensure age assurance? 

Age assurance in ConnectID is handled through verified identity data provided by major banks under KYC 
regulations, using attributes like date of birth to flag whether a user is over a certain age (e.g., 18+). The 
ecosystem can limit data shared to a simple yes/no flag, with no transmission of the full birthdate. Consent 
is explicitly obtained, and controls may be introduced—such as not logging certain transactions—to 
protect user privacy for sensitive use cases like accessing adult content.  

Another control is putting a dedicated relying party between the bank and the adult website; so that the 
customer is sharing their information with the intermediary rather than the website directly 
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Q3: Inspiration for development and key problems it aims to solve 

ConnectID was developed to solve issues around identity verification in a privacy-preserving way, unlike 
Australia's open banking system, which often exposes excessive data. The key problem it addresses is 
enabling digital identity verification across industries while maintaining strict privacy and user control, 
avoiding centralized data storage or processing. It allows granular sharing—only what is necessary—and 
enforces trust through a rules-based, contractual framework. 

Q4: Industries or use cases currently utilizing the system 

ConnectID is currently utilised across telecommunications use cases like SIM card activation; e-commerce; 
property & rental; and employment.  

Q5: Assessments of impact on fundamental rights, including children's rights 

While no formal assessment specific to children's rights has yet been undertaken, ConnectID has designed 
its architecture to limit data exposure and relies on banks' own parental control frameworks. The system 
was initially limited to 18+ users, with work in progress to lower this to 16+. ConnectID’s model gives banks 
discretion to manage parental permissions and child-specific attributes, respecting legal and ethical 
boundaries as use cases for younger users increase. 

Section 2 - Privacy and Data Protection 
 

Q6: Types of data collected, processed, and stored 

ConnectID itself does not collect, process, or store any personal identifiable information (PII). All 
transactions occur directly between the identity provider (such as a bank) and the relying party. This peer-
to-peer model ensures that ConnectID never holds or sees the identity data, enhancing privacy and 
reducing risks of data breaches. 

Q7: How is data collection determined? 

The data shared is determined strictly by the requirements of the relying party and consented to by the 
user. ConnectID enforces a data minimisation principle—only the minimum necessary data is shared. For 
age assurance, this might be a simple over-18 flag. Users see a purpose statement and select what data to 
share during the transaction. 

Q8: Specific purposes of data collection 

ConnectID does not itself collect data. Instead, relying parties collect data for specific, user-consented 
purposes such as activating a SIM card verifying age for content access, or onboarding employees. The 
system enforces that each data request be accompanied by a human-readable purpose statement 
displayed to the user for transparency. 

Q9: Can ConnectID track users' activities? 
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ConnectID can only track when an identity provider has shared information with a relying party, but does 
not receive any information about the user.  

Each identity transaction uses a pairwise identifier—unique and non-linkable across relying parties—
ensuring that even if reused across platforms, the user’s identity remains private and their behvaiour 
cannot be tracked. Future capabilities will support more advanced blinding techniques like verifiable 
credentials for cases requiring stronger anonymity. 

Q10: Data encryption and security measures 

All interactions are industry standard based (Open ID Connect, Open ID Connect for Identity Assurance, 
FAPI2 and others), which leverages formal security analysis by external researchers.The system was 
designed to avoid PII collection and undergoes privacy assessments. Most use cases currently involve 
adults, but future expansion to minors will include reviewing the guidelines and potentially adapting rules 
for compliance. ConnectID complies with the Australian Privacy Act, and will aim to align with the 
Children’s Online Privacy Code when this is released later in the year 

Q11: Can ConnectID be hacked? 

The peer-to-peer nature of the network means that there is no personal data in ConnectID which could be 
accessed by a potential hacker, minimising the damage that could be done in the event of a breach.   
 
Section 3 - System Security and Fraud Prevention 
 

Q12: How does the system prevent fraud? 

ConnectID’s governance model includes contractual requirements for all participants to report breaches 
and comply with rapid response procedures. Identity providers use bank-grade authentication and fraud 
detection capabilities, and are responsible for detecting and managing breaches within their domain. 
ConnectID can coordinate and facilitate responses when notified. Annual declarations and audits ensure 
continuous compliance and readiness. 

Q13: Can users share their keys? 

Data never passes through or resides with ConnectID, which eliminates many storage-related risks. All data 
is exchanged directly between the identity provider and the relying party via secure, encrypted channels 
using bank-grade security protocols like OpenID Connect. Identity providers—such as major banks—are 
independently responsible for robust encryption, authentication, and secure storage of user data. 

Q14: What measures prevent unauthorized key use? 

The scheme’s design leverages strong authentication mechanisms through identity providers (e.g., 
biometric or multi-factor authentication via banking apps). Fraud prevention is further supported by inter-
network data signals that detect anomalies and cross-provider alerts. if a compromised account is flagged 
to the network, the system notifies all affected relying parties using privacy-preserving pairwise identifiers. 
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Q15: Has the system undergone external validation? 

ConnectID and its identity providers (e.g. the big four banks) undergo extensive privacy and security 
assessment. ConnectID is accredited by the Australian government under the Digital ID Act 2024. The 
scheme has also had external privacy impact assessments completed by major consultancy firms. As part 
of its scheme governance, annual recertification and ongoing compliance reviews are required. 
 
4 - Accessibility and Inclusivity 
 

Q16: How does Connect ID accommodate users with disabilities or low digital literacy? 

ConnectID leverages the accessibility features of participating banks' platforms, which are already 
optimized for compliance with accessibility standards. While ConnectID itself doesn’t operate user-facing 
interfaces, it requires all participants to meet UX benchmarks through scheme standards, ensuring 
consistent and inclusive experiences for all users; and it provides relying parties with WCAG-certifed 
components to aid implementation. By integrating with familiar, existing banking apps, ConnectID lowers 
the technical barrier for users. The process involves simple consent flows and recognizable language, such 
as clear purpose statements. There’s no need to download new apps or create new credentials, which 
greatly simplifies the user journey, especially for non-tech-savvy users. 

Q17: Considerations for First Nations and Indigenous communities 

While the transcript does not specify direct consultation with First Nations peoples, ConnectID emphasizes 
expansion to include state governments and community-trusted providers. This flexibility in the ecosystem 
could support culturally sensitive implementations in the future as ConnectID grows its stakeholder 
engagement. Australian banks also have special programmes to onboard and support First Nations groups 

 

Q18: How does the system support children in government care? 

ConnectID currently defers responsibility to identity providers (like banks) to handle parental authority and 
consent structures. The system is flexible, and the banks are familiar with managing multiple authority 
scenarios. Future adjustments could allow for alternate providers or mechanisms to support children in 
state care or lacking parental oversight. 
 
Section 5 - User Support and Adoption Challenges 
 

Q19: How does ConnectID handle user feedback and complaints? 

Users can lodge complaints either directly with their identity provider or through ConnectID. While 
ConnectID itself doesn’t know the user’s identity, it can still coordinate complaint investigations if notified. 
Additionally, the scheme team conducts complaint handling, audits, and monitors compliance with scheme 
rules across the network. 
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Q20: Key strengths of ConnectID compared to competitors 

ConnectID is highly configurable. The scheme allows for various levels of data sharing, supports different 
identity verification standards (like Like those in the Digital ID Act, and can accommodate sector-specific 
regulations, such as same-day alcohol purchases or SIM activation. Flexibility is a core feature, enabling 
broad compliance without changing the core infrastructure. The biggest strength is its privacy-preserving, 
decentralized architecture leveraging the KYC-verified data from trusted institutions like the Big Four 
banks. Users share only the data needed for a specific purpose, consent every time, and enjoy high market 
coverage with no need for extra apps or identity uploads. ConnectID’s parent company, Australian 
Payments Plus operates critical infrastructure for Australia - NPP, the real time payments network, and 
eftpos, the domestic card rails. 

Q21: Biggest challenge in adoption 

A key challenge is that the solution may be “too secure” or complex for lower-assurance use cases. The 
strong authentication and compliance layers built for bank-grade transactions may be heavy for simple age 
checks. Also, the current reliance on banks limits availability for users outside of the mainstream financial 
system. 

Final Notes 

While ConnectID has been established using banking partners to provide initial scale and customer choice, 
it is actively expanding to include other identity providers such as state governments to increase the range 
of choice.Its flexibility as a scheme—not just a single solution—positions it well to support a national, 
federated approach to age assurance and digital identity governance. 
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