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Pre-Practice Statement Question  

Please describe how your system and practice statement are kept under continuous and regular review, 

including by your top management  

ConnectID® is a new, secure way for customers to verify their identity. ConnectID is owned and operated by 

Australian Payments Plus (AP+), the company responsible for running the critical payment infrastructure 

schemes in Australia including eftpos, New Payments Platform and BPAY®. ConnectID is the only private 

identity exchange provider accredited under the Digital ID Act. This means that the system must adhere to on-

going obligations in relation to security, fraud and privacy management.   

ConnectID launched in 2023 and is currently in market with multiple Identity Providers (IDP) and Relying 

Parties (RP) in the network actively transacting with one another. The system relies on on-going maintenance 

from a technical and scheme perspective as well as feedback from participants relating to enhancements, 

uplifts or new capability.   

Practice Statement by an Age Assurance Provider  

Age eligibility requirements 

The required outcome for the age-related eligibility decision identified (e.g. an under, over or between stated 

age eligibility requirement), including identifying any policy maker(s) that has established age-related eligibility 

requirements and the content of those requirements and acknowledgement of any intermediaries involved in 

the process. 

ConnectID supports providing age assertions i.e. over 16, over 18; for the purposes of providing age-related 

eligibility decisions, or can provide a validated date of birth (if required by the RP). 

 Examples of policy where age assertion attribute and DOB has been provided through ConnectID include: 

- Requirement to verify the customer age for online liquor sales for same-day delivery in NSW under the 

Liquor Act 2007  

- Expansion of the Police Powers and Responsibilities (Jack's Law) Amendment Act 2023 in 

Queensland to include prohibiting knife sales for persons under 18  

 

Age assurance components  

A description of age assurance components utilised by the age assurance system, including:  

• identifying the sources (including whether they are an authoritative source)   

• identifying whether they rely on primary or secondary credentials    

• if used, identifying the age verification methods being deployed to establish an age assurance result   

ConnectID is supported by IDPs who are trusted organisations and who have the capability to provide age 

assurance data as part of the ConnectID solution.   
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Participating IDPs currently include Commonwealth Bank, National Australia Bank, ANZ Plus and Westpac. As 

regulated financial services entities, these organisations adhere to AML/CTF regulations as part of their 

customer onboarding processes for the purposes of verifying their customers’ identities and are required to 

verify the customer’s date of birth. The IDP is therefore able to calculate an age assurance result based on the 

threshold nominated by the RP (e.g. over 16 or over 18).  Where the age assertion is requested, the result is 

returned in a true/false format, (e.g. over 16 = TRUE), and the underlying date of birth is not supplied.  

Information and FAQs provided to their customers are outlined on the IDP websites:    

NAB - https://www.nab.com.au/about-us/security/connectid-your-digital-identity    

WBC - https://www.westpac.com.au/about-westpac/innovation/connectID-your-digital-identity/    

CBA - https://www.commbank.com.au/digital-banking/connect-id.html    

ANZ Plus - https://www.anz.com.au/plus/support/profile-security/Connectid/what-is-connectid/  

 

Indicators of confidence  

A description of the indicators of confidence achieved by the age assurance system.   

The age assurance result is derived from a customer’s DOB (verified during the onboarding processes using 

source documents) which is stored against the customer profile. A high level of confidence is therefore 

expected when calculating an age assurance result requested by the RP (e.g. 16+ or 18+). No changes to 

personal information can be made as part of the ConnectID flow. Any changes requested by the customer 

must be made with their IDP and subject to other authentication and evidentiary processes. The customer 

must separately request any updates with their IDP.    

For the purposes of age assurance, the RP will only be certified for the age assertion claim and therefore 

would not receive any other identity claims, including the underlying DOB.   

Further, the RP only receives this data if the customer authenticates into their IDP environment and consents 

to share the requested information. No information is shared without explicit customer consent.   

 

Binding process  

A description of how the system undertakes binding of the age assurance result to the correct individual.   

 

At the point of onboarding, the IDP binds the verified name and DOB to the individual. Later, to pass the age 

assertion to the RP, the user must authenticate into their banking application  and provide express consent to 

share.   

 

Privacy and data protection  

A description of how the age assurance provider approaches protecting the privacy of users, including the 

data protection laws and obligations, which should include:   

https://www.nab.com.au/about-us/security/connectid-your-digital-identity
https://www.westpac.com.au/about-westpac/innovation/connectID-your-digital-identity/
https://www.commbank.com.au/digital-banking/connect-id.html
https://www.anz.com.au/plus/support/profile-security/Connectid/what-is-connectid/
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• how the age assurance system meets the privacy characteristics set out in this document and which 

privacy characteristics it supports  

• how only the minimal amount of personally identifiable information is processed for the purpose of 

meeting legal obligations and gaining the required indicators of confidence for age assurance to be 

established  

• how personally identifiable information gathered for the purpose of age assurance is limited to that 

purpose and stored (this does not prevent data gathered for other purposes being used for those 

purposes, provided this is transparent and accountable)   

• how the age assurance provider will address the rights of individuals that are personally identifiable, 

including access to that data, challenging decisions made based on inaccurate or incomplete data, 

solely automated decisions and addressing breaches in the security of that data.  

 

The ConnectID solution supports privacy by design and default by minimising the amount of data that is 

transferred from the IDP to the RP through a secure peer-to-peer solution (P2P) where ConnectID (as the 

exchange) does not see or store any Personally Identifiable Information (PII). 

As part of onboarding to the ConnectID network, the RP is certified for the attributes that it requires, to ensure 

that they are appropriate for its use case.   

For the purposes of the trial’s use case, the test RP will only be able to request from the IDP an age 

assurance claim, i.e. over 16 or over 18, calculated using the DOB on the customer’s profile. No other 

information will be surfaced or shareable by the customer, supporting data minimisation and the minimisation 

of digital footprint. The IDP will return a positive or negative response to the requested age assertion, rather 

than a specific date of birth, in order to support the principle of data minimisation. Prior to sharing the data, the 

customer has an opportunity to review the information and if inaccurate, have the opportunity to update their 

details with the IDP as per existing processes.   

 

Ease of use  

A description of how the age assurance methods adopted by the age assurance provider offer functionality 

appropriate to the capacity and age of a child or adult who may use the service.   

When signing up to a new service or purchasing a product online, the RP may ask the customer to verify their 

age using ConnectID:  

• After choosing ConnectID to verify their age, the customer is asked to select their preferred IDP where 

they have an existing relationship. On this screen, the customer can also see the purpose for which 

their data is being shared, and the attributes being requested.     

• The customer will then be directed to their chosen IDP’s platform for authentication.   

• Once authenticated, the customer has an opportunity to review the information being requested and to 

provide consent to share.     

• The customer is then redirected back to the RP to finalise their transaction or sign-up process.     



 

Practice Statement: Age Assurance Provider – ConnectID  

®ConnectID is a registered trademark of ConnectID Pty Ltd ABN 80 648 970 101.  
®BPAY is a registered trademark of BPAY Pty Ltd ABN 69 079 137 518.   

   5 

• The customer can also keep track of any data shared using ConnectID in a consent dashboard within 

their IDP platform.  

 

Security  

A description of how the age assurance system addresses the security characteristics set out in this document 

and of which security characteristics are supported.  

ConnectID is accredited as an Identity Exchange under the Digital Identity Act. This means that the system 

must adhere to on-going obligations in relation to security, fraud and privacy management. Additionally, the 

solution ensures that all participants are compliant with FAPI 2.0 standards to ensure highly secure APIs are 

used to transfer data directly between an IDP and RP. This peer-to-peer structure of the network ensures that 

ConnectID never sees or stores customer data. 

Participating IDPs in ConnectID are Authorised Deposit-Taking Institutions regulated by APRA, and subject to 

security requirements including CPS234.   

 

Human rights protections  

A description of how the age assurance provider secures that the use of the age assurance system is 

implemented in a manner that includes:   

• approaches that are accessible and inclusive to users,  

• approaches that do not unduly restrict access of children or adults to services to which they should 

reasonably have access, for example, news, health and education services,   

• approaches that provide sufficient and meaningful information for a user to understand its operation, in 

a format and language that they can be reasonably expected to understand, including if they are a 

child or an adult.  

ConnectID will support users who are 16+ and who have a personal bank account with a participating IDP 

(currently ANZ Plus, CommBank, NAB and Westpac).  

The network also supports use for age assurance and identity verification by RPs across various industries 

ranging from telecommunications to online liquor sales and employee reference checks. For the context of age 

assurance, key use cases currently supported include purchasing of restricted goods such as alcohol and 

knives via e-commerce platforms. Age verification for social media platforms can also be supported when 

required.  Prior to joining the ConnectID network, RPs undertake a certification process which reviews the 

attributes being requested, to ensure that these are not excessive in the context of the use case; and which 

also reduces the risk of unduly restricting access of children or adults to services which they should 

reasonably have access.   

As part of consenting to share data, the customer is presented with a purpose statement – why their data is 

being shared, with who, and for what purpose – as well as the list of identity attributes requested by the RP. 

The customer must also always provide express consent prior to any information being shared with the RP.  
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Following the user journey, the user is also able to review a consent history and transaction log with their IDP, 

providing confidence and ability to look up where they shared data and when.   

 

Audit, certification and review   

A description of how the system, practice statement and approaches to age assurance system is subject to 

audit, certification and review. In the case of an audit having taken place, there should be a description that 

includes: the date when the audit was performed, the name and qualifications of the auditor, the major 

result(s) of the audit report.  

As a government-accredited identity exchange, subject to annual reviews and submission of reports to the 

Digital ID regulator as stated under the Digital Identity Accreditation Rules 2024 (Chapter 6).    

The scope of the annual review includes:  

• Reviewing any changes to the digital identity system  

• Fraud and security assessments (including penetration testing)   

• Review and statements relating to privacy management plans, data breach response plans, system 

security plans, disaster recovery and fraud control plans.  

 

  

  

 

 


