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1 Introduction

This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated
summary of the interview conducted with an age assurance technology provider participating in the trial.
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the
discussion with the vendor.

The questions for this interview were shared with the vendor in advance, ensuring a structured and
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary
purpose of this interview was to engage with the vendor on their submitted practice statement, delving
deeper into their technology, policies and deployment approach, particularly in relation to the Australian
regulatory, cultural and operational environment.

This document is intended to support transparency and consistency in the evaluation process by providing
a structured record of the discussion. It helps ensure that insights gathered through this interview are
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader
methodology. This interview complements the vendor’s practice statement, technical demonstration and
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on
the readiness, privacy compliance and operational effectiveness of the age assurance system.

Disclaimer

The inclusion of this interview summary does not constitute endorsement, certification or approval of any
product, service, or provider. The interview captures the perspectives and claims of the vendor as
discussed with the trial team, but they have not been independently verified in full. While the discussion
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated
in the discussion.

No guarantee is given as to the completeness, accuracy or ongoing applicability of the information
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy
endorsement.
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Summary of Austroads
Participant Interview Responses

Executive Summary

Austroads' age assurance system delivers secure, privacy-preserving, standards-based digital credentials
for age verification. It enables cross-jurisdictional interoperability, minimal data disclosure, and user
control, while addressing accessibility, regulatory compliance, and scalability across diverse use cases
including government, retail, and online services.

Interview Responses

Section 1 - Background and Overview

Q1: Overview of the system and its primary functionality

Austroads Board that governs the organisation is made up of Executive’s across all State and Territory
Transport Authorities.

Since 1998, Austroads has been a gateway for all States and Territories to allow driver licences to be
verified nationally as part of its NEVDIS system which provides these services through the DVS. This system
has now been upgraded and called the Digital Trust Service to support national verification of all State and
Territory Transport issued mobile driver licences (MDLs) and proof of age/photo ID credentials. It intends
to operates across nine jurisdictions in Australia and New Zealand, and harmonizes for the verification of
credentials. It works both online and in-person, enabling secure age verification, identity confirmation, and
relying parties can use this to link payments. Core to the system is the use of verifiable credentials and
selective disclosure — allowing a user to prove eligibility (e.g., "over 18") without revealing additional data
like full birthdates.

Q2: What is done to ensure age assurance?

n u

Age assurance is integrated into the standard from the outset, with claims like “age over 16”, “over 18”,
and “over 21” built into ISO\IEC 18013-5 digital credential standard. The system applies verifiable
credentials and public key infrastructure to prevent fraud, allowing users to prove eligibility thresholds
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without revealing exact age or DOB. Offline verification via smart chips and online through browser-
supported APIs are both supported.

Q3: Inspiration for development and key problems it aims to solve

Development was driven by:

J Fraud prevention, especially fake IDs among youth (e.g., underage access to bars).

. Need for privacy-preserving digital verification — showing proof of age without revealing full DOB.
. Accessibility for government services — especially during COVID (e.g., NSW's Discover Vouchers).
. Efficiency in eligibility-linked transactions — e.g., linking identity to payment for rebates.

Q4: Industries or use cases currently utilizing the system

The system is in production in Queensland for driver's licenses and proof of age and all States and
Territories have committed on 21 June 2024 Data and Digital Ministers Meeting (DDMM) to implement
future mDL’s and Photo IDs using this standard Use cases include:

J Liquor stores (age verification)

J Government services (e.g., rebates)

. Transport authorities

. Retail and banking (via point-of-sale verification)

It’s interoperable internationally, with real-world tests conducted across Australia, US, and Europe.
Q5: Assessments of impact on fundamental rights, including children's rights

Privacy Impact Assessments (PIAs) and security tests are in progress. These include vulnerable community
use cases, such as:

J Children

o Domestic violence survivors

. Indigenous populations sharing devices

. Accessibility assessments for users with disabilities

A full assessment, including interviews and testing, is scheduled to begin in October as part of the peer-
review process.

Section 2 - Privacy and Data Protection

Q6: Types of data collected, processed, and stored
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Since 1998 Austroads has been verifying Digital Driver Licences through its NEVDIS platform (1 million
verifications per week). The proposed upgrade to this service - The Digital Trust Service leverages that
existing jurisdictional connectivity to broker personally identifiable information (PII), including:

. Biometrics
o Name, address, date of birth
o Official identification documents

These are stored temporarily during enrolment or revocation processes and started by the customer. The
issuing authorities maintain the systems of record, while the central system operates primarily as a broker
to support the generation of Internationally compliant mobile Driver Licences and Photo ID and issue them
into agreed Digital Wallets

The second part of the DTS is also a digital trust list that allows the data from these digital credentials to be
securely verified. The trust list can assist in credentials being verified without the need to exchange data.

Q7: How is data collection determined?

Data collection is strictly purpose-driven and tied to regulatory compliance from Transport Authorities. If
an mDL or Photo ID personal data is requested by Relying parties, they must register and attest to the
specific Pll data they intend to request, and the user must consent to each transaction. Only the minimum
regulated data is released when the relying party is registerd in the Austroads Digital Trust Service for a
given transaction.

Q8: Specific purposes of data collection
Data is collected to:

J Verify age thresholds (e.g., 16+, 18+, 21+), other attestable ages can be added without sharing the
date of birth

J Enable access to age-restricted services
. Facilitate services that require identity (e.g., rebates, licenses)

The system is built on a range of standards. ISO 18013-5 for the verifications of credential in-person. ISO
18013-7 for online. For the collection of consent and privacy, the digital trust list will be based on ISO
27560 and Creative Commons-style privacy standards, which enforce purpose limitation and contextual
consent.

Q9: Can Austroads track users' activities?
The system is:

. Aligned with the Australian Privacy Act
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. Compliant with state-based record acts

J Undergoing a Privacy Impact Assessment (PIA) that includes child-specific and accessibility
considerations

. Designed with ISO 27001 and PSPF (Protective Security Policy Framework) compliance in mind.

Q10: Data encryption and security measures

Users can delete credentials from their wallets, similar to removing a credit card. If data is shared with a
regulated relying party, deletion must comply with that party’s legally mandated data retention
requirements that are registered. The system also supports revocation of credentials.

The user can however choose to share more information than required, and that disclosure under the
standard is at the discretion of the user.

Q11: Can Austroads be hacked?

The system is designed to use minimal disclosure — users can verify claims (e.g., “Over 18”) without
sharing identifying information. Only if additional Pll is explicitly requested and consented to, is identifying
data released.

Under proposed service levels, the system is required to respond to breaches within 2 minutes from when
it is detected, with credential revocation propagated within 15 minutes but subject to the device being
online (This would occur if they’re doing an online verification). This includes:

J Mass revocation of credentials if encryption keys are compromised.

. Use of revocation lists for offline detection.

. OEM wallet-level responses (e.g., bricking devices if tampered with). Which are native to all OEM
Wallets

Section 3 - System Security and Fraud Prevention

Q12: How does the system prevent fraud?

The digital footprint is minimized through:

J Selective disclosure
J Customer-controlled transaction logs
J Regulation-bound data sharing (e.g., warrants required for issuing authority disclosures)

The logs can be used as evidence in cases of misuse, adding accountability while avoiding persistent
tracking

Q13: Can users share their keys?
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The system uses full end-to-end encryption and hashing (e.g., SHA from FIPS PUB 180) to protect data in
transit and at rest. Specifically:

J Communication between the user’s wallet and the relying party is secured using ephemeral key
exchange via Bluetooth, Wi-Fi, or NFC.

J Each session establishes a secure, session-specific channel, independent of transport-layer security.

J Data stored on the mobile device is held within Secure Enclaves (separate from normal OS storage),

enhancing protection against tampering.
J The back-end (VC broker) also uses end-to-end encryption so that even wallet providers cannot see
data in transit.

Q14: What measures prevent unauthorized key use?

Protections against system misuse or attacks include:

. Holder verification and cryptographic attestation prevent spoofing.

. Liveness detection in the enrolment process.

. Secure hardware (e.g., Secure Enclaves) blocks tampering.

. Real-time and user-initiated credential revocation, especially in fraud or guardianship scenarios.

Q15: Has the system undergone external validation?
Security assurance includes:

. Devices are evaluated to Common Criteria standards, including side-channel attacks at chip level —
a military-grade standard.

] All providers must be ISO/IEC 27001 certified and aligned with NIST SP 800-53 and the Australian
PSPF (Protective Security Policy Framework).

. Platforms are subject to penetration testing and have multi-region failover to ensure system
resilience.

Section 4 - Accessibility and Inclusivity

Q16: How does Austroads accommodate users with disabilities or low digital literacy?

The system complies with WCAG AA and is aspiring to AAA accessibility standards. Some wallet providers
offer additional features like:

o Audio and visual aids

Instructions for biometric input (e.g., “move face left/right”)

Alt text support

Multilingual support
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Moreover, users can opt for non-digital onboarding pathways, such as via a call center, for those who
cannot use the technology independently. The system is also considering the European EN 301 549/AS EN
17160 accessibility standard as mandatory for wallet providers.

For users with limited technical literacy:

. Austroads is working with issuing authorities to ensure there is call center support during
onboarding and revocation who use OEM Wallet solutions.

J Customer feedback loops are in place to ensure issues can be raised and resolved through human
interaction.

. Multilingual support is natively available from wallet provider which can include visual/audio and

further instruction packs will be developed to assist users at various literacy levels.
. A range of Jurisdictions (e.g., Queensland) have trained customer service staff and even police
officers to work with the public on digital licence usage.

Q17: Considerations for First Nations and Indigenous communities

In Queensland, developers have conducted “on-country” visits and consultations with Indigenous
communities.

Testing provided by Wallet provider include accessibility and biometric effectiveness (e.g., current testing
by wallet provider include testing of facial tattoos do not affect verification). However, such approaches
are not yet consistent across all jurisdictions or wallet providers.

Q18: How does the system support children in government care?

This is an ongoing policy challenge. The technology is being developed to support delegated authority, but
it's not yet finalized due to:

. Different state-level regulations

J Lack of standardization on who can act on a child's behalf

Currently, it’s acknowledged as a major issue requiring resolution across legal, technical, and operational
levels.

Section 5 - User Support and Adoption Challenges

Q19: How does Austroads handle user feedback and complaints?

A mandatory customer feedback loop is required as part of issuing and revocation processes when
participating in the Digital Trust Services. Features include:

. In-app communication to prevent phishing and external fraud
. Channels linked to officially registered service centres
. Community pages and working groups (e.g., in Queensland did this for its delivery of ISO compliant

mDL’s and PhotolD) also offer feedback mechanisms
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Q20: Key strengths of Austroads compared to competitors

. End-to-end security: Including device-level protections, encrypted transmission, and verifiable
credential frameworks.

J True selective disclosure and privacy: Only the minimum information (e.g., age verification without
DOB) is shared.

J Guaranteed age verification: It’s not a probabilistic guess, as with age estimation systems. The age

is cryptographically anchored and validated by government-issued credentials.
Q21: Biggest challenge in adoption

. Delegated authority complexity: Regulations around guardianship (e.g., foster children, state wards,
homeless minors) differ by jurisdiction, making it difficult to implement a universal delegation
model.

o Credential trust equivalence: Non-standard issuers (e.g., schools) lack consistent assurance levels.
Ensuring their credentials can be trusted like those from transport authorities is an ongoing
challenge.

. Recognition of “social trust”: For example, Indigenous communities might rely on verbal attestation
by elders. The system aims to support this, but regulatory frameworks don’t yet recognise social
trust in a verifiable form.

Final Notes
J The system is not a standalone product but part of a broader ecosystem
. It is governed by multiple jurisdictions and stakeholders, each playing a role (issuers, verifiers,

wallet providers, regulators).

J The organisation acts as a national peak body responsible for setting the standards and
infrastructure, rather than controlling individual transactions or relying parties.

Finally, while the technology is mature and internationally tested, policy alignment and stakeholder
coordination remain key to its success in national deployment and public trust
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