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Schedule 2 — Practice Statement

Austroads has been an association of Australian and New Zealand transport agencies for over 90 years.
Austroads provides authoritative, practical and impartial advice, information, tools and services to our
members and a range of other key stakeholders across government, industry and communities. Austroads
aims to support the safe, efficient, reliable and sustainable movement of people and products to achieve
societal benefits.

Since 1998 Austroads in partnership with states and territories has allowed organisations and individuals to
verify their identity and licence data through the National Exchange of Vehicle and Driver Information
System (NEVDIS) via the Commonwealth Attorney General’s Department — Document Verification Service
(DVS). Austroads and its members have now committed to uplifting this technology to support the next
generation of user centric verifiable credentials that puts the customer at the centre of verifying who they
are and privacy preserving claims like age attestation. Austroads will achieve this by:

* Developing a Digital Trust Service that will allow cross jurisdictional verification of credentials by relying
parties. The current focus is mobile Driver Licences and Photo IDs. These credentials can verify both
online and via face to face verification.

* Developing strong security standards for all issuers, credential holders, wallet providers, relying parties
and its own trust service.

* Working with national and international providers of credentials to ensure trust through the application
of good, governance, security, privacy and interoperability standards and methods.

* Developing a nationally scalable and supported solution that meets legislative, regulatory and best
practice standards for information and cyber security management.

* Establishing a responsive and resilient operating model that takes into consideration effective lifecycle
management of its platforms, products, integration, data and Public Key Infrastructure (PKI)

Austroads works with a series of partners to deliver a national verifiable credential ecosystem for both
online and offline use. This work is based on several key practices:

The use of internationally recognised standards:
Austroads has been working with it’s equivalent associations in North America, the American Association
of Motor Vehicle Administrators (AAMVA) and eReg in Europe to use International Standards (ISO/IEC

18013 and 23220) to verify digital credentials and establish an online and in-person trust fabric.

These standards encapsulate already a range well established identity and authentication standards into a
unique end to end ecosystem. See Figure 1.0 on the next page.

This is coupled by strong alignment and application of international and national security standards in:

+ 1ISO 27001 for Technology, Business and People security controls
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* Protective Security Policy Framework from the Department of Home Affairs

+ Digital Identity Act 2024

» Gatekeeper Part 7 — Mandatory Security Requirements

* NIST SP 800-57 — Cryptographic Key Management

* NIST SP 800-133 — Cryptographic Key Generation

« Architectural Reference Framework (ARF) from the European Commission, Electronic Identification,
Authentication and Trust Services (eIDAS)

* AAMVA mDL Implementation Guidelines

« ISO/IEC 18013-5 and Part 7 — Mobile Driver Licence

« ISO/IEC 23220 — Mobile Electronic ID

+ Additional controls recommended by the Austroads Technical Reference Group and

» Privacy Impact Assessment requirements

ISO 18013-5 - Standards within a Standard
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Figure 1 1SO 18013-5 and the standards it is built on
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This standard is now being adopted globally not just for mobile Driver Licences but as a basis for other
mobile Documents or mDocs to verify identities and attestations online and offline. Europe defined 18013
as its standard to test age assurance. Apart from Europe and North America, other countries that have
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committed to adopt it include Japan, South Korea, Hong Kong, Philippines and recently the United
Kingdom.

Testing, Scaling and Interoperability
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Figure 2 Europe, North America and Australia test international interoperability on 2 October 2024, Sydney

On October 2, 2024, three European Countries, 4 North American States and 4 Australian jurisdictions
successfully showcased their ability to verify each other’s credentials. There was also a demonstration
where those credentials could also be used to verify online. However this was not the first time Austroads

undertook that testing.

Since 2018, Austroads has been apart of and co-hosted with Issuing Authorities across Australia
International Test Parties (the above was the 10t interoperability test event in Sydney). Two previous
events was where Austroads co-hosted with Queensland the Department of Transport and Main Roads in
2019 and then again in 2022 in Brisbane. These test parties are not just with the issuing authorities of
credentials but across vendors and relying parties.

You can still see the list of relying parties and wallet developers at our pre-production Digital Trust Service
at https://beta.nationaldts.com.au/

These test events ensure:

+ conformance to standards and interoperability that is internationally accepted
« Security and ability to deal with various threats
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« Scalability at an international level to ensure the digital trust ecosystem can grow to deal with
complex use cases and a ranger of users.

Trust, privacy and acceptance

The physical driver licence has been a regulatory compliance product for more than 100 years. Its because
of the trust in the identity, the driver’s licence has been used more than showing your competence and
eligibility to drive. More than 85% of the adult population have a driver licence, and a number of Transport
Authorities also issue Proof of Age credentials (over 15).

Austroads is now supporting jurisdictions across Australia to uplift their credentials to an ISO compliant,
digital verifiable credentials of Mobile Driver Licence (mDL) and Photo ID. These credentials are
biometrically verified to source and Austroads is developing with the international community a privacy
protected, selective disclosure that allows biometrics to be verified at a high level of trust without handing
relying parties (say social media sites) the private identifying information.

Austroads Digital Trust List contains public trust chains allowing relying parties confidence that the identity
and age attestation can be verified at high trust. Concurrently it has a relying part trust service that can
also ensure those verifying their data can have confidence those requesting are compliant.

The current standard is working to include Non-interactive Zero Knowledge proofing. Currently age
attestations are digitally signed by issuers and provides a privacy preserving and 100% accurate attestation
of age without sharing any PII like date of birth. Thie provides the most protection to a user who just needs
to prove age.

Method and approach

Austroads would like to offer access to the range of partners and platforms that it is currently working with
to undertake testing and proofing for the Age Assurance Technology. The following are roles we can bring
together (or individually) to test a whole of ecosystem approach to Age Assurance.

« Digital Trust Service Provider: Austroads with its partners can showcase how age attestation can
be anchored in PKI trust for both the individual and the relying party.

+ Wallet and digital age assurance attestation providers: Austroads has a partner who has been
recently successful in being the successful offeror to the Age Assurance procurement for the
European Commission. Austroads is working with a range of wallet providers that can show how ISO
compliant mobile ID documents/digital credentials can be verified and shared with biometric
matching. In the future schools or more likely Education Departments who create digital credentials
can issue them directly to wallets that can be used to authenticate online.

* Issuing Authorities: Austroads has both a range of national and international issuing authorities that
it has worked with that can show how their products (mDL and Photo ID) can be used to verify age
and with the wallet providers show online age attestation.
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» Relying Parties: Austroads partners with relying parties that are or will be requiring age attestation
online and face to face. Some of these organisations have social media products that can also be
tested or showcased.

These technologies can be showcased together or individually. Austroad partners have indicated that they
are also willing to participate in testing and verification on the current proposed test methodology. We
would welcome a conversation on how we can support the Commission in delivering its testing outcomes.

Media and Announcements

Austroads as a part government organisation would like pre-consultation of media releases containing
information about itself or partners.

Governance

Austroads Board is made of Transport Authorities from all States and Territories and New Zealand. It also
has internal governance groups related to the delivery and management of the Digital Trust Service. These
groups also contains officers across all States and Territories and the governance structure includes:

» Steering Committee
 Policy Working Group

« Technical Working Group

« Change Advisory Board

+ Security Operations Centre

Service Management

Austroads through its NEVDIS Platform has been delivering the verification of a range of credentials since
1998 and has a Service and Lifecycle Management approach to it platforms and services and employs a
range of project management and DevOps based functional and system delivery.

Both the Governance and Service Management apply a range of project and BAU reporting as well as risk
management activities aligned to ISO 31000.
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