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1 Introduction 
This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated summary of 
the interview conducted with an age assurance technology provider participating in the trial. The interview was 
conducted via a Microsoft Teams meeting and represents the agreed summary of the discussion with the vendor. 
 
The questions for this interview were shared with the vendor in advance, ensuring a structured and transparent 
approach. However, the interview also flowed dynamically, allowing for exploration of specific aspects of the 
vendor’s technology that were directly relevant to the Australian context. The primary purpose of this interview 
was to engage with the vendor on their submitted practice statement, delving deeper into their technology, policies 
and deployment approach, particularly in relation to the Australian regulatory, cultural and operational 
environment. 
 
This document is intended to support transparency and consistency in the evaluation process by providing a 
structured record of the discussion. It helps ensure that insights gathered through this interview are available to 
policymakers, industry stakeholders and researchers as part of the AATT’s broader methodology. This interview 
complements the vendor’s practice statement, technical demonstration and structured system testing undertaken 
during the trial, providing a richer, multi-dimensional perspective on the readiness, privacy compliance and 
operational effectiveness of the age assurance system. 

Disclaimer 
 
The inclusion of this interview summary does not constitute endorsement, certification or approval of any product, 
service, or provider. The interview captures the perspectives and claims of the vendor as discussed with the trial 
team, but they have not been independently verified in full. While the discussion has informed the trial’s evaluation 
activities, it remains the responsibility of the provider who participated in the discussion. 
 
No guarantee is given as to the completeness, accuracy or ongoing applicability of the information provided in this 
interview. The trial team has assessed this discussion within the scope of the AATT only and its inclusion here 
should not be interpreted as regulatory acceptance, market readiness or policy endorsement.



Document Sensitivity: Public 

Page 5 of 
 

Participant Interview - DigiChek 

 

 

 
Summary of DigiChek  
Participant Interview Responses 

Executive Summary 
 

DigiChek is an identity and age authentication system designed to confirm user identity and age without 
excessive data collection. It relies on one-time in-person verification at the start through trusted 
institutions (e.g., Australia Post, banks, schools) to issue a DigiChek Key, ensuring security and user control. 
The system encrypts minimal data (name, date, place of birth) and prevents identity theft. It prioritizes 
privacy, inclusivity, and accessibility, also supporting Indigenous users and children in government care. 
DigiChek needs widespread take-up for maximum effectiveness but offers a scalable, low-cost solution for 
online safety. Its simplicity, security, and user autonomy set it apart from competitors in the age assurance 
space. 

 
 

Interview Responses 

Section 1 - Background and Overview 

 
Q1: Overview of the system and its primary functionality 

DigiChek is an identity and age authentication system designed to confirm user identity and age without 
storing excessive personal data. It relies on one-time independent face-to-face verification through trusted 
institutions (e.g., Australia Post, banks, and schools) to issue a unique key (DigiChek Key) to users. The 
system is API-based and allows organizations to integrate age assurance without collecting unnecessary 
personal data. 

Q2: What is done to ensure age assurance? 

DigiChek does not perform direct age verification. Instead, it leverages existing government and 
institutional verification processes (e.g., Australia Post and banking systems) to ensure the user’s identity 
and age are verified before issuing the DigiChek Key. This approach prevents fraud and ensures that age 
data is accurate from the outset. 
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Q3: Inspiration for development and key problems it aims to solve 

DigiChek was inspired by frustrations with password management and concerns about children's safety 
online. The system aims to: 

• Minimize data collection. 

• Improve identity security. 

• Provide users with control over their data. 

• Reduce reliance on complex authentication systems. 

• Protect minors from inappropriate online content. 

• Ensure online accountability through traceable user identities. 

• Provide a solution that can be used effectively on any device in any location and is unaffected by 
changes to a user’s personal details 

Q4: Industries or use cases currently utilizing the system 

DigiChek is in discussions with Bond University for use in staff and student login processes, hospitality 
businesses for workforce authentication, and major tech companies like Microsoft and Apple for 
integration into school systems. The system is at an advanced stage and ready for deployment. 

Q5: Assessments of impact on fundamental rights, including children's rights 

DigiChek supports children’s rights by enforcing age-appropriate content delivery, ensuring only verified 
adults can engage in direct communication with minors, and creating accountability for online behaviour. It 
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helps maintain a balance between privacy and safety while ensuring compliance with legal standards. 
DigiChek supports children's rights to access appropriate and diverse information that supports their 
development and well-being, their right to education including digital literacy and the skills needed to 
navigate the online world safely and effectively and their right to engage in online games and social 
interactions in a safe environment. 

 
 

Section 2 - Privacy and Data Protection 

 
Q6: Types of data collected, processed, and stored 

The system only stores: 

• Name 

• Date of birth 

• Place of birth 

No other personal identifiers (e.g., emails, images, addresses) are collected. These data elements 
are stored separately in encrypted silos. 

Q7: How is data collection determined? 

Data collection by DigiChek is strictly minimized to essential elements required for age and identity 
authentication. No additional data is gathered to ensure compliance with privacy laws. 

Q8: Specific purposes of data collection 

Data is collected solely to authenticate identity and age. It is not used for marketing, profiling, or tracking 
users. 

Q9: Can DigiChek track users' activities? 

No. DigiChek can only track which organizations have queried a user's identity but does not monitor how 
users interact with online platforms. 

Q10: Data encryption and security measures 

• All data is encrypted using AES 256-bit encryption. 

• Queries and key authentication requests are further encrypted using SHA 256. 

• Developers cannot access or decrypt user data. 

Q11: Can DigiChek be hacked? 

• Data is encrypted at rest and in transit. 
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• Even internal employees cannot access decrypted user information. 

• No user behaviour tracking ensures limited exposure to potential attacks. 

 
Section 3 - System Security and Fraud Prevention 

 
Q12: How does the system prevent fraud? 

DigiChek’s reliance on initial in-person verification eliminates fake accounts. Users cannot create 
fraudulent identities because a government-approved verifier must confirm their credentials face to face 
before issuing a DigiChek Key. 

Q13: Can users share their keys? 

While users can choose toshare their keys (like sharing a credit card PIN), the system maintains 
accountability by being able to trace queries back to the user’s documents and photo recorded by the 
original registrar at the time the DigiChek Key was issued. 

Q14: What measures prevent unauthorized key use? 

• Users can change their DigiKey at any time. 

• Security questions provide an additional layer of protection. 

• Organizations can track whether a DigiChek Key was used fraudulently. 

Q15: Has the system undergone external validation? 

External validation has not yet been conducted but is planned. Discussions are underway for certification 
through international standards (ISO, MIT, etc.). 

 
 

Section 4 - Accessibility and Inclusivity 

 
Q16: How does DigiChek accommodate users with disabilities or low digital literacy? 

• The system does not rely on biometrics, which can be difficult for users with disabilities. 

• It uses a simple password-like entry method, avoiding complex verification steps. 

• Virtual keyboard support prevents keylogging. 

• Supports multiple languages, including Indigenous languages. 

• It can work on any device that supports passwords so can be compatible with legacy devices 
enabling use across multiple socio-economic groups. 
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Q17: Considerations for First Nations and Indigenous communities 

• The system avoids requiring the capture of live images or photographs, respecting cultural 
sensitivities. 

• Indigenous users can use their native language for security questions and keys. 

Q18: How does the system support children in government care? 

• The initial Verification is done through schools, eliminating the need for children to provide 
additional documents. 

• Ensures continued access even if the child moves between foster homes. 

 
Section 5 - User Support and Adoption Challenges 

 
Q19: How does DigiChek handle user feedback and complaints? 

• Users can submit issues via a contact form (without linking their email to their key). 

• Plans are in place for a future ticketing system to enhance customer support. 

Q20: Key strengths of DigiChek compared to competitors 

• User control: No reliance on devices or biometric data. 

• Simple authentication process with strong encryption. 

• No requirement for users to repeatedly provide personal data. 

• Prevents identity theft effectively. 

• Reduces the burden on organisations that need to know a user's identity and age. 

Q21: Biggest challenge in adoption 

• Encouraging uptake by both users and businesses. 

• Convincing organizations to adopt a new, simplified approach when the industry has moved toward 
complex AI-based verification. 

• Government support, legal requirements, a societal push for child safety online and a need for cost 
effective solutions that provide certainty for businesses of a user’s age and identity while reducing 
their responsibility for authenticating users and securing their data all come together to drive 
adoption. 

Final Notes 

• DigiChek operates on a low-cost model: 
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o Children: $0.10 per registration 

o Adults: $1 per registration 

o Financial transactions: $0.005 per query 

• The system aims to be a simple, secure, and user-controlled alternative to traditional age 
authentication and confirmation solutions. 
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