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ISO 27566-1 Practice Statement

Solution Owner: DigiChek Pty Ltd

DigiChek Pty Ltd is a(n) Age Assurance Provider (an entity responsible for providing age assurance results to a relying
party)

This is a practice statement for the age assurance solution known as DigiChek

The system and practice statement are kept under continuous and regular review in the following way:

The system and practice statement are continuously and regularly reviewed by top management and the
development group as functionality for client requirements and legislative and regulatory requirements are updated.

This solution is designed to test the following age eligibility requirements:

DigiChek can provide the following outcomes:
- exact age
- over or under a certain age
- between certain ages

There are no intermediaries involved in the process. Proof of age is determined when the user is verified in person
and their DigiChek profile first created.

This solution utilizes the following Age assurance components:

In Australia, a DigiChek Registrar (an authorised person at a DigiChek registered third-party organisation recognised
by the government as capable of verifying identity) verifies an adult user in person using primary credentials
satisfying the Australian 100 point ID check when generating the user's DigiChek profile. The Registrar creates the
profile with the user's name, date and place of birth as they appear on the primary credentials. These never change
and provide the foundation for confirming the user's age and identity.

Children's identities are verified and their DigiChek profiles generated at school so no documents are used when
creating children's profiles as schools verify children's identities upon enrolment.
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This solution delivers results to meet the following Indicators of confidence:

DigiChek calculates the user's exact age based on the date of birth in the user's profile when providing the output
required by the organisation querying the user's age ie: precise age or over / under / between given parameters.

The solution applies the following Binding process:

When the user's DigiChek profile is created, the user generates their own unique DigiChek Key comprising their date
of birth (DDMMYYYY) plus a further 4 to 10 characters of the user's choosing. This Key Is permanently linked to the
user's profile but can be changed by the user whenever they choose. The Key is never transmitted, shared or stored
anywhere other than the DigiChek system and with the user. The user's name, date and place of birth as held by the
organisation querying the user's age are matched against the user's details held on the DigiChek system when the
user inputs their DigiChek Key. The Key is always unique to a specific user's profile and no one but the user ever
knows what their Key is so the age assurance result can only be attached to the specific individual who has that
specific DigiChek Key.

Access to a user's Key on the DigiChek system and the ability to change it is controlled by security questions set by
the user themselves. The user must create a minimum of six questions but can create as many as they choose in any
language or format they choose. As DigiChek holds no user information other than the name, date and place of birth
it's not possible for any user to contact DigiChek to reset their security questions or their DigiChek Key. The user's
ability to personalise the security questions and their Key ensure that the only person who can access and change a
DigiChek Key is the user themselves.
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The solution achieves Privacy and data protection as follows:

DigiChek stores the least amount of personally identifiable information possible to confirm a user's age and / or
identity, just three pieces of information: the user's name, date of birth and place of birth. DigiChek itself holds neither
primary nor secondary credentials on its system.

Adults: when adults are verified in person by a DigiChek Registrar, the DigiChek-registered third-party verifying
organisation, which is already recognised by the government as suitable for verifying identity and storing primary
credentials, records copies of the user's primary credentials and a photograph of the user on their own system where
those details remain and are never shared with DigiChek. The user hands over their primary credentials to the
Registrar at the point of verification so the process is completely transparent and the user's consent is willing and with
full knowledge of who is receiving their documents and that those documents will go no further than the registration
organisation.

Children: when children's profiles are generated at school, their identities have already been verified using primary
credentials upon enrollment and the school never shares any identifying credentials with DigiChek, only the child's
name, date and place of birth used to generate the child's DigiChek profile. The child does not need to give consent
for any credentials to be shared with DigiChek because none are shared or stored other than those already lodged
with the school.

Querying organisations: DigiChek never sends any information to the querying organisation when it queries a user's
age with DigiChek. DigiChek will send: a yes or no response to the querying organisation to confirm the user has a
DigiChek profile; a specific age or a yes or no response as required by the querying organisation's age parameters; a
yes or no response confirming the user's details provided by the querying organisation match those held against the
DigiChek Key submitted by the user to the DigiChek system. The user's privacy is always maintained because
DigiChek never shares the user's DigiChek Key or the user's name, date and place of birth held on the DigiChek's user
profile with any other organisation.

DigiChek never receives any information about the user, other than the user's name, date and place of birth, from any
other organisation so DigiChek is unaware of what kind of interaction a user has with a querying organisation, what
activities or behaviours users are engaging in online or even where a user is located so DigiChek is blind to anything
about the user other than the three pieces of data it holds on the user's profile. This means DigiChek information
cannot be used to identify the user or track their activity. The user's digital footprint is not added to in any way by
using DigiChek and, in fact, is potentially reduced by removing the need for providing primary or secondary
credentials to more organisations just to confirm age.



Generated on 27/04/2025

The solution demonstrates ease of use as follows:

The DigiChek system relies on the user giving the querying organisation the user's name, date and place of birth and
being able to submit their DigiChek Key to the DigiChek system. These are the three smallest pieces of information a
user could be asked to know about themselves and represent the bare minimum a user should be able to provide if
they have the capacity to interact online independently. Users without the capacity to interact online independently
will likely lack capacity to manage those three pieces of information independently as well but their entire online
interaction will always be dependent on assistance, regardless of their use of any age assurance system.

The user's DigiChek key comprises the user's date of birth, DDMMYYYY (which the user should know if they can
provide their name, date and place of birth) followed by 4 to 10 characters of the user's own choosing. This means
that the user can make their DigiChek Key as complex or as simple as they choose or their capacity allows. Therefore
a younger child or person with lower capacity may start with a very simple Key but, because they can change it
whenever they choose, the complexity of the Key can increase as the user's age and capacity increase. This means
that no user is barred from using DigiChek Keys, regardless of their capacity, because the complexity of the DigiChek
Key is set by the user. In the same way, users with very high capacity can make their DigiChek Key as complex as
they like and change it as often as they like so the system works in both directions. The ability of the user to set their
own DigiChek Key and security questions also allows for cultural and linguistic variations because the user has
complete control of their own security process.

The DigiChek system is not reliant on the user having any level of digital literacy or access to a device with a specific
level of sophistication. It is comparable to a username / password process which is the simplest and most common
online process with the highest level of familiarity for all users. This makes it user-friendly to any user with any level
of digital literacy, from very young to very old. It is also a process that works on any level of device from legacy to the
most up to date high tech. Most devices adapted for users with accessibility needs have the capacity for users to
enter a user name and password as it is the most fundamental level of functionality and if the device is suitable for
the user to enter a password then it is suitable for them to use a DigiChek Key so it does not rely on a user having a
specific physical capacity either.

Lastly, the DigiChek solution does not require a specific device or a specific location or access to a particular level of
connectivity. If the user is on a device with the ability to access the organisation that needs to confirm their age then
they are able to use the DigiChek system to provide that confirmation.
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Security measures applied to the solution are as follows:

DigiChek prioritises security while maintaining user control and privacy.

1. Decentralised Data:
- DigiChek separates credentials across systems, reducing risks of large-scale data breaches.
- Sensitive user information is not centrally stored but instead distributed, ensuring robust protection against
unauthorised access.
- DigiChek leverages cryptographic hashing and encryption within a decentralised ledger system to safeguard user
data.
- By separating, encrypting, and randomizing data, DigiChek ensures that sensitive information remains secure,
tamper-proof, and inaccessible even to those with legitimate system access.

2. User-Controlled Credentials:
- The system ensures that the DigiChek Key is entirely owned and controlled by the user.
- No-one can illegitimately contact or access DigiChek and impersonate a user in order to change or access a DigiChek
Key or security questions
- Credentials can be updated or changed at any time by the user, adding an extra layer of security and reducing
exposure.

3. Verification Integrity:
- Age assurance involves matching a user's DigiChek Key with their details (name, DOB, and place of birth), ensuring
strict accuracy and preventing manipulation or fraudulent use.
- Only verified users can create DigiChek Keys after face-to-face validation, ensuring authenticity at the outset.

4. Encryption and Secure Communication:
- Information exchanged between the participating organisations and the DigiChek system is encrypted, safeguarding
data during transmission.
- Security questions add an additional verification step, ensuring that only authorised users can access their profiles.

5. Minimized Liability for Organizations:
- DigiChek reduces the need for organisations to store sensitive user data, minimising risks associated with breaches
and compliance failures.
- It adheres to privacy standards and legal requirements, ensuring secure handling of all data.

6. Protection Against Identity Theft:
- Even if credentials such as name, date of birth, and place of birth are stolen, they cannot be used to impersonate a
user without the DigiChek Key.
- The DigiChek Key is entirely user-controlled and only the user knows the additional characters they've added, as well
as the security questions they've set up.
- This multi-layered security ensures that stolen credentials alone are insufficient for unauthorised access to any
participating organisation, reducing the risk of identity theft.

7. Minimising Digital Footprints:
- The DigiChek system limits the amount of data collected and retained, ensuring that only essential information is
used for authentication.
- By reducing unnecessary data capture, the system helps users maintain a minimal digital presence, thereby
lowering the risk of personal information exposure or misuse.

8. Privacy Protection:
- Sensitive information, such as physical, biometric, or financial data, is never collected or retained by DigiChek,
ensuring a high level of privacy for users.
- Full control over their DigiChek Key allows users to authenticate securely without exposing additional personal
details, further protecting their privacy.
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The solution protects human rights in the following ways:

DigiChek enables any participating organisation to age rate its content and use DigiChek Keys to control access at a
granular level. This can be done at the individual organisation level, at individual page or content level or at browser
level. DigiChek does not rely on human opinion or algorithmic moderation but enables any participating organisation
to precisely enforce legislation and regulations in a jurisdiction by using age as the gate to content and
communication. This ensures users of all ages are able to access any information to which they are reasonably
entitled without breaching their privacy or placing undue burdens on the organisation to collect and protect user
information.

1. Accessibility and Inclusivity:
- DigiChek is designed to accommodate users of all backgrounds, abilities, and demographics, ensuring fairness and
accessibility across diverse populations.
- Its device-agnostic and network-independent features eliminate barriers associated with technology or connectivity,
making it universally accessible to all users, including those in underserved areas.
- This aligns with Article 2 of the UNCRC, which emphasizes non-discrimination and equal access to rights for all
children, regardless of their background, abilities, or circumstances.
- DigiChek's inclusive approach ensures that all adults, regardless of their background, abilities, or circumstances,
have equal access to its services In accordance with their rights to equality under Article 1 UDHR.

2. Non-Restrictive Access:
- DigiChek can provide a user’s specific age, enabling participating organisations to give users age-controlled access
at a granular level, avoiding undue restrictions on access to vital services such as news, health, and education.
- This reflects Article 17 of the UNCRC, which recognises the right of children to access information from diverse
sources, including mass media and highlights the importance of ensuring that children have access to material that
promotes their well-being and development.
- By enabling secure and non-restrictive age verification, DigiChek ensures that adults can access online services and
information they are entitled to, including news, education, and health resources in line with Article 19 UDHR.

3. Meaningful Information for Users:
- DigiChek’s process, data management and security is clearly explained on the website with words and images
tailored to the needs of children and adults.
- This corresponds to Article 12, which highlights the importance of children being able to express their views and
understand decisions affecting them.
- Adults undertake verification in person ensuring full transparency and informed consent.

4. Simplicity of process:
- DigiChek prioritises simplicity and ease of understanding, ensuring that users of varying age groups, including young
children, can navigate it confidently.
- The system's simplicity means that children can manage their DigiChek Key and security questions themselves
ensuring they are not reliant on adult protection which may not be available for all children.

5. Right to Privacy
- DigiChek's privacy-centric design ensures that sensitive personal information is not collected or stored
unnecessarily, protecting adults from arbitrary interference with their privacy under Article 12 UDHR.
- Empowering children to manage the process themselves also protects them from arbitrary interference with their
rights to privacy under Article 16 of UNCRC.

6. Right to Security
- DigiChek protects users' personal data and credentials through advanced cryptographic methods, safeguarding their
security and reducing risks of identity theft or fraud In accordance with Article 3 UDHR.

The solution has been subject to audit, certification and review in the following ways:

DigiChek's system undergoes internal review and monitoring from senior management and its development team,
both at regular intervals and when triggered by changes to functionality required by clients or updates and changes in
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legislation and regulation. DigiChek is currently in the process of applying for certification under various standards but
demonstrates its current compliance with key regulations and policies below.

DC's position in relation to the 13 Australian Privacy Principles is as follows:
- Open and Transparent Management (APP 1):- DigiChek’s privacy policy is currently being updated and will be
published on the DigiChek website shortly.
- Anonymity and Pseudonymity (APP 2):- users interact with DigiChek using their Keys or their personal information
but their data is anonymous within the system.
- Collection of Solicited Personal Information (APP 3):- DigiChek only collects the user's name, date and place of birth
which is the minimum amount of information that can be held. DigiChek neither collects, stores nor transmits primary
or secondary credentials or sensitive information.
- Dealing with Unsolicited Personal Information (APP 4):- DigiChek never receives unsolicited personal information.
- Notification of Collection (APP 5):- users are fully informed at the point of verification by the third-party verifying
organisation about what information is being collected, why it’s being collected and how it will be used.
- Use or Disclosure of Personal Information (APP 6):- uses are aware that the name, date and place of birth are used
solely to confirm their age or identity and no information will ever be disclosed by DigiChek other than the user’s
precise age.
- Direct Marketing (APP 7):- DigiChek is unable to use personal information for direct marketing as it cannot track the
user's on line behaviour and has no way of contacting a user.
- Cross-Border Disclosure (APP 8):- the only information DigiChek could ever send overseas would be a precise age,
other than that all of DigiChek's communications are limited to yes or no responses to queries.
- Adoption, Use, or Disclosure of Government Identifiers (APP 9):- DigiChek uses no government related identifiers or
other identifiers as it only holds a user's name, date and place of birth.
- Quality of Personal Information (APP 10):- DigiChek only holds a user's name, date and place of birth which is static
information and never changes so there is no requirement to check that it is up-to-date. If the user changes their
name, it is necessary for them to obtain a new DigiChek Key.
- Security of Personal Information (APP 11):- DigiChek employs very robust security measures to protect its data and
the data itself does not provide any direct links to the user.
- Access to Personal Information (APP 12):- the only person who can access the user's information on the DigiChek
system is the user.
- Correction of Personal Information (APP 13):- DigiChek only holds a user's name, date and place of birth and this is
static and cannot require correction.

The information below demonstrates how DigiChek is compliant with other international regulations and policies,
particularly the European Data Protection Board [EDPB) Statement 1/2025 on Age Assurance and the Digital Services
Act [DSA]:
- Necessity and Proportionality: the DigiChek system operates under the lowest level of intrusion possible to achieve
age assurance and identity confirmation by only storing the user's name, date and place of birth and no primary or
secondary credentials, other identifying or contact information.
- Data Minimization: a user's name, date and place of birth is the least amount of information that can be used.
- Accuracy: DigiChek provides a user’s precise age as it can calculate from the user’s date of birth to that specific
date.
- Transparency: Users are given clear and transparent information about how their data will be used.
- Security: DigiChek uses cryptographic hashing, encryption and decentralised data storage to protect users.
- Accountability: DigiChek's practise statement demonstrates its compliance.
- Fairness and inclusivity: DigiChek ensures open and equal access to all users through a variety of mechanisms,
including but not limited to: giving users complete control over their own security; enabling users to make their
unique DigiChek Key as simple or as complex as they choose or their capacity allows; using a system similar to a
username/ password process which is familiar to all users and does not require a high level of digital literacy; making
DigiChek neither device specific nor location reliant and ensuring it can work on legacy devices; having no reliance on
sophisticated technology, official documents or specific behavioural characteristics means all users can access
DigiChek, regardless of accessibility needs, cultural sensitivities or lack of formal documentation.
- Lawfulness: All DigiChek’s data processing complies with applicable legal frameworks, such as the GDPR.
- Purpose Limitation: Data collected by DigiChek can only be used for two purposes: to confirm age and / or identity.
- Children’s Best Interests: DigiChek enables content to be age rated and distributed at a granular level ensuring
children have full access to everything to which they are entitled and protection from inappropriate content.
- Content Moderation: DigiChek enables content to be age rated in accordance with the relevant legislation and



Generated on 27/04/2025

regulations and distributed only to appropriately aged users. By enabling the burden for age rating to be placed on
the content creator, DigiChek clarifies and provides for clear mechanisms for reporting and addressing illegal or
harmful content.

DigiChek is compliant with the General Data Protection Regulation (GDPR) due to its privacy-focused and user-centric
design:
1. Data Minimization:
- DigiChek collects only the essential information (name, date of birth, and place of birth) required for age and identity
verification.
2. Purpose Limitation:
- The data collected is used solely for age and identity verification purposes and is not repurposed for other activities.
3. User Consent:
- DigiChek requires explicit user consent before collecting or processing personal data.
4. Transparency:
- Users are provided with clear and accessible information about how their data is collected, processed, and stored.
5. Data Security:
- DigiChek employs advanced cryptographic hashing and encryption to protect user data, safeguarding personal data
against unauthorized access or breaches.
6. Right to Access and Rectification:
- Users can access their personal data and because the user’s date and place of birth cannot change, rectification is
not applicable. If the user changes their name, they need to obtain a new DC key.
7. Right to Erasure (Right to Be Forgotten):
- DigiChek user profiles are only accessed when end user logs into a participating organisation who needs to query
their age or identity, it is never used to generate a process. Therefore, a DC profile can be forgotten by the user
simply not using it.
8. Accountability:
- DigiChek demonstrates accountability by implementing robust data protection measures and conducting regular
audits.
9. Cross-Border Data Transfers:
- DigiChek does not transfer data across borders, it only responds yes or no to a specific query from a participating
organisation or provides an exact age with no attached identifying information.
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