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1 Introduction

This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated
summary of the interview conducted with an age assurance technology provider participating in the trial.
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the
discussion with the vendor.

The questions for this interview were shared with the vendor in advance, ensuring a structured and
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary
purpose of this interview was to engage with the vendor on their submitted practice statement, delving
deeper into their technology, policies and deployment approach, particularly in relation to the Australian
regulatory, cultural and operational environment.

This document is intended to support transparency and consistency in the evaluation process by providing
a structured record of the discussion. It helps ensure that insights gathered through this interview are
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader
methodology. This interview complements the vendor’s practice statement, technical demonstration and
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on
the readiness, privacy compliance and operational effectiveness of the age assurance system.

Disclaimer

The inclusion of this interview summary does not constitute endorsement, certification or approval of any
product, service, or provider. The interview captures the perspectives and claims of the vendor as
discussed with the trial team, but they have not been independently verified in full. While the discussion
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated
in the discussion.

No guarantee is given as to the completeness, accuracy or ongoing applicability of the information
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy
endorsement.
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Summary of EarthID Participant
Interview Responses

Executive Summary

EarthID offers a decentralized, privacy-preserving age verification solution that leverages Zero-Knowledge
Proofs (ZKPs), biometric liveness detection, and ID credentials from governments or trusted authorities.
The system is designed to confirm age eligibility without exposing personal data, aligning with international
standards such as UK GDPR. EarthID’s age verification solution is also certified under UK DIATF (UK’s Digital
Identity and Trust Framework) and PAS 1296. EarthlD’s solution includes inclusive features for users
without formal identification, supports data minimization, and promotes equitable access while upholding
a strong security and compliance framework.

Interview Responses

Section 1 - Background and Overview

Q1: Overview of the system and its primary functionality

EarthlD offers a decentralized, privacy-preserving age verification solution. It uses zero knowledge proofs
(ZKPs), biometric liveness detection, and government-issued ID checks. The system stores credentials in a
user-controlled identity wallet, enabling users to share only yes/no answers to age-related questions with
relying parties. This enables users to prove their age across multiple services with a single verification,
enhancing convenience and user control.

Q2: What is done to ensure age assurance?

EarthID combines multiple verification layers, including government-issued ID checks, biometric validation
(including liveness detection), and the conversion of verified data into cryptographic proofs stored in the
user’s ID wallet. For individuals who do not possess formal government-issued IDs, EarthID supports age
verification through attestations issued by trusted third parties such as educational institutions, NGOs, or
community organizations.

Q3: Inspiration for development and key problems it aims to solve

Driven by a mission to support digital inclusion, especially for minors, EarthID aims to protect children from
age-inappropriate online content and services while respecting privacy and minimizing data collection.

Q4: Industries or use cases currently utilizing the system
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The system is being commercially deployed in the gaming sector and piloted in the adult entertainment
and vaping industries. EarthID also plans to expand to retail and e-commerce applications.

Q5: Assessments of impact on fundamental rights, including children's rights

EarthID's system is designed using privacy-by-design principles. It complies with UKDIATF, UK GDPR, and
PAS 1296. No personally identifiable information (PIl) is shared with relying parties. Instead, cryptographic
assertions are used. User feedback and surveys continuously inform design and improvement.

Section 2 - Privacy and Data Protection

Q6: Types of data collected, processed, and stored

Data includes government-issued photo ID images, facial biometric data for liveness detection, and
digitally signed credentials, which are stored solely in the user’s wallet.

Q7: How is data collection determined?

EarthID practices strict data minimization. Only information required for cryptographic age or identity
verification is collected, and only with explicit user consent.

Q8: Specific purposes of data collection

Collected data is exclusively used for identity and age verification. The collected data is used for the
generation of Zero-Knowledge Proofs for third-party use without revealing underlying data.

Q9: Can EarthID track users' activities?

EarthID does not track or monitor user activity. The platform is designed to minimize and localize data,
aligning with UK GDPR. While not yet certified under Australian law, EarthlD intends to pursue
certification.

Q10: Data encryption and security measures

All user data is encrypted in transit and at rest using industry-standard protocols. Users retain full control
over their data, which can be deleted from their wallet at any time. EarthID holds ISO 27001 and Cyber
Essentials Plus certifications.

Q11: Can EarthID be hacked?

While no system is completely immune to attack, EarthID applies a multi-layered security architecture to
mitigate risks. EarthID uses Agile DevSecOps practices that integrate security directly into the software
development and operations process, allowing for fast detection and response to vulnerabilities. There
have been no reported breaches to date. EarthID is certified under UKDIATF, ISO 27001, UK GDPR, and
Cyber Essentials Plus. Regular internal and third-party audits reinforce compliance. All data is encrypted,
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and communications are secured over HTTPS. EarthID’s decentralized design further reduces attack
surfaces by keeping user data local and under their control.

Section 3 - System Security and Fraud Prevention

Q12: How does the system prevent fraud?

EarthlD combines anti-spoofing biometric technologies, liveness detection, and ID document verification
checks for authenticity, validity, and ownership. Passwordless multifactor authentication is required to
access the ID wallet.

Q13: Can users share their keys?

EarthID’s decentralized model ensures that cryptographic credentials are bound to both the user's device
and their verified biometric profile, making them non-transferable. Private keys never leave the user's
device, and access to the identity wallet is gated through biometric authentication. This significantly limits
the ability to share or misuse keys. As a result, credentials cannot be used by anyone other than the
original verified user.

Q14: What measures prevent unauthorized key use?

EarthID enforces strict protection of verification credentials through layered security mechanisms.
Biometric authentication ensures only the verified user can access the wallet. Cryptographic key binding
ties credentials to a specific device and user identity, and credential sealing prevents duplication or
tampering. Together, these measures ensure that even if a device is compromised, the credentials cannot
be reused or transferred.

Q15: Has the system undergone external validation?

Yes. EarthID is independently certified under:

e SO 27001

e UKDIATF

e PAS 1296

e Cyber Essentials Plus
e UKGDPR

Section 4 - Accessibility and Inclusivity

Q16: How does EarthID accommodate users with disabilities or low digital literacy?

The system is mobile-accessible, and a web-enabled version is in testing. The interface is built using a
human-centric design approach, emphasizing accessibility, simplicity, and inclusivity. Content is crafted in
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layman-friendly language, and the platform evolves through iterative improvements informed by
continuous user feedback.

Q17: Considerations for First Nations and Indigenous communities

EarthID has developed mechanisms to enable verification for users without formal IDs, informed by
feedback from underrepresented communities, including Australia’s First Nations. Further adaptations are
planned post-trial.

Q18: How does the system support children in government care?

A parental/guardian delegation feature is under development as part of EarthID’s 2025 roadmap to ensure
appropriate safeguards for looked-after children and those in complex custody situations.

Section 5 - User Support and Adoption Challenges

Q19: How does EarthID handle user feedback and complaints?

Users can contact EarthlD via email for support or complaints. The process is governed by a formal
Complaint Management System that ensures transparent, fair, and timely resolution. Plans are underway
to add chatbot support to improve accessibility.

Q20: Key strengths of EarthID compared to competitors

EarthlD offers verifiable, cryptographic age confirmation (not estimation), achieving 100% accuracy by
verifying government-issued identity document. It supports privacy-preserving methods like ZKPs and
decentralized storage. The system includes fallback verification via trusted third parties and complies with
UKDIATF, UK GDPR, PAS 1296, ISO 27001, and Cyber Essentials Plus.

Q21: Biggest challenge in adoption

The primary challenge lies in adapting culturally and contextually to new markets such as Australia. Areas
include offline support, and community-specific onboarding strategies.

Final Notes

EarthID is well-positioned for adoption in Australia, offering a robust privacy and security foundation,
combined with a human-centric design approach that emphasizes inclusion and usability. Ongoing
engagement with diverse communities and incorporation of trial feedback are key to ensuring cultural
relevance and successful integration.
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