ISO 27566-1 Practice Statement

Solution Owner: EarthID
EarthID is a(n) Age Assurance Provider (an entity responsible for providing age assurance results to a relying party)

This is a practice statement for the age assurance solution known as PrivAge

The system and practice statement are kept under continuous and regular review in the following way:

EarthID ensures its age verification system and practice statement remain up to date through regular audits,
compliance assessments, and top management oversight. Our CEO, CTO, and Compliance Officers review the system
at least bi-annually, incorporating feedback from internal audits, independent third-party evaluations, and regulatory
updates.

We undergo external audits by industry experts to validate compliance with GDPR, UKDIATF, and PAS1296. Real-time
monitoring helps identify risks, while annual updates ensure EarthID remains at the forefront of privacy-preserving
age verification.

This solution is designed to test the following age eligibility requirements:

EarthID enables binary (Over/Under a certain age) and range-based (Between specified ages) verification, ensuring
compliance with regulations set by policymakers, regulatory bodies, and service providers.

Our system aligns with UKDIATF and PAS1296 (UK), and GDPR, among others. EarthID acts as an Age Assurance
Provider, verifying users’ eligibility without sharing personal data, only a Yes/No response is provided to relying
parties.

When applicable, we ensure that third-party verification partners uphold the same privacy and security standards
across industries like retail, gaming, gambling, and online content access.

This solution utilizes the following Age assurance components:

EarthID’s decentralized, privacy-preserving approach ensures that users verify their age without compromising
sensitive data.

* Primary Verification: Users authenticate using government-issued IDs (passports, driver’s licenses, national IDs).
* Secondary Verification: Schools, universities, and NGOs can issue digitally verifiable "Proof of Age" certificates,
stored in the EarthID Personal ID Wallet for reuse.

* Verification Methods:

0 Document authentication with biometric liveness detection.

0 Zero-Knowledge Proofs (ZKPs) to confirm age without revealing PII.

This model ensures strong security, regulatory compliance, and privacy protection while enabling access for users
who lack government IDs.
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This solution delivers results to meet the following Indicators of confidence:

EarthID ensures high confidence in age verification through:

* Government-issued ID verification, ensuring high accuracy.

* Digitally signed “Proof of Age” certificates, providing a reliable secondary option.

» Zero-Knowledge Proofs (ZKPs) to eliminate fraud risks.

* Tamperproof credentials stored in the Personal ID Wallet.

* Liveness detection & biometric checks to prevent impersonation.

* Regular audits & compliance with PAS1296, GDPR, and UKDIATF.

This multi-layered verification approach ensures accuracy, security, and privacy for users and relying parties.

The solution applies the following Binding process:

ITo ensure that age assurance results are securely linked to the correct individual, EarthID uses:

* Document authentication & biometric matching (photo ID validation with facial recognition).

* Cryptographic sealing of verification results in the Personal ID Wallet.

» Zero-Knowledge Proofs (ZKPs) to confirm eligibility without exposing raw data.

* Reusable verification, allowing users to prove their age once and use it across multiple platforms.
This ensures fraud-resistant, privacy-focused, and verifiable age assurance.

The solution achieves Privacy and data protection as follows:

EarthID follows a privacy-first approach, minimizing data collection while ensuring compliance with GDPR, UKDIATF
and PAS1296.

* No central storage of personal data—age credentials are stored in the user-controlled Personal ID Wallet.

* Only necessary attributes are processed, ensuring data minimization.

* Users can access, correct, or challenge their verification at any time.

* Strong encryption and strict access controls protect data from unauthorized access.

¢ Incident response protocols ensure swift action in case of a security breach.

This ensures a secure, compliant, and privacy-preserving age verification process.

The solution demonstrates ease of use as follows:

EarthID’s system is designed for efficiency, security, and simplicity, leveraging smartphone technology for a quick,
seamless verification experience.

* One-time verification using government-issued ID or "Proof of Age" certificates.

* No need for repeated verification, credentials are securely stored for reuse.

* Intuitive user interface, ensuring ease of access for all age groups.

* Support for multiple languages, improving accessibility.

By reducing friction while maintaining privacy and security, EarthID ensures a user-friendly and accessible verification
experience.

Security measures applied to the solution are as follows:

EarthID employs multi-layered security protections to prevent fraud, maintain data integrity, and ensure privacy
compliance.

» Zero-Knowledge Proofs (ZKPs) prevent unnecessary data exposure.

* Biometric liveness detection & document authentication prevent spoofing attacks.

* End-to-end encryption secures data in transit and at rest.

* Tamperproof credentials stored in the Personal ID Wallet.

* Regular security audits and compliance checks with ISO 27001, PAS1296, GDPR, and UKDIATF.

IThis ensures that EarthID’s age verification system remains secure, compliant, and resistant to fraud.
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The solution protects human rights in the following ways:

EarthID’s system is designed to be accessible, inclusive, and transparent, ensuring that users aren’t unfairly restricted
from legitimate services like news, health, and education.

* Clear, step-by-step instructions make the process easy for users.

* Digitally verifiable "Proof of Age" certificates provide alternatives for users without government-issued IDs.

* Localized content and multi-language support improve accessibility.

By ensuring privacy, transparency, and accessibility, EarthID enables users to verify their age without unnecessary
restrictions.

The solution has been subject to audit, certification and review in the following ways:

EarthID is a PAS1296-certified age verification solution, audited and certified by the Age Check Assurance Scheme
(ACCS). Our certification is valid from 3rd June 2024 to 2nd June 2026, ensuring compliance with industry-leading
privacy and security standards.
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