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1 Introduction 
This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated 
summary of the interview conducted with an age assurance technology provider participating in the trial. 
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the 
discussion with the vendor. 
 
The questions for this interview were shared with the vendor in advance, ensuring a structured and 
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific 
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary 
purpose of this interview was to engage with the vendor on their submitted practice statement, delving 
deeper into their technology, policies and deployment approach, particularly in relation to the Australian 
regulatory, cultural and operational environment. 
 
This document is intended to support transparency and consistency in the evaluation process by providing 
a structured record of the discussion. It helps ensure that insights gathered through this interview are 
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader 
methodology. This interview complements the vendor’s practice statement, technical demonstration and 
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on 
the readiness, privacy compliance and operational effectiveness of the age assurance system. 
 

Disclaimer 
 
The inclusion of this interview summary does not constitute endorsement, certification or approval of any 
product, service, or provider. The interview captures the perspectives and claims of the vendor as 
discussed with the trial team, but they have not been independently verified in full. While the discussion 
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated 
in the discussion. 
 
No guarantee is given as to the completeness, accuracy or ongoing applicability of the information 
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only 
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy 
endorsement. 
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Summary of Equifax Participant 
Interview Responses 
 

Executive Summary 
 

Equifax’s Age ID system offers configurable, API-based age verification using identity and fraud data. It 
supports regulatory compliance, prioritizes data security, and enables scalable integration, while 
businesses manage user experience and ethical considerations. Continuous improvement and industry 
collaboration are core strengths. 

Interview Responses 
 
Section 1 - Background and Overview 
 

Q1: Overview of the system and its primary functionality 

Equifax’s system, known as Age ID, is a highly intelligent, API-based platform designed to verify DOB or 
infer age using a configurable blend of identity and fraud detection capabilities. It integrates facial 
biometrics, government-issued document verification, and fraud indicators to deliver a go/no-go age 
assurance decision. 

Q2: What is done to ensure age assurance? 

The system provides      age assurance through a combination of document verification (e.g., driver’s 
licences, passports), facial biometric analysis (including liveness and comparison checks), and fraud 
detection signals. Businesses can tailor which data sources and signals to apply based on regulatory 
requirements and risk appetite. 

Q3: Inspiration for development and key problems it aims to solve 

The technology originated over 25 years ago from customer demand to verify identities and prevent fraud 
at the point of onboarding. It evolved from basic identity datasets into a sophisticated platform capable of 
supporting AML/CTF, KYC, and now age assurance compliance. 
 

Q4: Industries or use cases currently utilizing the system 
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The primary use cases currently include AML/CTF compliance and fraud prevention. The Age ID component 
is new, with only a few early adopters identified, but it’s expected to expand as legislation on age 
assurance progresses. 

Q5: Assessments of impact on fundamental rights, including children's rights 

No dedicated assessments have been conducted by Equifax on the impact of the system on fundamental 
rights, including those of children. As a B2B provider, Equifax places this responsibility on its business 
clients. 
 
Section 2 - Privacy and Data Protection 
 

Q6: Types of data collected, processed, and stored 

The system may collect: 

● Name, address, and date of birth 
● Government-issued documents (e.g., driver’s licence, passport, Medicare) 
● Email, phone, IP address 
● Device and biometric data 

Q7: How is data collection determined? 

Data collection is driven by business use cases and the requirements of the specific identity or fraud data 
source selected by the client. 

Q8: Specific purposes of data collection 

Data is collected exclusively for identity verification and fraud/risk detection, including identity takeover 
and age verification. 

Q9: Can Equifax track users' activities? 

Equifax complies with the Australian Privacy Act (including Part IIIA for credit reporting) and monitors 
emerging children's privacy guidelines. It adapts its processes accordingly. 

Q10: Data encryption and security measures 

For clarification, a     ll transactions are TLS encrypted, and data at rest is secured with AES-256 disk-level 
encryption. Data deletion and consent withdrawal - Data subjects can request data deletion, and Equifax 
has systems and contact centres in place to handle such requests in accordance with regulatory 
requirements. 
 

Q11: Can Equifax be hacked? 



Document Sensitivity: Public 
  

 

 
Page 7 of 8  Participant Interview - Equifax 

For clarification, Equifax applications are protected from misuse and DDOS attacks through deployment of 
Cloudfare protection, WAF, IP Whitelisting, User Device Intelligence, transaction throttling  and strict user 
onboarding and authentication mechanisms. Data is processed securely and with limited disclosure. 
Breach response time - SLA of 24 hours for zero-day vulnerabilities and breaches. 
 
Section 3 - System Security and Fraud Prevention 
 

Q12: How does the system prevent fraud? 

Protection measures include: 

• Cloudflare protection 

• Web Application Firewalls (WAF) 

• IP whitelisting 

• Device intelligence 

• Throttling 

• Strong user onboarding/authentication 

Q13: Can users share their keys?      

For clarification, Equifax doesn’t collect or store individual's security keys or certificates. 

Security protocols:  

● TLS encryption for data in transit 
● AES 256-bit encryption for data at rest 

Q14: What measures prevent unauthorized key use? 

Regular penetration testing and security audits are conducted. Some reports are publicly available, while 
others may be shared under confidentiality agreements. 

Q15: Has the system undergone external validation? 

Subject to third-party audits, regulator reviews (OAIC, ASIC, etc.), and partnerships with identity 
management vendors. For clarification, Penetration tests are conducted on the application by an 
independent 3rd party. 
 
Section 4 - Accessibility and Inclusivity 
 

Q16: How does Equifax accommodate users with disabilities or low digital literacy? 

Responsibility lies with the business clients that build user interfaces on top of Equifax’s APIs. 
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Q17: Considerations for First Nations and Indigenous communities 

Acknowledges a national data gap affecting First Nations populations. Equifax does not directly consult but 
recognizes this as a national, not technical, issue. 
 

Q18: How does the system support children in government care? 

No specific support for scenarios involving children in care. Business clients must address parental consent 
and verification flows. 
 
Section 5 - User Support and Adoption Challenges 
 

Q19: How does Equifax handle user feedback and complaints? 

Multiple channels: phone, email, post. Acknowledgement within 7 days, resolution aimed for within 30 
days  

Q20: Key strengths of Equifax compared to competitors 

● Deep integration with 800+ businesses 
● Single API with full identity + fraud ecosystem 
● Configurability and operational flexibility 
● National network/community of businesses sharing insights and fraud intelligence 

Q21: Biggest challenge in adoption 

Does not address subjective issues (e.g., First Nations data gaps, parental control norms) 
 

Final Notes 

Equifax plays a critical role as the infrastructure layer for implementing national regulatory policy. It sees 
itself not just as a technology vendor, but as a facilitator of industry-wide collaboration and rapid policy 
adoption. 
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