ISO 27566-1 Practice Statement

Solution Owner: Equifax Australia

Equifax Australia is a(n) Age Assurance Provider (an entity responsible for providing age assurance results to a relying
party)

This is a practice statement for the age assurance solution known as Equifax AgelD

The system and practice statement are kept under continuous and regular review in the following way:

Equifax has robust and regular review of system and practice, at all levels of organisation and is a core value due to
the nature of our products and services.

Equifax’s business in Australia involves the handling of data, including personal information (including credit
information) and government-sourced data. As such, Equifax, is subject to routine oversight, queries, audit and other
review by agencies, authorities and regulators, including the OAIC, ASIC, the ACCC, AFCA, Attorney General'’s
Department and government data licensing agencies.

As a credit reporting body, Equifax is subject to the Privacy Act (including the Australian Privacy Principles and the
Credit Reporting Code), the National Consumer Credit Protection Act, and the AML/CTF Act.

Compliance with these Acts, necessitates the establishment of robust internal frameworks and controls for regular
review. This includes audits of data handling practices, credit reporting processes conducted by internal audit teams.
Findings and recommendations are reported to the risk and compliance teams and senior management to ensure
timely remediation and the ongoing effectiveness. In addition, updates are made to policies, procedures, and systems
to reflect any regulatory changes to ensure a culture of compliance and continuous improvement.

This solution is designed to test the following age eligibility requirements:

Equifax AgelD result helps determine the age gate, including a confidence score and potential fraud risks, to help a
relying party decide whether to provide the age restricted service.
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This solution utilizes the following Age assurance components:

Equifax AgelD sources and capabilities to verify an individual’s identity include:

- Facial biometrics and liveness to verify an individual's identity and bind the date of birth to the individual

- Identity verification sources including but not limited to government-issued documents, super and payroll identity
data

- Equifax AgelD could use existing sources such as DVS Australian Electoral Roll and consumer credit bureau if the
government extends their use beyond AML/CTF to Online Safety

- Fraud detection sources: highly suspicious email, IP address, device, domain and phone data, identity takeover
alerts

- Further to this, AgelD can include a fraud consortium specific to this industry to better help relying parties detect
attempted fraud across the ecosystem

Our solution is currently at TL9 and we can extend the capability to include Age Verification by providing an over,
under, or between the stated age requirement with minimal investment.

This solution delivers results to meet the following Indicators of confidence:

Once date of birth and other personal data is successfully bound to a specific identity, each data source and capability
that was utilised in the age assurance process will generate a confidence score. This score can be represented either
numerically or through descriptive terms, indicating the level of certainty in the age inference result. To enhance the
accuracy, several strategies can be implemented individually or in combination:

- Data sources and age assurance capabilities can be prioritised, sequenced and ranked based on their reliability and
accuracy. With this approach, the data source or capability that yields the highest confidence score would be given
precedence in determining the final age assurance outcome.

- A predetermined minimum number of data sources can be mandated to contribute to the final age assurance result.
This ensures that the conclusion is not solely reliant on a single source, which raises the threshold for both binding to
an identity and the reliability of the result.

In addition to these measures, a unique fraud assessment can be incorporated into the age assurance process. This
assessment has configurable thresholds that can further refine the overall result by flagging potential fraudulent
activity. The outcome of the fraud assessment can be treated as either a cautionary signal or a definitive red flag,
depending on the configuration and the policies of the relying parties or as stipulated through regulatory guidelines.
This additional layer of fraud scrutiny is invaluable in preventing age-related fraud and ensuring compliance with age
restrictions.

The solution applies the following Binding process:

AgelD leverages Equifax’s identity and fraud capabilities to verify an individual’s identity and binds that identity and
date of birth to an individual by combining results from facial biometrics with multiple identity verification and fraud
prevention sources.

Decision rules are configured and applied to the results from each of these sources to generate an AgelD confidence
score, which is monitored for efficacy and updated over time.
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The solution achieves Privacy and data protection as follows:

Equifax Australia is regulated by the Office of the Australian Information Commissioner (previously known as Office of
the Privacy Commissioner), which is permitted to periodically audit Equifax Australia's systems and processes. As a
credit bureau, Equifax Australia’s activities are specifically regulated by the Privacy Act 1988.

https://www.oaic.gov.au/privacy-law/privacy-act/
https://www.equifax.com.au/privacy

Data privacy is embedded in the operating rhythm of Equifax and Privacy Impact Assessments (PIA) are conducted as
part of our change management process. The PIA process assesses what information is stored and processed and
informs what level of protection is mandated for the classification of data being handled.

Privacy is also a key consideration with any engagement and must be assessed before any third party engagement
and is part of Equifax’s Third Party Oversight program.

Refer to Equifax Australia Information Security Trust Statement for more details
https://content.equifax.com/i/63pgap3z2550Xg7bHIYAC7U5eEDYkQOvuk20ADpl6xG5U7hfGMUSENrsmW)TnCjZrsFswB
2M030qgzPyemt5tHvC1pwDcUmsKYsUTn781KyPLUSSIGNNe4fxIjeLiPLUSSIGNI3LTw8Zpzv.

The solution demonstrates ease of use as follows:

Equifax provides age assurance services to relying parties through two primary methods; API integration and a white
label web interface solution.

IThe API option gives relying parties maximum control over the user experience, as they manage the entire user
journey and integrate Equifax's age assurance services into their existing systems and workflows.

IThe white label web option allows relying parties to leverage Equifax's pre-built web pages to collect necessary user
information, such as personal data and government document details. Upon completion of the data collection process,
Equifax redirects the user to a URL specified by the relying party. This redirection can be customised based on the
@ge assurance result; for instance, users can be directed to different web pages depending on whether they are
verified as over or under the required age. This option provides a streamlined integration process for relying parties
who may not have the resources or desire to build their own user interface for capturing user information.

Security measures applied to the solution are as follows:

Overview

Equifax’s Information Security Program has clearly defined roles and responsibilities and is implemented, monitored,
improved and governed with active participation of the following stakeholders:

- Audit Committee of the Board

- Technology Committee of the Board

- Equifax’s Global and Local Senior Leadership Teams
- Chief Information Security Officer

- Global Security Team

- Additional Affiliate Organisations

The roles and responsibilities of these groups are defined in the Information Security Policy Framework that Equifax
has based on the NIST Cybersecurity Framework ("CSF") and NIST Privacy Framework ("PF").

Information Security Program

Equifax's Information Security Program is documented in Equifax's Information Security Policy, which is supported by
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controls and technical requirements that operate together as follows:

- Policies - Statements of expectation that are implemented by controls and technical requirements

- Controls - Technical, administrative, or physical safeguards used to manage risks

- Technical Requirements - Requirements associated with a control. Technical Requirements map to processes that
support compliance with each control.

Equifax’s Technical Requirements are broken into twenty categories that align with industry best practice:

- Asset Management Technical Requirements

- Business Continuity and Disaster Recovery Technical Requirements
- Change Management Technical Requirements

- Configuration Management Technical Requirements

- Continuous Monitoring Technical Requirements

- Data Classification and Handling Cryptographic Protection Technical Requirements
- Human Resources Security Technical Requirements

- Ildentity and Access Control Technical Requirements

- Incident Response Technical Requirements

- Network Security Technical Requirements

- Patch Management Technical Requirements

- Physical Security Technical Requirements

- Project and Resource Management Technical Requirements

- Security and Privacy Governance Technical Requirements

- Security Awareness Training Technical Requirements

- Security Compliance Technical Requirements

- Security Risk Management Technical Requirements

- Third Party Management Technical Requirements

- Threat Management Technical Requirements

- Vulnerability Management Technical Requirements

In addition, other standards and supporting procedures, such as the Separation of Duties Standard and External Party
Security Standard, assist in the implementation of the Technical Requirements. Security policies, controls, technical
requirements, standards and supporting procedures apply to all environments where Equifax data is stored,
transmitted, or processed (e.g. Cloud, On-premise) and must be adhered to.

Additionally, guidelines set forth in the Equifax Engineering Handbook must also be followed.

Information Security Capabilities

The Information Security Program’s objectives are executed via the capabilities established by the following
operational teams:

- Physical Security and Investigations

- Business Security and Risk Management
- Security Governance and Compliance

- Security Architecture Engineering

- Cyber Security Operations

- Data Privacy and Protection

Identity Security Equifax’s Information Security team is a global function that provides a 24/7 monitoring and
response capability. Regionally, there is a team headquartered in Sydney with clear roles and responsibilities relating
to Information Security Governance and Information Security Management activities.

Refer to Equifax Australia Information Security Trust Statement for more details
https://content.equifax.com/i/63pgap3z2550Xg7bHIYAC7U5eEDYkQOvuk20ADpl6xG5U7hfGmUSENrsmW|TnCjZrsFswB
2M030gzPyemt5tHvC1pwDcUmsKYsUTn781KyPLUSSIGNNe4fxIJeLiPLUSSIGNI3LTw8Zpzv.
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The solution protects human rights in the following ways:

IThe age assurance service is primarily available to relying parties who have access to legitimate, objective, fact based
data across a broad range of data sources. The breadth of this range promotes inclusivity for an age assurance
process covering the majority of the Australian population.

In addition, Equifax AgelD leverages facial biometrics capabilities which have been certified by a NIST accredited
testing lab as having no evidence of bias. The solution also uses its own Al synthetic generator that continuously
updates verification engines if any bias is detected.

The user identity verification flow has also been designed so that it is simple to use with meaningful visual and verbal
prompts built into the flow to assist with document and face capture.

The solution has been subject to audit, certification and review in the following ways:

Equifax’s business in Australia involves the handling of data, including personal information (including credit
information) and government-sourced data. As such, Equifax, is subject to routine oversight, queries, audit and other
review by agencies, authorities and regulators, including the OAIC, ASIC, the ACCC, AFCA, Attorney General's
Department and government data licensing agencies. Additionally, third-party data sources, such as the
Superannuation and Payroll provider, maintain their own audit rights as an added layer of oversight.

As a credit reporting body, Equifax is subject to the Privacy Act (including the Australian Privacy Principles and the
Credit Reporting Code), the National Consumer Credit Protection Act, and the AML/CTF Act.

Compliance with these Acts necessitates the establishment of robust internal frameworks and controls for regular
review. This includes audits of data handling practices, credit reporting processes conducted by internal audit teams.
Findings and recommendations are reported to the risk and compliance teams and senior management to ensure
timely remediation and the ongoing effectiveness. In addition, updates are made to policies, procedures, and systems
to reflect any regulatory changes to ensure a culture of compliance and continuous improvement.

Equifax follows industry best practices and Equifax Australia has achieved SOC 2 and ISO 27001 certifications for our
core products and environment. These reports are available for customers and can be requested from Equifax
Account Managers.

Equifax Australia is not an APRA regulated entity but, as many of its customers are, a CPS 234 ‘Letter of Comfort’ can
be provided, which summarises Equifax Australia’s alignment to CPS 234 requirements.

Refer to Equifax Australia Information Security Trust Statement for more details
https://content.equifax.com/i/63pgap3z2550Xg7bHIYAC7U5eEDYkQOvuk20ADpl6xG5U7hfGmMUSENrsmW|TnCjZrsFswB
2M030gzPyemt5tHvC1pwDcUmsKYsUTn781KyPLUSSIGNNe4fxIJeLiPLUSSIGNI3LTw8Zpzv.
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