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ISO 27566-1 Practice Statement

Solution Owner: Frankie Financial Pty Ltd

Frankie Financial Pty Ltd is a(n) Intermediary (entity that facilitates the interaction between individuals, age assurance
providers, relying parties, and other parties to fulfil functions in an age assurance system)

This is a practice statement for the age assurance solution known as FrankieOne

The system and practice statement are kept under continuous and regular review in the following way:

FrankieOne provides a single connection into the global ecosystem of KYC, KYB, AML & fraud tools, helping banks and
FinTech's 'switch on' the best-of-breed solutions. We provide a full suite of identity verification and validation tools for
our customers, bringing them together through our orchestration platform and allowing them to create onboarding
and ongoing monitoring workflows. Our product and service is constantly expanding, bringing new partners and
identity, fraud and AML tools to our customers – age verification is but one of the services we offer through our API
platform.

We're proudly Australian founded, owned and operated, based in Melbourne and Sydney. Our services are locally
cloud based, cloud native and meet the highest security and privacy standards as shown through our ISO27001:2022
and SOC 2 Type II audits and certification.

Our processes and practices are regularly reviewed and endorsed by our executive team, always with a view to
protecting the safety, security and privacy of our customer's data.

The role and impact of the intermediary is as follows:

The FrankieOne platform acts as the orchestration layer between various Age Assurance providers and Relying
Parties, allowing Relying Parties to leverage multiple provider services through workflows that can adjust to different
requirements, based on factors such as:
* Identity document type and availability
* Accessibility
* Biometric markers and anomalies
* End-point device location, risk and reputation
* Data source coverage
* Risks found along the way in the workflow

The service can be set up to cascade through a number of providers in order to get the best possible result, including
failing over to alternative sources should specific systems be unavailable. Different workflows can be configured for
customers depending on the scenario and level of potential risk or compliance needs.
At the end of the workflow, the FrankieOne service will collate the evidence found and produce risk assessment and
verification result based on rules specified by our customer, that they can then act upon. Full details of the process
undertaken, providers used, intermediate results assessed and outcome decision is available in our response. A full
audit trail of all actions taken is also kept and can be retrieved at any time.

The FrankieOne platform is designed for easy integration through an API that provides unified models for all services,
meaning that no changes are needed as the workflows change and evolve over time. We also provide an embedded
SDK that can be used by customers to simplify the integration process, and enable the fast switching of providers as
needed, depending on customer requirements.
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The following age assurance providers and relying parties are supported:

As an orchestration platform, our system is designed to readily integrate additional service providers and data
sources with minimal effort. This has been a hallmark of the FrankieOne service, where we're constantly reviewing,
testing and integrating new providers for our customers, with over 350 data sources and services (and counting).
We're also able to combine multiple providers and sources in a single check in order to ensure a high confidence
answer.

As an example, we can combine:
* a face<->ID match with liveness checking with deep fake detection,
* a device integrity verification to ensure that a real person is also using a safe device and the usage behaviour is also
consistent with a human, and not a "bot"
* an email and/or phone number check to detect if a disposable address or number is being used, or if they've been
active in fraud attempts previously

With this, we can provide multiple layers of assurance to our customers that not only are they dealing with an actual
person, but that the person is indeed who they say they are.
This same level of confidence and control can be applied to the age assurance process as well, combining existing
verification technologies along with new providers as they become available.

The solution has been subject to audit, certification and review in the following ways:

As an orchestration layer for highly regulated industries, we're constantly being audited by our customers as part of
their own compliance obligations. For example, our banking customers conduct regular assessments and audits of our
service as part of their CPS 230 (operational risk management and resiliency), CPS 231 (material outsourcing) and
CPS 243 (information security) obligations.

We presently provide identity verification services to 3 of Australia's "Big 4" banks along with lenders and mortgage
brokers, global cryptocurrency exchanges and fintechs, and gaming companies.

FrankieOne has been ISO 27001 compliant since first launching in 2019, and we've been SOC2 type II audited since
2022 as well. Our data handling practices align with GDPR and CCPA standards, as well as with the Australian Privacy
Act as a data processor.

All aspects of our business and services are assessed under these various obligations, and it's what makes us a
trusted integration partner for all our customers, allowing them to verify and conduct due diligence on their own
customers with confidence.
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