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Age Inference Test Report: ConnectID

Introduction

This report summarizes the results of the independent evaluation of the Age Assurance Software Solution
(referred to as the Target of Evaluation, or ToE), performed as part of the Age Assurance Technology Trial.
The evaluation focused on the core properties required by ISO 27566-1: functionality, performance,
privacy, security and acceptability.

The objective of this test was to assess the readiness and effectiveness of the solution in real-world
conditions, to inform regulatory, industry and public stakeholders.

Disclaimer

The inclusion of this test report in the suite of Age Assurance Technology Trial (AATT) documents does not
constitute endorsement, certification or approval of any product, service or provider. The findings are
based on self-declared information, interviews and test results submitted by participating organisations,
and while evaluated under structured criteria, not all claims have been independently verified in full by the
Trial team.

This report reflects the status of the technology at the time of testing and within the scope of the Trial. No
guarantee is given as to the completeness, accuracy or continued applicability of the findings. The Trial was
a technical evaluation only and did not assess legal or regulatory compliance. Inclusion of a test report
does not imply market readiness or regulatory acceptance. Any person considering the use of the
technology described in this test report should ask the provider for up-to-date evidence of independent
conformity assessment of their products or services and should not rely on this test report.

The AATT, Age Check Certification Scheme, nor any of the AATT contractors do not accept any liability for
any statements or assessments relied upon in this test report.
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Amendment register

VERSION VERSION DATE AMENDMENT DESCRIPTION

0.9 30 June, 2025 Initial release

1.0 4 July, 2025 Approved for release

1.1 8 July 2025 Minor update to references
Approvals:

This document has been approved for release by:
Mark Pedersen
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Target of Evaluation

Product Name and Provider
e Product Name: ConnectID
e Provider Name: Australian Payments Plus
e Version Number/Description: Current at the time of testing

Provider’s Practice Statement

The ConnectID practice statement—submitted as part of the Age Assurance Technology Trial (AATT)—
outlines the operation and privacy safeguards of their age assurance system. Below is a detailed summary
of the key points:

System Overview and Purpose
ConnectlD operates as a secure, government-accredited Identity Exchange in the age assurance ecosystem.
Its solution enables privacy-preserving age verification for digital services by:
e Enabling age-based eligibility checks (e.g. 16+, 18+) via regulated Identity Providers.
e Supporting reusable age assertions without exposing users underlying personal data.
e Acting as a trusted data exchange between relying parties and Identity Providers, without storing or
accessing user data.

Methods and Confidence Indicators

o Verified DOB from Trusted Identity Providers: Age assertions are derived from DOBs verified using
authoritative, primary source documents during bank onboarding.

e Age Assertions: Relying Parties receive only a boolean result (e.g. over 18 = TRUE), not the actual
DOB, ensuring data minimisation.

o High Confidence Score: As no user data can be edited within the ConnectID system, results are
based on previously verified and securely stored attributes.

¢ User-Controlled Updates: Any changes to user information must occur directly through the Identity
Providers, ensuring integrity and traceability.

Binding and Workflow
¢ User Authentication and Consent: Age assurance is only completed after users log into their
Identity Providers and explicitly consent to share data.
o Attribute-Level Certification: Relying Parties are pre-certified for specific attributes based on the
context of their services.
¢ Secure Exchange Process: The solution uses a peer-to-peer flow where data is passed directly from
the Identity Providers to the Relying Parties without ConnectID ever seeing or storing PII.
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Privacy and Data Handling

e Privacy by Design and Default: The system supports secure data exchange without collecting or
storing PII.

o Data Minimisation: Only the required age assertion (e.g. 16+, 18+) is shared—never full identity
details.

e Consent-Based Sharing: Customers always see what data is being shared and must actively consent
to each exchange.

e Customer Control: Users can access their consent history and challenge data via their Identity
Providers.

e Regulatory Compliance: Complies with Australia’s Privacy Act and Digital ID privacy principles.

Accessibility and Usability
¢ Simple Age Verification Flow:
e Users select ConnectID when asked to verify age.
e Choose their Identity Providers, authenticate, and consent to share attributes.
e Complete transaction with Relying Parties.
e Users can track all data shared via their Identity Providers portal.
e Available to users 16+ with accounts at major banks (e.g. CommBank, NAB, ANZ Plus, Westpac).
e Avoids repeated document checks by enabling reusable and quick age verification.

Security and Certification

¢ Accredited under the Digital Identity Act, subject to strict regulatory oversight and annual reviews.

¢ Compliant with FAPI 2.0 to ensure secure APl-based data transfers.

e No centralised data storage; uses a direct peer-to-peer model to minimise data exposure.

e Participating identity providers are regulated third parties (e.g. banks) adhering to CPS 234 and
AML/CTF obligations.

e Regular security reviews, including penetration testing, fraud control audits, and data breach
response planning.

Governance and Review
e Subject to annual compliance review under the Digital Identity Accreditation Rules 2024
o Compliance scope includes privacy management plans, fraud protocols, disaster recovery, and
technical assessments
e Reports are submitted to the Digital Identity Regulator with ongoing oversight
o Policies and procedures are continuously updated to meet changing legal, security, and consumer
protection requirements
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Technology Readiness Assessment (TRL)

TRL Definition

TRL1  Basic Research: Initial scientific research has been conducted. Principles are qualitatively postulated and
observed. Focus is on new discovery rather than applications.

TRL2 | Applied Research: Initial practical applications are identified. Potential of material or process to solve a
problem, satisfy a need or find application is confirmed.

TRL3  Critical Function or Proof of Concept Established: Applied research advances and early stage
development begins. Studies and laboratory measurements validate an

TRL4 Lab Testing/Validation of Alpha Prototype Component/Process: Design, development and lab testing of
components/processes. Results provide evidence that performance targets may be attainable based on
projected or modelled systems.

TRL5  Laboratory Testing of Integrated/Semi-Integrated System: System Component and/or process
validation is achieved in a relevant environment.

TRL6 Prototype System Verified: System/process prototype demonstration in an operational environment
(beta prototype system level).

TRL7 Integrated Pilot System Demonstrated: System/process prototype demonstration in an operational
environment (integrated pilot system level).

TRL8 | System Incorporated in Commercial Design: Actual system/process completed and qualified through
test and demonstration (pre-commercial demonstration).

TRL9  System Proven and Ready for Full Commercial Deployment: Actual system proven through successful
operations in operating environment and ready for full commercial deployment.

The vendor rates the ToE to be at TRL 9.
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Testing Scope and Approach

The evaluation process followed principles defined in ISO/IEC 29119-2:2023, utilizing a single test level to
structure the required test activities:
e Acceptance testing

Acceptance testing comprised the following activities:
e Requested providers to demonstrate their services as part of the evaluation process.
e Developed a set of test scenarios based on the initial demonstration and system capabilities.
e Shared the test scenarios with the provider in advance to ensure preparedness and transparency.
e Facilitated a follow-up session where the provider executed the test scenarios using their website.
e Recorded the scenario execution for virtual reference, documentation, and further review.
e Testing approach focused on real-world use cases to validate functionality, reliability, and user

experience.

Static reviews were used on evaluation of features relating to privacy, data security, compliance with
human rights requirements and technology readiness assessment. Dynamic testing of these features for
each participating technology was beyond the scope of the current trial, however dynamic testing of these
features is recommended for any technology being deployed.

Static reviews comprised a review of the provider’s practice statement and interviews with the provider to

clarify any additional details.

Test Schedule
Testing was conducted between 20" May,2025 and 20th June,2025
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Evaluation Results

The Age assurance scenarios are listed in the table below.

Test Scenario Results
Ensure that only the minimal necessary data is requested from the Pass
user during verification (Name and Age)

Validate 16+ user age using Bank Provider Pass
Validate 18+ user age using Bank Provider Pass
Verify No Excessive or Pll Data Stored in Backend Pass
Verify that users are informed about what data is being shared, Pass
with which provider, and that they are given an explicit choice to

consent
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Evaluator Observations

Based on the laboratory testing conducted, the system performance aligns with the claimed TRL level.
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Vendor Comments on Evaluation Results

TBC
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