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Age Estimation Test Report: IDMission

Introduction

This report summarizes the results of the independent evaluation of the Age Assurance Software Solution
(referred to as the Target of Evaluation, or ToE), performed as part of the Age Assurance Technology Trial.
The evaluation focused on the core properties required by ISO 27566-1: functionality, performance,
privacy, security and acceptability.

The objective of this test was to assess the readiness and effectiveness of the solution in real-world
conditions, to inform regulatory, industry and public stakeholders.

Disclaimer

The inclusion of this test report in the suite of Age Assurance Technology Trial (AATT) documents does not
constitute endorsement, certification or approval of any product, service or provider. The findings are
based on self-declared information, interviews and test results submitted by participating organisations,
and while evaluated under structured criteria, not all claims have been independently verified in full by the
Trial team.

This report reflects the status of the technology at the time of testing and within the scope of the Trial. No
guarantee is given as to the completeness, accuracy or continued applicability of the findings. The Trial was
a technical evaluation only and did not assess legal or regulatory compliance. Inclusion of a test report
does not imply market readiness or regulatory acceptance. Any person considering the use of the
technology described in this test report should ask the provider for up-to-date evidence of independent
conformity assessment of their products or services and should not rely on this test report.

The AATT, Age Check Certification Scheme, nor any of the AATT contractors do not accept any liability for
any statements or assessments relied upon in this test report.
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Amendment register

VERSION VERSION DATE AMENDMENT DESCRIPTION

0.9 30 June, 2025 Initial draft

1.0 4 July, 2025 Approved for release

1.1 9 July, 2025 Minor update to references
Approvals:

This document has been approved for release by:
Mark Pedersen

References
Document Location (URL address or Other)
ALM Octane — Test Cases Test Case Execution Dashboard
Glossary

Term Meaning
ToE Target of Evaluation

Page 2 of 15 IDMission — Test Reports — Age Estimation



Age Assurance Technology Trial

Document Sensitivity: Public, Basic, High

Target of Evaluation

Product Name and Provider
e Product Name: IDMission
e Provider Name: IDMission LLC
e Version Number/Description: Current version at time of testing.

Provider’s Practice Statement

IDMission LLC, a certified Age Assurance Provider, offers an Al-based age estimation solution. Their system
is designed to confirm whether an individual is above a specified age threshold without relying on
authoritative identity documents. This solution is used to support age assurance needs in compliance with
international standards like ISO 27566.

Technology and Methodology

e Al-Based Age Estimation:
The system utilizes an Al model trained on a large, anonymized global dataset of facial images
collected over the past 10 years.

¢ Binding Process:
The estimated age is tied to a digital token derived from biometric data using a 1:N facial
recognition match, helping ensure consistency and security in the verification process.

e Confidence and Accuracy:
The model has a standard deviation of 1 year, and the difference between document-verified age
and estimated age is less than one year—indicating high precision.

Privacy, Security, and Data Protection

e No Data Stored on Device:
All data is securely encrypted during transmission and storage.

e Compliance Certifications:
IDMission's systems are certified under GDPR, ISO 27001, and SOC 2 Type 2, ensuring adherence
to international data protection and security standards.

e Ethical Training:
The Al system was trained with global data that includes over 200 nationalities, ensuring diversity
and fairness in model performance.

Ease of Use and Accessibility
e Passive Detection:

The user experience is simplified through passive facial capture and liveness detection—no
manual input is required from the user.
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Audit and Certification
e Annual SOC 2 Re-certification:
The system achieved SOC 2 Type 2 certification in January 2023 and has been re-certified annually
since.

Human Rights and Inclusivity

e The system has been designed with an emphasis on inclusion and non-discrimination, addressing a
wide range of ethnicities and racial groups, and ensuring equitable treatment of users globally.
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Technology Readiness Assessment (TRL)

TRL Definition

TRL1 Basic Research: Initial scientific research has been conducted. Principles are qualitatively
postulated and observed. Focus is on new discovery rather than applications.

TRL2 Applied Research: Initial practical applications are identified. Potential of material or process to
solve a problem, satisfy a need or find application is confirmed.

TRL3  Critical Function or Proof of Concept Established: Applied research advances and early stage
development begins. Studies and laboratory measurements validate an

TRL4 Lab Testing/Validation of Alpha Prototype Component/Process: Design, development and lab
testing of components/processes. Results provide evidence that performance targets may be
attainable based on projected or modelled systems.

TRL5 Laboratory Testing of Integrated/Semi-Integrated System: System Component and/or process
validation is achieved in a relevant environment.

TRL6 Prototype System Verified: System/process prototype demonstration in an operational
environment (beta prototype system level).

TRL7 Integrated Pilot System Demonstrated: System/process prototype demonstration in an
operational environment (integrated pilot system level).

TRL8 System Incorporated in Commercial Design: Actual system/process completed and qualified
through test and demonstration (pre-commercial demonstration).

TRL9 System Proven and Ready for Full Commercial Deployment: Actual system proven through

successful operations in operating environment and ready for full commercial deployment.

The vendor rates the ToE to be at TRL 9.
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Testing Scope and Approach

The evaluation process followed principles defined in ISO/IEC 29119-2:2023, utilising two test levels to
structure the test activities required:

e System testing

e Acceptance testing

System testing comprised the following activities:

Automated functional testing was used to evaluate the accuracy of each participating technology.

The test environment was integrated with the ToE so that the test environment could transmit HTTP
requests with an image payload and receive an estimated age of the subject. This enabled automated
testing of the system’s effectiveness in producing age estimates using image-based input data.

To facilitate automated testing, a dataset comprising over 1,100 selfie portraits was assembled. These
portraits represent individuals aged between 14 and 23 years. Additional images were sourced from the
school-based component of the trial to expand the testing dataset. The test aimed to benchmark age
estimation performance across multiple threshold categories relevant to policy implementation.

To facilitate bias detection, the dataset was divided into skin tone groups using a skin tone classifier
trained on data labelled according to the Fitzpatrick skin tone scale. Subgroup analysis was used to detect
potential systemic disparities and to support broader fairness assessments in line with ISO/IEC 27566 and
IEEE 2089.1 standards

Manual functional testing was used to test:
e the interoperability aspects of the ToE by a combination of manual tests, such as to confirm that a
given technology works on various device platforms
e the robustness of the system with respect to variations in input quality and presentation attack
detection features based on ISO/IEC 30107
e privacy aspects of the system in terms of revealing unnecessary Personally Identifiable Information
in results.

Manual and automated functional testing was conducted in a laboratory setting. The test environment
provided direct integration with the ToE, simulating the use of the system in a typical age assurance setting
(e.g. a public-facing web application).

All lab testing executed through framework portal on multiple devices and browsers. Testing performed
through the purpose built testing framework and connected to the specified vendor.

Static reviews were used on evaluation of features relating to privacy, data security, compliance with
human rights requirements and technology readiness assessment. Dynamic testing of these features for
each participating technology was beyond the scope of the current trial, however dynamic testing of these
features is recommended for any technology being deployed.
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Static reviews comprised a review of the provider’s practice statement and interviews with the provider to
clarify any additional details.

Acceptance testing comprised the following activities:
Field trials in schools:

As part of the School Testing initiative, participating students received a structured and age-appropriate
briefing outlining the objectives of the Age Assurance Technology Trial. This introductory session explained
the role of age estimation technologies in enhancing online safety and supporting regulatory compliance
within digital environments.

Students were shown how to access the designated test platform via https://test.aatt.kjr.com.au.
Participants provided the required demographic details needed for analysing the results and were
instructed on how to access the assigned age assurance service provider service. Students then were left to
complete their assigned age assurance tasks independently.

Accuracy metrics were calculated for across all three age gates by aggregating the true and false
classification results. These metrics were used to quantify the system's overall performance, including true
positive and true negative rates.

Field trials with mystery shoppers:

Mystery shopper testing is a real-world, scenario-based testing approach where testers simulate actual
user interactions without revealing their identity as testers. In the context of the Age Assurance Project, it
plays a crucial role in evaluating how the system performs in live or semi-live conditions, mimicking
genuine user experiences across diverse scenarios.

e As a part of this testing, Anonymous Testers interact with the system as regular users.
e They go through the same flow as any public-facing user:

o Loggingin

o Uploading ID documents or using selfie-based age estimation

o Providing or declining consent

o Encountering and reacting to system feedback

Observations are made on:
e Whether the system correctly accepts or denies access, and estimates age (if appropriate)
e User experience in terms of task completion rates, ease of use, response time, and satisfaction.

Test Schedule

The testing reported in this document occurred between the period 27/03/2025 to 24/06/2025
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Evaluation Results

System Testing: Manual Functional Testing
The Age Estimation scenarios are listed in the table below.

Test Scenarios Results

User successfully verifies age via selfie Pass

User has makeup or glasses affecting estimation Pass

The system should not allow users to proceed if they are wearing a Pass

hat, scarf, or hoodie that covers any part of the face.

User falls into 16+ age bracket and system correctly estimates Pass

User falls into 13+ age bracket and system correctly estimates Pass

User attempts to use deepfake software or Al-generated image Pass

Poor lighting conditions Pass

User falls into 18+ age bracket and system correctly estimates Pass

User attempts verification with an image instead of live selfie Pass

Blurry or unclear selfie Pass

Solution does not show excessive and/or PIl data in results. Pass

Aboriginal User falls into 16+ age bracket and system correctly Pass

estimates

Aboriginal User falls into 18+ age bracket and system correctly Pass

estimates

Torres Strait User falls into 13+ age bracket and system correctly Fail - 13+ age bracket scenarios
estimates were tested for Torres Strait

Islander origin using 4 different

users. In every case, the results

fell outside the expected range,
landing above 19-32 years.

Aboriginal User falls into 13+ age bracket and system correctly Pass

estimates

Torres Strait User falls into 16+ age bracket and system correctly Fail - 16+ age bracket scenarios
estimates were tested for Torres Strait

Islander origin using 5 different
users. In every case, the results
fell outside the expected range,
landing above 21-31 years.

Torres Strait User falls into 18+ age bracket and system correctly Pass
estimates

User falls into the 18+ age bracket successfully verifies their age by Pass
presenting a valid driver's license in front of the camera.

The user successfully verifies their age by presenting a valid Passport Pass
in front of the camera.

Verify whether the system can detect and flag a tampered or digitally Pass
altered ID document.

Solution does not show excessive and/or PIl data in results. Pass
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Table 1: Aggregated Manual Functional Test Results
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Acceptance Tests: Schools

Table 2 below shows the performance of the system for each age gate, including:

e the actual subject age and the number of subject (samples) for that age

e the false positive rate: the percentage of subjects who passed the gate incorrectly

e the false negative rate: the percentage of subjects who were blocked incorrectly

e the true positive rate: the percentage of subjects who correctly passed the gate

e the true negative rate: the percentage of subjects who were correctly blocked

e the mean absolute error: for systems that provide an age estimate, the average difference (both
higher and lower) between the subjects’ actual age and estimated age in years

e the absolute error standard deviation: the margin of error in years

Note: In general age estimation systems perform better when the subject’s age is further away from the
actual age gate being assessed. Accuracy will tend to decline as the subject’s actual age approaches the
gate being assessed. Where the number of samples for a given age is less than 30, the performance cannot
be said to be statistically significant. Entries with less than 30 samples have been included for
completeness but should not be taken as definitive indicators of performance for that age.

Where the system has high accuracy (greater than 80%), entries have been highlighted in green. Where the
system has low accuracy (less than 50%) and a false positive rate less than 20%, these entries have been
highlighted in amber as this performance indicates a significant number of subjects have been blocked
incorrectly, but a low number of subjects passed the gate incorrectly. When users fail to pass an age gate,
the ToE will refer them to an age verification step.

Where the system has low accuracy (less than 50%) or a false positive rate greater than 20%, these entries
have been highlighted in red, as this performance indicates a significant number of subjects have passed
the gate incorrectly.

Results:
Age gate 13

Subjectage  Samples FPR FNR TPR TNR Accuracy MAE Absolute
error
stdev

11
12
13
14
15
16
17
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Age gate 16
Subjectage  Samples FPR FNR TPR TNR Accuracy MAE Absolute
error
stdev

11
12
13
14
15
16
17

Age gate 18
Subjectage  Samples  FPR FNR TPR TNR Accuracy MAE Absolute
error
stdev

11
12
13
14
15
16
17

Table 2: Aggregated School Field Trial Results

In assessing accuracy, we observe that for all Age gates there is a high rate of false positives for all ages
tested below the age gate, not just those in the typical buffer zone of 2-3 years. False Negative Rates for
ages on or above the age gate were low for Age gate 13. For Age gate 16, the False Negative rate was low
for 16-year-olds but over 20% for 17-year-olds. Overall, in schools testing, the performance of the ToE
demonstrates a low level of accuracy for ages below the gate, meaning that the for the gate to be
effective, an age verification method would be needed for the gate to work effectively.
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Response Time

Result Count

1.5 - 2 min

Average Time Median Time Min Time Max Time

32.8 29.0 11.0 217.0

The overall response time for the ToE is typical of age estimation services and generally acceptable.

Figure 1: Task Completion Times

Acceptance Tests: Mystery Shoppers
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The ToE was not subjected to testing by Mystery Shoppers.
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Evaluator Observations

e Manual testing confirmed robustness and privacy, but Torres Strait Islander users were consistently
misclassified.

e Lab and school testing showed high false positives for underage users across all gates, and MAE
above 4.5 years, indicating low age estimation precision. False negatives were low for eligible users

e School results echoed lab findings: low accuracy for younger users and a clear need for fallback age
verification.

e No mystery shopper testing was conducted. Response times were acceptable.

e While the vendor assessed their ToE at TRL 9, independent evaluation concluded it to be at TRL 8,
suggesting further validation is needed for full commercial deployment.
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Vendor Comments on Evaluation Results

TBC
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