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Age Verification Test Report: Opale

Introduction

This report summarizes the results of the independent evaluation of the Age Assurance Software Solution
(referred to as the Target of Evaluation, or ToE), performed as part of the Age Assurance Technology Trial.
The evaluation focused on the core properties required by ISO 27566-1: functionality, performance,
privacy, security and acceptability.

The objective of this test was to assess the readiness and effectiveness of the solution in real-world
conditions, to inform regulatory, industry and public stakeholders.

Disclaimer

The inclusion of this test report in the suite of Age Assurance Technology Trial (AATT) documents does not
constitute endorsement, certification or approval of any product, service or provider. The findings are
based on self-declared information, interviews and test results submitted by participating organisations,
and while evaluated under structured criteria, not all claims have been independently verified in full by the
Trial team.

This report reflects the status of the technology at the time of testing and within the scope of the Trial. No
guarantee is given as to the completeness, accuracy or continued applicability of the findings. The Trial was
a technical evaluation only and did not assess legal or regulatory compliance. Inclusion of a test report
does not imply market readiness or regulatory acceptance. Any person considering the use of the
technology described in this test report should ask the provider for up-to-date evidence of independent
conformity assessment of their products or services and should not rely on this test report.

The AATT, Age Check Certification Scheme, nor any of the AATT contractors do not accept any liability for
any statements or assessments relied upon in this test report.
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Amendment register

VERSION VERSION DATE AMENDMENT DESCRIPTION

0.9 30 June, 2025 Initial draft

1.0 4 July, 2025 Approved for release

1.1 8 July, 2025 Minor update to references
Approvals:

This document has been approved for release by:
Mark Pedersen
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Target of Evaluation

Product Name and Provider
e Product Name: Opale
e Provider Name: Canam
e Version Number/Description: Current at the time of testing

Provider’s Practice Statement

The Opale practice statement—submitted as part of the Age Assurance Technology Trial (AATT)—outlines
the AgeKey system, enabling users to prove their age effortlessly while maintaining their privacy. Below is
a detailed summary of the key points:

System Overview and Purpose
Opale operates as as a trusted intermediary in the age assurance ecosystem, operating the AgeKey system.
Its core function is to enable the reusable, privacy-preserving verification of age across digital services by:
e Managing the creation and reuse of AgeKeys using strong encryption.
e Acting as a bridge between Age Assurance Providers (AAPs), relying parties (websites), and end
users.
e Ensuring strict compliance with privacy regulations, including France's double-anonymous
framework (as defined by Arcom).

Methods and Confidence Indicators
o Reusable Age Proofs: Manages age proofs issued by any AAP, allowing users to reuse them without
undergoing repeated verification.
o AgeKey Binding: Ties the age proof to a device-generated passkey, which is cryptographically
bound to Opale.io’s domain.
¢ Privacy Enforcement: Ensures none of the ecosystem participants can track or link user activity.

Binding and Workflow
e AgeKeys issued through one AAP can be reused with services relying on a different AAP.
e Reduces the need for repeated checks, improving both user convenience and platform efficiency.
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Privacy and Data Handling

AgeKeys do not link to personal data from the original verification.

AAPs and relying parties cannot identify returning users; Opale.io doesn’t know which websites
users visit.

Fully compliant with GDPR and Arcom's double-anonymous principle.

Accessibility and Usability
Designed for ease of use across mobile and desktop platforms.

Improved UX: Offers a fast, one-time verification process, avoiding repeated document uploads.
Increased Conversion Rates: Helps age-restricted platforms onboard users more efficiently by
reducing verification barriers.

Legal Compliance Support: Assists platforms in adhering to data minimization, purpose limitation,
and user control mandates under GDPR.

Security and Certification

Currently undergoing ISO 27001 audit to formalize its Information Security Management System
(ISMS), demonstrating a strong commitment to global security standards.

In active alignment with French authorities including ARCOM and CNIL to ensure compliance with
age assurance and data protection regulations.

Undergoing certification by KIM (Germany’s Commission for Youth Media Protection), indicating
cross-border regulatory compliance.

Performs regular internal and third-party audits, including penetration testing and security
assessments, to validate privacy and security controls.

Committed to robust encryption standards, both at rest and in transit.

Governance and Review

Compliance policies and technical implementations are subject to continuous review in response to
regulatory updates, threat intelligence, and user needs.

Maintains open feedback loops with regulatory bodies to ensure transparency and adaptive
compliance strategies.

Operates with documented compliance processes, including a register of applicable legislation, and
tracks evolving obligations through formal governance practices.

Senior leadership participates in regular review cycles to align system performance, user
protection, and legal obligations.
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Technology Readiness Assessment (TRL)

TRL Definition

TRL1  Basic Research: Initial scientific research has been conducted. Principles are qualitatively postulated and
observed. Focus is on new discovery rather than applications.

TRL2 | Applied Research: Initial practical applications are identified. Potential of material or process to solve a
problem, satisfy a need or find application is confirmed.

TRL3  Critical Function or Proof of Concept Established: Applied research advances and early stage
development begins. Studies and laboratory measurements validate an

TRL4 Lab Testing/Validation of Alpha Prototype Component/Process: Design, development and lab testing of
components/processes. Results provide evidence that performance targets may be attainable based on
projected or modelled systems.

TRL5  Laboratory Testing of Integrated/Semi-Integrated System: System Component and/or process
validation is achieved in a relevant environment.

TRL6 Prototype System Verified: System/process prototype demonstration in an operational environment
(beta prototype system level).

TRL7 Integrated Pilot System Demonstrated: System/process prototype demonstration in an operational
environment (integrated pilot system level).

TRL8 | System Incorporated in Commercial Design: Actual system/process completed and qualified through
test and demonstration (pre-commercial demonstration).

TRL9  System Proven and Ready for Full Commercial Deployment: Actual system proven through successful
operations in operating environment and ready for full commercial deployment.

The vendor rates the ToE to be at TRL 8.
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Testing Scope and Approach

The evaluation process followed principles defined in ISO/IEC 29119-2:2023, utilizing a single test level to
structure the required test activities:
e Acceptance testing

Acceptance testing comprised the following activities:

e Requested providers to demonstrate their services as part of the evaluation process.

e Developed a set of test scenarios based on the initial demonstration and system capabilities.

e Shared the test scenarios with the provider in advance to ensure preparedness and transparency.

e Facilitated a follow-up session where the provider executed the test scenarios using their live
website.

e Recorded the scenario execution for virtual reference, documentation, and further review.

e Testing approach focused on real-world use cases to validate functionality, reliability, and user
experience.

Static reviews were used on evaluation of features relating to privacy, data security, compliance with
human rights requirements and technology readiness assessment. Dynamic testing of these features for
each participating technology was beyond the scope of the current trial, however dynamic testing of these
features is recommended for any technology being deployed.

Static reviews comprised a review of the provider’s practice statement and interviews with the provider to

clarify any additional details.

Test Schedule
Testing was conducted between 20" May,2025 and 20th June,2025

Page 6 of 9 A-X.Y.Z — Test Reports — Age Estimation



Age Assurance Technology Trial

Document Sensitivity: Public, Basic, High

Evaluation Results

The Age assurance scenarios are listed in the table below.

Test Scenarios Results |
Create AgeKey for 13+ User “ Pass '
Create AgeKey for 16+ User Pass
Create AgeKey for 18+ User Pass
Validate AgeKey doesn't store any personal information Pass
Ensure users can assign a minor’s device as either shared or personal Pass
Validate 13+ Age Using Stored AgeKey Pass
Validate 16+ Age Using Stored AgeKey Pass
Validate 18+ Age Using Stored AgeKey Pass
Validate No Personal Data Transmission During Use (no personally Pass

identifiable information (PIl) is sent during AgeKey verification.)

Validate Cross-Browser and Site Compatibility (Chrome, Firefox, Safari, Pass
Edge)

Validate the Reuse of AgeKey for all the user across the browsers. Pass
Validate No Pl or Excessive Data Stored on Backend. Pass
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Evaluator Observations

Based on the laboratory testing conducted, the system performance aligns with the claimed TRL level.
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Vendor Comments on Evaluation Results

TBC
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