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Parental Control / Consent Test Report: PRIVO

Introduction

This report summarizes the results of the independent evaluation of the Age Assurance Software Solution
(referred to as the Target of Evaluation, or ToE), performed as part of the Age Assurance Technology Trial.
The evaluation focused on the core properties required by ISO 27566-1: functionality, performance,
privacy, security and acceptability.

The objective of this test was to assess the readiness and effectiveness of the solution in real-world
conditions, to inform regulatory, industry and public stakeholders.

Disclaimer

The inclusion of this test report in the suite of Age Assurance Technology Trial (AATT) documents does not
constitute endorsement, certification or approval of any product, service or provider. The findings are
based on self-declared information, interviews and test results submitted by participating organisations,
and while evaluated under structured criteria, not all claims have been independently verified in full by the
Trial team.

This report reflects the status of the technology at the time of testing and within the scope of the Trial. No
guarantee is given as to the completeness, accuracy or continued applicability of the findings. The Trial was
a technical evaluation only and did not assess legal or regulatory compliance. Inclusion of a test report
does not imply market readiness or regulatory acceptance. Any person considering the use of the
technology described in this test report should ask the provider for up-to-date evidence of independent
conformity assessment of their products or services and should not rely on this test report.

The AATT, Age Check Certification Scheme, nor any of the AATT contractors do not accept any liability for
any statements or assessments relied upon in this test report.
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Target of Evaluation

Product Name and Provider
e Product Name: PRIVO iD
e Provider Name: PRIVO
e Version Number/Description: Current at the time of testing.

Provider’s Practice Statement

The PRIVO practice statement—submitted as part of the Age Assurance Technology Trial (AATT)—outlines
the operation and privacy safeguards of their age assurance system. Below is a detailed summary of the
key points:

System Overview and Purpose
PRIVO operates as an Age Assurance Provider, offering a web site platform. The system combines:
¢ Smart Age Gate service
o Configurable age of consent or parental consent check set at service level, for example:
= 12 orunder, or 13-17
= 13-17
= 18 orolder
= pass or fail if birthdate is provided to widget
o Options for granularity or precision: by year or to the exact date
o Service can allow progression of consent as user ages up
e Consent manager
o Dynamic framework enables consent on a per feature basis based on risk level, e.g. saving
game progress requires minimal consent, while allowing chat and friend requests require
stronger parental approval.
o Multiple verification methods: facial age recognition, credit card, driver’s license, last 4
digits of SSN, securely verified with third-party services.

Methods and Confidence Indicators
e Multi-factor verification methods, including:
o Identity-based: government-issued ID
o Corporate & school domain: company/school must be able to ensure the accounts in their
domain are verified adult
o Signal-based estimation: facial age estimation or device intelligence
o Parental verification: parent or guardian can provide consent and age validation for a child
e Compliance with regulatory standards:
o GDPR and Age-Appropriate Design Code (AADC)
o Children’s Online Privacy Protection Act (COPPA) compliant
o ISO and NIST guidelines for identity verification and data security
e Liveness detection and anti-spoofing measures
e Transparent error handling
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Binding and Workflow
e Secure identity binding:
o Unique PRIVO iD accounts
o Multi-factor authentication
o Parental consent & binding: verified parent’s identity is securely linked to child’s account
e Cryptographic binding:
o Tokenized age assertion
o Tamper-resistant verification method
e Session & device-based continuity:
o Persistent binding across sessions
o Device intelligence & behavioural signals

Privacy and Data Handling
e PRIVO collects the minimum amount of Personally Identifiable Information (PIl) necessary for
verification and is only used for this purpose. Anonymized methods may be used for enhanced
privacy.
e PRIVO deletes Pll data once verification is complete, except for proof of verification in the form of
transaction ID. Only authorized personnel can handle verification data.
e Users have right to request access to their data, along with rights to challenge any verification
decision and delete their data.
¢ PRIVO employs proactive monitoring and threat detection to mitigate risks of data breach. Incident
response plan and notification to authorities and impacted users are also followed in the event of a
breach.
e Privacy policy prohibits using information shared with third parties for any other purposes.
e PRIVO complies with several legal and regulatory age assurance requirements, including:
o COPPA (US)
o GDPR (EU)
o UK Digital Economy Act

Accessibility and Usability
Designed for ease of use across mobile and desktop platforms.
e Instant authentication for seamless experience.
e Compatibility across multiple devices: mobiles, tablets, desktops.
o Offers multiple verification options, including document-based, credit-card based, facial age
estimation, and other methods depending on regional compliance requirements.
o Step-by-step guidance, child-friendly design, ensuring ease of use even for children.

Security and Certification
o Dedicated security review board that includes Chief Privacy Officer, CISO, DPO, and VP of Product
and Engineering that reports to the CEO and holds quarterly meeting.
e SOC 2 Type Il certified.
e All data transmission is encrypted with SSL.

Page 4 of 10 PRIVO - Test Reports — Parental Control / Consent



Age Assurance Technology Trial

Document Sensitivity: Public, Basic, High

Governance and Review

e PRIVO has undergone several audits by third-party:

o SOC 2 Type ll, audited by A-Lign

ISO 27001 Version 13, 2022, audited by The British Standards Institution (BSI)
BSI certification
Standard/Scheme I1SO 27001
PCI Compliance, audited by Security Metrics
PAS 1296: 2018 Certification, audited by Age Check Certification Scheme (ACCS)
EU-US Data Privacy Framework

o O O O O O
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Technology Readiness Assessment (TRL)

TRL Definition

TRL1  Basic Research: Initial scientific research has been conducted. Principles are qualitatively postulated and
observed. Focus is on new discovery rather than applications.

TRL2 | Applied Research: Initial practical applications are identified. Potential of material or process to solve a
problem, satisfy a need or find application is confirmed.

TRL3  Critical Function or Proof of Concept Established: Applied research advances and early stage
development begins. Studies and laboratory measurements validate an

TRL4 Lab Testing/Validation of Alpha Prototype Component/Process: Design, development and lab testing of
components/processes. Results provide evidence that performance targets may be attainable based on
projected or modelled systems.

TRL5  Laboratory Testing of Integrated/Semi-Integrated System: System Component and/or process
validation is achieved in a relevant environment.

TRL6 Prototype System Verified: System/process prototype demonstration in an operational environment
(beta prototype system level).

TRL7 Integrated Pilot System Demonstrated: System/process prototype demonstration in an operational
environment (integrated pilot system level).

TRL8 | System Incorporated in Commercial Design: Actual system/process completed and qualified through
test and demonstration (pre-commercial demonstration).

TRL9  System Proven and Ready for Full Commercial Deployment: Actual system proven through successful
operations in operating environment and ready for full commercial deployment.

The vendor rates the ToE to be at TRL 9.
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Testing Scope and Approach

The evaluation process followed principles defined in ISO/IEC 29119-2:2023, utilizing a single test level to
structure the required test activities:
e Acceptance testing

Testing comprised the following activities:

e Requested providers to demonstrate their services as part of the evaluation process.

e Developed a set of test scenarios based on the initial demonstration and system capabilities.

e Shared the test scenarios with the provider in advance to ensure preparedness and transparency.

e Facilitated a follow-up session where the provider executed the test scenarios using their live
website.

e Recorded the scenario for virtual reference, documentation, and further review.

e Testing approach focused on real-world use cases to validate functionality, reliability, and user
experience.

Static reviews were used on evaluation of features relating to privacy, data security, compliance with
human rights requirements and technology readiness assessment. Dynamic testing of these features for
each participating technology was beyond the scope of the current trial; however dynamic testing of these
features is recommended for any technology being deployed.

Static reviews comprised a review of the provider’s practice statement and interviews with the provider to
clarify any additional details.

Test Schedule
Testing was conducted between 7% June,2025 and 19th June,2025
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Evaluation Results

The Age assurance scenarios are listed in the table below.

Test Scenarios Results ’
Validate that a profile can be successfully created for a child Pass
Validate that a profile can be successfully created for a parent Pass
Validate that a parent’s identity can be verified with a proof of ID Pass
Validate that a child can be granted consent via parental approval Pass
to access a service

Validate that a parent can select which features to be granted Pass
consent for as offered by the service

Validate that a parent can deny a child’s request for approval to a Pass
service

Validate that a profile can be verified to be past certain age via Pass
facial age estimation

Verify that the verification data is securely transmitted/stored Pass
Verify that user is informed of what data is being collected and Pass
shared

Verify that minimal PIl data is being stored or shared Pass
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Evaluator Observations

Overall, usability of the system could be considered acceptable and robust based on feedback from the
demonstration and testers observations.

The privacy regime was thorough even through maintained via internal measures. Documentation on the
website is concise and support younger engagement.

Based on the testing conducted, the system delivers the processes described in the practice statement and
aligns with the claimed TRL.
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Vendor Comments on Evaluation Results

TBC
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