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Age Estimation Test Report: VerifyChain

Introduction

This report summarizes the results of the independent evaluation of the Age Assurance Software Solution
(referred to as the Target of Evaluation, or ToE), performed as part of the Age Assurance Technology Trial.
The evaluation focused on the core properties required by ISO 27566-1: functionality, performance,
privacy, security and acceptability.

The objective of this test was to assess the readiness and effectiveness of the solution in real-world
conditions, to inform regulatory, industry and public stakeholders.

Disclaimer

The inclusion of this test report in the suite of Age Assurance Technology Trial (AATT) documents does not
constitute endorsement, certification or approval of any product, service or provider. The findings are
based on self-declared information, interviews and test results submitted by participating organisations,
and while evaluated under structured criteria, not all claims have been independently verified in full by the
Trial team.

This report reflects the status of the technology at the time of testing and within the scope of the Trial. No
guarantee is given as to the completeness, accuracy or continued applicability of the findings. The Trial was
a technical evaluation only and did not assess legal or regulatory compliance. Inclusion of a test report
does not imply market readiness or regulatory acceptance. Any person considering the use of the
technology described in this test report should ask the provider for up-to-date evidence of independent
conformity assessment of their products or services and should not rely on this test report.

The AATT, Age Check Certification Scheme, nor any of the AATT contractors do not accept any liability for
any statements or assessments relied upon in this test report.
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Amendment register

VERSION VERSION DATE AMENDMENT DESCRIPTION

0.9 30 June, 2025 Initial draft

1.0 4 July, 2025 Approved for release

1.1 9 July, 2025 Minor updates to references

1.2 21 July 2025 Minor update to test schedule
Approval:

This document has been approved for release by:
Mark Pedersen
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Target of Evaluation

Product Name and Provider
e Product Name: N/A
e Provider Name: Verify Chain
e Version Number/Description: Current version at time of testing

Provider’s Practice Statement
Overview and Purpose

Verify Chain provides a blockchain-backed digital identity solution that includes age verification services.
Their approach enables individuals to prove age eligibility through verified credentials without disclosing
personal details such as date of birth.

Privacy and Data Protection

e Privacy-by-Design:
Verify Chain employs decentralized identity principles and zero-knowledge proofs (ZKPs), allowing
users to prove age eligibility without exposing their full identity or personal data.

¢ No Centralized Storage:
Users’ identity credentials are stored on their personal devices, and only cryptographic proofs are
recorded on the blockchain, enhancing data minimization and control.

e GDPR and ISO Compliance:
The solution is compliant with GDPR and has implemented ISO 27001 controls for information
security management.

Technology and Operational Design

e Blockchain Infrastructure:
Leverages public blockchain networks to anchor verifiable credentials and support tamper-
resistance and transparency.

o Verifiable Credentials:
Users receive digitally signed age verification credentials issued by trusted authorities or identity
providers.

e Interoperability:
Built on W3C Verifiable Credentials and DID standards, ensuring cross-platform compatibility and
future-proofing.

e User Flow:
The user authenticates themselves via a mobile wallet, and selectively discloses age-verifying claims
using ZKPs, which are then validated by service providers.
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System Governance and Risk Management

e Trusted Issuers Framework:
Only accredited identity providers and government-backed sources are permitted to issue
credentials within the system.

¢ Revocation and Lifecycle Management:
Credentials are revocable, and the system supports credential lifecycle events (issuance,
suspension, expiration) managed transparently via the blockchain.

e Auditability and Logs:
While personal data isn't stored, audit logs of credential usage events are maintained in a privacy-
preserving manner.

Ethical Commitments and Inclusion

e User Empowerment:
The model is user-centric, giving individuals full control over their identity and data sharing
preferences.

e Inclusion and Accessibility:
Designed to be mobile-first and usable by people across low-bandwidth environments, expanding
accessibility.

e Bias Mitigation:
As the system relies on credential issuance rather than Al predictions, it avoids algorithmic bias
commonly associated with biometric-based age estimation.

Technology Readiness Assessment (TRL)

TRL Definition
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TRL1 Basic Research: Initial scientific research has been conducted. Principles are qualitatively
postulated and observed. Focus is on new discovery rather than applications.

TRL2 Applied Research: Initial practical applications are identified. Potential of material or process to
solve a problem, satisfy a need or find application is confirmed.

TRL3 Critical Function or Proof of Concept Established: Applied research advances and early-stage
development begins. Studies and laboratory measurements validate an

TRL4 Lab Testing/Validation of Alpha Prototype Component/Process: Design, development and lab
testing of components/processes. Results provide evidence that performance targets may be
attainable based on projected or modelled systems.

TRL5 Laboratory Testing of Integrated/Semi-Integrated System: System Component and/or process
validation is achieved in a relevant environment.

TRL6 Prototype System Verified: System/process prototype demonstration in an operational
environment (beta prototype system level).

TRL7 Integrated Pilot System Demonstrated: System/process prototype demonstration in an
operational environment (integrated pilot system level).

TRL8 System Incorporated in Commercial Design: Actual system/process completed and qualified
through test and demonstration (pre-commercial demonstration).

TRL9 System Proven and Ready for Full Commercial Deployment: Actual system proven through

successful operations in operating environment and ready for full commercial deployment.

The vendor rates the ToE to be at TRL 5.
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Testing Scope and Approach

The evaluation process followed principles defined in ISO/IEC 29119-2:2023, utilising two test levels to
structure the test activities required:

e System testing

e Acceptance testing

System testing comprised the following activities:

Automated functional testing was used to evaluate the accuracy of each participating technology.

The test environment was integrated with the ToE so that the test environment could transmit HTTP
requests with an image payload and receive an estimated age of the subject. This enabled automated
testing of the system’s effectiveness in producing age estimates using image-based input data.

To facilitate automated testing, a dataset comprising over 1,100 selfie portraits was assembled. These
portraits represent individuals aged between 14 and 23 years. Additional images were sourced from the
school-based component of the trial to expand the testing dataset. The test aimed to benchmark age
estimation performance across multiple threshold categories relevant to policy implementation.

To facilitate bias detection, the dataset was divided into skin tone groups using a skin tone classifier
trained on data labelled according to the Fitzpatrick skin tone scale. Skin tones I-Il made up 44% of the
total, skin tones IlI-1IV made up 41% of the total, and skin tones V-VI made up 11%. Sample sizes for each
subgroup were sufficient to meet the requirements for a 5% error margin at the target 95% confidence
interval based on the skin tone distribution in Australia. Subgroup analysis was used to detect potential
systemic disparities and to support broader fairness assessments in line with ISO/IEC 27566 and IEEE
2089.1 standards.

Manual functional testing was used to test:
e the interoperability aspects of the ToE by a combination of manual tests, such as to confirm that a
given technology works on various device platforms
e the robustness of the system with respect to variations in input quality and presentation attack
detection features based on ISO/IEC 30107
e privacy aspects of the system in terms of revealing unnecessary Personally Identifiable Information
in results.

Manual and automated functional testing was conducted in a laboratory setting. The test environment
provided direct integration with the ToE, simulating the use of the system in a typical age assurance setting
(e.g. a public-facing web application).

All lab testing executed through framework portal on multiple devices and browsers. Testing performed
through the purpose built testing framework and connected to the specified vendor endpoint.

Static reviews were used on evaluation of features relating to privacy, data security, compliance with
human rights requirements and technology readiness assessment. Dynamic testing of these features for
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each participating technology was beyond the scope of the current trial, however dynamic testing of these
features is recommended for any technology being deployed.

Static reviews comprised a review of the provider’s practice statement and interviews with the provider to
clarify any additional details.

Acceptance testing comprised the following activities:
Field trials in schools:

As part of the School Testing initiative, participating students received a structured and age-appropriate
briefing outlining the objectives of the Age Assurance Technology Trial. This introductory session explained
the role of age estimation technologies in enhancing online safety and supporting regulatory compliance
within digital environments.

Students were shown how to access the designated test platform via https://test.aatt.kjr.com.au.
Participants provided the required demographic details needed for analysing the results and were
instructed on how to access the assigned age assurance service provider service. Students then were left to
complete their assigned age assurance tasks independently.

Accuracy metrics were calculated for across all three age gates by aggregating the true and false
classification results. These metrics were used to quantify the system's overall performance, including true
positive and true negative rates.

Field trials with mystery shoppers:

Mystery shopper testing is a real-world, scenario-based testing approach where testers simulate actual
user interactions without revealing their identity as testers. In the context of the Age Assurance Project, it
plays a crucial role in evaluating how the system performs in live or semi-live conditions, mimicking
genuine user experiences across diverse scenarios.

e As a part of this testing, Anonymous Testers interact with the system as regular users.
e They go through the same flow as any public-facing user:

o Loggingin

o Uploading ID documents or using selfie-based age estimation

o Providing or declining consent

o Encountering and reacting to system feedback

Observations are made on:
e Whether the system correctly accepts or denies access, and estimates age (if appropriate)
e User experience in terms of task completion rates, ease of use, response time, and satisfaction.

Test Schedule
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The testing reported in this document occurred during the period 01/04/2025 to 18/06/2025.

Evaluation Results

System Testing: Manual Functional Testing
The Age estimation scenarios are listed in the table below.

Test Scenarios Results ’

User is zoomed up close in facial capture. Pass

User is wearing clothing accessories. E.g. Hat, Scarf. Pass

User is not properly framed for the camera shot. Pass

User has strong facial expression. E.g. frowning, wide smile, Pass

squinting.
User has facial hair. Beard and/or moustache. Pass
User belongs to Aboriginal and/or Torres Strait Islander Pass
demographic.
User belongs to 18+ age bracket. Pass
Solution works end-to-end using different devices. Laptop, PC, Pass
tablet, smartphone.
Solution works end-to-end using different browsers. Chrome, Pass
Safari, Edge, Opera.

Solution works end-to-end using camera capture. Pass

Solution does not show excessive and/or PIl data in results. Pass

Poor lighting conditions during facial capture. Pass

Excessive movement during facial capture. Whether it be facial Pass
expressions and/or head position or orientation.

Captured image is not of a human face. Pass

Camera is inaccessible (permission denied, no camera detected). Pass

Table 1: Aggregated Manual Functional Test Results
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Acceptance Tests: Schools

Table 2 below shows the performance of the system for each age gate, including:

e the actual subject age and the number of subject (samples) for that age

e the false positive rate: the percentage of subjects who passed the gate incorrectly

e the false negative rate: the percentage of subjects who were blocked incorrectly

e the true positive rate: the percentage of subjects who correctly passed the gate

e the true negative rate: the percentage of subjects who were correctly blocked

e the mean absolute error: for systems that provide an age estimate, the average difference (both
higher and lower) between the subjects’ actual age and estimated age in years

e the absolute error standard deviation: the margin of error in years

Note: In general age estimation systems perform better when the subject’s age is further away from the
actual age gate being assessed. Accuracy will tend to decline as the subject’s actual age approaches the
gate being assessed. Where the number of samples for a given age is less than 30, the performance cannot
be said to be statistically significant. Entries with less than 30 samples have been included for
completeness but should not be taken as definitive indicators of performance for that age.

Where the system has high accuracy (greater than 80%), entries have been highlighted in green. Where the
system has low accuracy (less than 50%) and a false positive rate less than 20%, these entries have been
highlighted in amber as this performance indicates a significant number of subjects have been blocked
incorrectly, but a low number of subjects passed the gate incorrectly. When users fail to pass an age gate,
the ToE will refer them to an age verification step.

Where the system has low accuracy (less than 50%) or a false positive rate greater than 20%, these entries
have been highlighted in red, as this performance indicates a significant number of subjects have passed
the gate incorrectly.
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Results:

Age Gate 13

Subjectage  Samples FPR FNR TPR TNR Accuracy MAE Absolute
error
stdev

11
12
13
14
15
16
17

Age Gate 16

Subjectage  Samples  FPR FNR TPR TNR Accuracy MAE Absolute
error
stdev

11
12
13
14
15
16
17

Age Gate 18

Subjectage  Samples FPR FNR TPR TNR Accuracy MAE Absolute
error
stdev

11
12
13
14
15
16
17

Table 2: Aggregated School Field Trial Results

In assessing accuracy, we observe that for each age gate, the false positives rate is above 20% for ages
below the gate, apart from 12-year-olds for Age gate 18, which still had a relatively high False Positive Rate
of 17%. The False Negative Rates were below 5% for for ages on or above the age gate for Age gates 13 &
16. Overall, in schools testing, the performance of the ToE demonstrates good levels of accuracy above the
gate gate, but we note that given the high level of false positives for all ages below a gate (not just in the
typical 2—3-year buffer zone) implementers would need to make use of an age verification method in order
to make the age gate effective.
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Response Time

Result Count

Max Time

Average Time Median Time Min Time

99.4 49.0 0.0 377.0

Figure 1: Task Completion Times

The response time was slightly higher than the 30s typical for age estimation systems.
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Acceptance Tests: Mystery Shoppers

VerifyChain was not a target for Mystery Shoppers.
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Evaluator Observations

e Lab testing relied solely on manual functional evaluation, as the solution's credential-based
approach did not support automated age estimation or bias analysis. All manual tests passed,
confirming robustness, device/browser compatibility, and privacy compliance.

e School testing showed very high false positive rates for users below all age gates—often above
50%—indicating a limited ability to block underage users without fallback verification. False
negative rates were low (<5%) for eligible users across gates. Mean Absolute Error ranged from 3.1
to 5.8 years, with performance improving with age.

e Bias mitigation was built-in by design: the system avoids facial or biometric inputs and instead uses
verifiable credentials and zero-knowledge proofs, which eliminate algorithmic bias.

e Mystery shopper testing was not conducted, and response times were slightly higher than typical
facial age estimation systems.

e The vendor rates the solution at TRL 5. However, our assessment rates the solution at TRL 7.
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Vendor Comments on Evaluation Results

TBC
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