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Age Estimation Test Report: VerifyMy

Introduction

This report summarizes the results of the independent evaluation of the Age Assurance Software Solution
(referred to as the Target of Evaluation, or ToE), performed as part of the Age Assurance Technology Trial.
The evaluation focused on the core properties required by ISO 27566-1: functionality, performance,
privacy, security and acceptability.

The objective of this test was to assess the readiness and effectiveness of the solution in real-world
conditions, to inform regulatory, industry and public stakeholders.

Disclaimer

The inclusion of this test report in the suite of Age Assurance Technology Trial (AATT) documents does not
constitute endorsement, certification or approval of any product, service or provider. The findings are
based on self-declared information, interviews and test results submitted by participating organisations,
and while evaluated under structured criteria, not all claims have been independently verified in full by the
Trial team.

This report reflects the status of the technology at the time of testing and within the scope of the Trial. No
guarantee is given as to the completeness, accuracy or continued applicability of the findings. The Trial was
a technical evaluation only and did not assess legal or regulatory compliance. Inclusion of a test report
does not imply market readiness or regulatory acceptance. Any person considering the use of the
technology described in this test report should ask the provider for up-to-date evidence of independent
conformity assessment of their products or services and should not rely on this test report.

The AATT, Age Check Certification Scheme, nor any of the AATT contractors do not accept any liability for
any statements or assessments relied upon in this test report.
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Amendment register

VERSION VERSION DATE AMENDMENT DESCRIPTION

0.9 30 June, 2025 Initial draft

1.0 4 July, 2025 Approved for Release

1.1 9 July, 2025 Minor updates to references

1.2 21 July 2025 Minor updates to test schedule

1.3 2 Sept 2025 Minor updates/corrections
Approvals:

This document has been approved for release by:
Mark Pedersen
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Target of Evaluation

Product Name and Provider
e Product Name: VerifyMyAge
e Provider Name: VerifyMy
e Version Number/Description: Current version at time of testing

Provider’s Practice Statement
Purpose and Overview

e To confirm whether a user is over a defined age threshold (e.g., 18+) using multiple verification
pathways—ID documents, credit card checks, mobile carrier data, and facial estimation

Age Assurance Method
o Facial Age Estimation:
o Proprietary Al model estimates age from a selfie image.
o Returns an estimated age and a pass/fail decision against the age threshold.
e Configurable Logic:

o Relying parties can select which methods are enabled and in which order (e.g., estimation
first, fallback to ID).

Indicators of Confidence

e The method is certified by ACCS under PAS 1296:2018 to EAL Level 3, which is the highest possible
standard for age estimation confidence.

Privacy and Data Protection

e Built with privacy by design.

e Data encryption: Uses 256-bit encryption.

e Data minimization: Only the minimum required data is collected.

e Anonymization: Data is hashed and salted.

e Data deletion: Personally Identifiable Information (Pll) is deleted or anonymized post-verification.
e Compliance: Fully adheres to GDPR requirements.

Use of Use

e Designed to be quick and seamless for users.
e Easily integrated into account creation or user flows on platforms.
e Includes user guidance to help people of all ages complete the verification.
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Security Measures

e 256-bit encryption for all captured data.
e Hashing and salting for anonymization.
e Strong protections to maintain data integrity and prevent unauthorized access.

Human Rights and Inclusivity
o Multiple pathways reduce barriers for people without ID documents or credit cards.
o Consent explicitly required before verification.
o Configurable to minimise data collection (e.g., facial estimation only).
o Inclusive design standards applied to the UI.

Certification and Audit

e [ISO 27001 certified, audited by A-LIGN.
e Practices are regularly reviewed and updated for compliance and performance.
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Technology Readiness Assessment (TRL)

TRL Definition

TRL1 Basic Research: Initial scientific research has been conducted. Principles are qualitatively
postulated and observed. Focus is on new discovery rather than applications.

TRL2  Applied Research: Initial practical applications are identified. Potential of material or process to
solve a problem, satisfy a need or find application is confirmed.

TRL3  Critical Function or Proof of Concept Established: Applied research advances and early stage
development begins. Studies and laboratory measurements validate an

TRL4 Lab Testing/Validation of Alpha Prototype Component/Process: Design, development and lab
testing of components/processes. Results provide evidence that performance targets may be
attainable based on projected or modelled systems.

TRL5 Laboratory Testing of Integrated/Semi-Integrated System: System Component and/or process
validation is achieved in a relevant environment.

TRL6  Prototype System Verified: System/process prototype demonstration in an operational
environment (beta prototype system level).

TRL7 Integrated Pilot System Demonstrated: System/process prototype demonstration in an
operational environment (integrated pilot system level).

TRL8 System Incorporated in Commercial Design: Actual system/process completed and qualified
through test and demonstration (pre-commercial demonstration).

TRL9 System Proven and Ready for Full Commercial Deployment: Actual system proven through
successful operations in operating environment and ready for full commercial deployment.

The vendor rates the ToE to be at TRL9.
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Testing Scope and Approach

The evaluation process followed principles defined in ISO/IEC 29119-2:2023, utilising two test levels to
structure the test activities required:

e System testing

e Acceptance testing

System testing comprised the following activities:

Automated functional testing was used to evaluate the accuracy of each participating technology.

The test environment was integrated with the ToE so that the test environment could transmit HTTP
requests with an image payload and receive an estimated age of the subject. This enabled automated
testing of the system’s effectiveness in producing age estimates using image-based input data.

To facilitate automated testing, a dataset comprising over 1,100 selfie portraits was assembled. These
portraits represent individuals aged between 14 and 23 years. Additional images were sourced from the
school-based component of the trial to expand the testing dataset. The test aimed to benchmark age
estimation performance across multiple threshold categories relevant to policy implementation.

To facilitate bias detection, the dataset was divided into skin tone groups using a skin tone classifier
trained on data labelled according to the Fitzpatrick skin tone scale. Skin tones I-Il made up 44% of the
total, skin tones IlI-1V made up 41% of the total, and skin tones V-VI made up 11%. Sample sizes for each
subgroup were sufficient to meet the requirements for a 5% error margin at the target 95% confidence
interval based on skin tone distribution in Australia. Subgroup analysis was used to detect potential
systemic disparities and to support broader fairness assessments in line with ISO/IEC 27566 and |IEEE
2089.1 standards.

Manual functional testing was used to test:
e the interoperability aspects of the ToE by a combination of manual tests, such as to confirm that a
given technology works on various device platforms
e the robustness of the system with respect to variations in input quality and presentation attack
detection features based on ISO/IEC 30107
e privacy aspects of the system in terms of revealing unnecessary Personally Identifiable Information
in results.

Manual and automated functional testing was conducted in a laboratory setting. The test environment
provided direct integration with the ToE, simulating the use of the system in a typical age assurance setting
(e.g. a public-facing web application).

All lab testing executed through framework portal on multiple devices and browsers. Testing performed
through the purpose built testing framework and connected to the specified vendor endpoint.

Static reviews were used on evaluation of features relating to privacy, data security, compliance with
human rights requirements and technology readiness assessment. Dynamic testing of these features for
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each participating technology was beyond the scope of the current trial, however dynamic testing of these
features is recommended for any technology being deployed.

Static reviews comprised a review of the provider’s practice statement and interviews with the provider to
clarify any additional details.

Acceptance testing comprised the following activities:
Field trials in schools:

As part of the School Testing initiative, participating students received a structured and age-appropriate
briefing outlining the objectives of the Age Assurance Technology Trial. This introductory session explained
the role of age estimation technologies in enhancing online safety and supporting regulatory compliance
within digital environments.

Students were shown how to access the designated test platform via https://test.aatt.kjr.com.au.
Participants provided the required demographic details needed for analysing the results and were
instructed on how to access the assigned age assurance service provider service. Students then were left to
complete their assigned age assurance tasks independently.

Accuracy metrics were calculated for across all three age gates by aggregating the true and false
classification results. These metrics were used to quantify the system's overall performance, including true
positive and true negative rates.

Field trials with mystery shoppers:

Mystery shopper testing is a real-world, scenario-based testing approach where testers simulate actual
user interactions without revealing their identity as testers. In the context of the Age Assurance Project, it
plays a crucial role in evaluating how the system performs in live or semi-live conditions, mimicking
genuine user experiences across diverse scenarios.

e As a part of this testing, Anonymous Testers interact with the system as regular users.
e They go through the same flow as any public-facing user:

Logging in

o Uploading ID documents or using selfie-based age estimation

o Providing or declining consent

o Encountering and reacting to system feedback

O

Observations are made on:
e Whether the system correctly accepts or denies access, and estimates age (if appropriate)
e User experience in terms of task completion rates, ease of use, response time, and satisfaction.

Test Schedule
The testing reported in this document occurred during the period 17/04/2025 to 16/06/2025.
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Evaluation Results

System Testing: Manual Functional Testing
The Age estimation scenarios are listed in the table below.

Test Scenarios Results
Using Mobile phone Verification Pass
User Using safari Pass
Age estimation via mobile phone Pass
Age estimation Pass
Age Estimation with poor lighting Pass
User attempts to use deepfake software or Al-generated image Pass
User wearing Hat and scarf Pass
Blurry or unclear selfie Pass
User has glasses affecting estimation Pass
User attempts estimation with an image instead of live selfie Pass

Table 1: Aggregated Manual Functional Test Results
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System Tests: Automated functional Testing
Evaluation Criteria

The estimated age of each subject was compared against their actual (ground-truth) age for three key
policy-relevant thresholds: 13, 16, and 18 years. Classification outcomes were assigned as follows:

e True Positive (TP): Both estimated age and actual age are equal to or greater than the age gate.

e False Positive (FP): Estimated age is equal to or greater than the age gate, while the actual age is
below the threshold.

e True Negative (TN): Both estimated and actual ages are below the age gate.

e False Negative (FN): Estimated age is below the age gate, while the actual age is equal to or
greater.

e Null Result: Where a face was not detected were excluded and marked as null.

Where the system has high accuracy (greater than 80%), entries have been highlighted in green. Where the
system has low accuracy (less than 50%) and a false positive rate less than 20%, these entries have been
highlighted in amber as this performance indicates a significant number of subjects have been blocked
incorrectly, but a low number of subjects passed the gate incorrectly.

Where the system has low accuracy (less than 50%) or a false positive rate greater than 20%, these entries
have been highlighted in red, as this performance indicates a significant number of subjects have passed
the gate incorrectly. Note that testing was performed without age buffers in place and using static
images only, in order to see the actual performance of the ToE’s age estimation method.

It is worth noting that the vendor provided an upgraded algorithm endpoint for the automated lab testing
on 12t July 2025; which was used to present images to and forms the basis of Table 2. The schools testing
was conducted on an older algorithm (those results being in Table 4).

Bias was assessed using parity for a number of metrics across demographic subgroups based on skin tones.
Skin tones were classified according to the Fitzpatrick skin tones, from Type | (pale white) to Type VI (very
dark brown/black). Parity figures show the disparity in each metric (False Positive Rate, False Negative Rate
and Accuracy) across demographic subgroups by looking at the difference between each group and the
average performance across all skin types. FPR, FNR and Accuracy were labelled as follows:

FPR Bias FNR Bias Accuracy Bias

L: < 1.5% points L: < 1.5% points L: < 1.5% points
M: 1.5 - 4% points M: 1.5 - 4% points M: 1.5 - 4% points
H: > 4% points H: > 4% points H: > 4% points

Images in the test set which could not be reliably classified because of variance in lighting conditions have
been excluded from the bias calculations.
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Results:
Age gate 16

Subjectage  Samples FPR FNR TPR TNR Accuracy
<10
10
11
12
13
14
15
16
17
18
19
20
21
22
23
>=25

Age gate 18

Subjectage  Samples FPR FNR TPR TNR Accuracy
<10
10
11
12
13
14
15
16
17
18
19
20
21
22
23
>=25

Table 2: Aggregated Automated Lab Test Results
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We observe consistently low False Positive Rates for all ages below the gate for both age gates tested,

indicating very good accuracy especially if coupled with a buffer zone of typically 2 years. In contrast, false
negatives seem to be high for ages above the gate they are compared with; as a result, most users will see
the need to proceed to an age verification step as using estimation alone would not be enough for them to

pass the gate.

Age gate 16
Skin  Sam FPR FNR Accu MAE FPR FPR FNR FNR MAE MAE Accu Accu Ove
type ples racy parit bias parit bias parit bias racy racy rall
y y y parit bias bias
y
I-11 118 222 774 568 N/A 232 M 746 H N/A N/A 035 L L
5 % 8% 8%
m-iv - 112 724 63.6 544 N/A 270 M 6.37 H N/A N/A 211 M M
1 % 5% 2%
V-Vl 252 345 63.2 64.2 N/A 1.09 L 6.78 H N/A N/A 7.76 H H
% 4% 9%
Age gate 18
Skin - Sam FPR FNR Accu MAE FPR FPR FNR FNR MAE MAE Accu Accu Ove
type ples racy parit bias parit bias parit bias racy racy rall
y y y parit bias bias
y
I-11 118 198 84.0 650 N/A 085 L 3.15 ™M N/A N/A 425 H H
3 % 3% 0%
n-iv - 112 375 798 545 N/A 092 L 1.04 L N/A N/A 6.25 H H
1 % 4% 0%
V-Vl 252 274 70.7 686 N/A 009 L 1021 H N/A N/A 790 H H
% 5% 5% 3

Table 3: Aggregated Automated Lab Test Bias Results

In assessing bias, we observe generally High level of accuracy disparity for darker skin tones, which tend to
show better accuracy than other types for both age gates. However, other skin types also have High
accuracy disparity for the Age gate 18, indicating there is not enough evidence of bias for or against any
skin types. The medium skin tones seem to perform slightly worse in accuracy than the lighter or darker

tones.

In terms of False Negatives, we see a trend of higher False Negative Rates for skin type I-1l across all age
gates. The highest disparity is seen for skin type V-VI, with a 10% figure on Age gate 18 and 6% on Age gate
16. Nonetheless, all skin types show high disparity for the Age gate 16, while type V-VI presents a higher

disparity for Age gate 18, which suggests we cannot conclude any bias in this regard.

In terms of False Positives, the disparity numbers seem to range from Low and Medium, with the highest
at just under 3%. The FPR figures for skin type IlI-1V on both age gates are comparatively higher than the
other types, but they are not a large enough variance from the average as shown by the overall parity.
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Acceptance Tests: Schools

Table 2 below shows the performance of the system for each age gate, including:
e the actual subject age and the number of subject (samples) for that age
e the false positive rate: the percentage of subjects who passed the gate incorrectly
e the false negative rate: the percentage of subjects who were blocked incorrectly
e the true positive rate: the percentage of subjects who correctly passed the gate
e the true negative rate: the percentage of subjects who were correctly blocked

Note: In general age estimation systems perform better when the subject’s age is further away from the
actual age gate being assessed. Accuracy will tend to decline as the subject’s actual age approaches the
gate being assessed. Where the number of samples for a given age is less than 30, the performance cannot
be said to be statistically significant. Entries with less than 30 samples have been included for
completeness but should not be taken as definitive indicators of performance for that age.

Where the system has high accuracy (greater than 80%), entries have been highlighted in green. Where the
system has low accuracy (less than 50%) and a false positive rate less than 20%, these entries have been
highlighted in amber as this performance indicates a significant number of subjects have been blocked
incorrectly, but a low number of subjects passed the gate incorrectly. When users fail to pass an age gate,
the ToE will refer them to an age verification step.

Where the system has low accuracy (less than 50%) or a false positive rate greater than 20%, these entries
have been highlighted in red, as this performance indicates a significant number of subjects have passed
the gate incorrectly.

Results:

Age Gate 16
Subjectage  Samples FPR FNR TPR TNR Accuracy

11
12
13
14
15
16
17
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Age Gate 18
Subjectage  Samples FPR FNR TPR TNR Accuracy
11 0 N/A N/A N/A N/A N/A
12 0 N/A N/A N/A N/A N/A
13
c i mowm w me e
15 0 N/A N/A N/A N/A N/A
16
17 N/A N/A N/A N/A N/A

Table 4: Aggregated School Field Trial Results

In assessing accuracy, we observe that for Age gate 16, the false positive rate is above 20% for ages 11, 13-
15. The 12-year-old subjects were successfully blocked, however with only 2 samples it is difficult to draw a
conclusion about the performance of the system. There were also a low number of subjects for Age gate
18 in the schools cohort. The False Positive rate for 16-year-olds was above 20%. The False Negative Rate
for 16-year-olds was relatively low for the Age 16 gate, but increased to 33% for 17-year-olds, indicating
that there is a likelihood that users who are eligible to pass the gate would need to use a verification step.
In general, it would appear that the high rate of false positives for ages below a given gate means that an
age verification system would be needed to implement an effective age gate.

Response Time
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Result Count

Average Time Median Time Min Time Max Time

129.1 120.0 36.0 520.0

Figure 1: Task Completion Times

The median response time was typical of age verification systems.
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Acceptance Tests: Mystery Shoppers

The system was not a target for Mystery Shopper testing.
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Evaluator Observations

e Lab testing was limited to manual functional testing only; the system did not support automated
image-based evaluation or bias analysis. However, Manual testing confirmed interoperability,
robustness to input quality, and privacy protection.

e School testing for Age Gates 16 and 18 showed high false positive rates, especially for users under
the threshold (e.g. up to 69% for 14—15-year-olds at Gate 16). High rate of false positives for ages
below a given gate showed that an age verification system would be needed to implement an
effective age gate.

e Mystery shopper testing was not conducted, so real-world user behaviour insights are unavailable.

e Please note: the results presented in Table 2 and Table 4 reflect two (2) different Facial Age
Estimation models. The results in Table 4 were obtained using a now retired Facial Age Estimation
model supplied by a third party to VerifyMy. The results in Table 4 were captured during the schools
based activities. The results in Table 2 were obtained using VerifyMy’s own bespoke Facial Age
Estimation model that is now in Production. The results in Table 2 were obtained through the
automated testing of a standard dataset.
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Vendor Comments on Evaluation Results

TBC
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