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This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated
summary of the interview conducted with an age assurance technology provider participating in the trial.
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the
discussion with the vendor.

The questions for this interview were shared with the vendor in advance, ensuring a structured and
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary
purpose of this interview was to engage with the vendor on their submitted practice statement, delving
deeper into their technology, policies and deployment approach, particularly in relation to the Australian
regulatory, cultural and operational environment.

This document is intended to support transparency and consistency in the evaluation process by providing
a structured record of the discussion. It helps ensure that insights gathered through this interview are
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader
methodology. This interview complements the vendor’s practice statement, technical demonstration and
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on
the readiness, privacy compliance and operational effectiveness of the age assurance system.

Disclaimer

The inclusion of this interview summary does not constitute endorsement, certification or approval of any
product, service, or provider. The interview captures the perspectives and claims of the vendor as
discussed with the trial team, but they have not been independently verified in full. While the discussion
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated
in the discussion.

No guarantee is given as to the completeness, accuracy or ongoing applicability of the information
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy
endorsement.
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Summary of Netsweeper
Participant Interview Responses

Executive Summary

Netsweeper provides scalable, real-time content categorization and enforcement tools for governments
and ISPs, supporting age assurance by detecting age verification presence on websites. It enables legal
compliance, data privacy, and policy flexibility without storing or accessing personal user information.
Netsweeper can detect websites that have Age Verification as well as detect websites that should have Age
Verification but do not. The outcome of this granular categorization is ultimate Enforcement, Program
Execution and success. Netsweeper Analytics and Big Data reporting allows many stakeholders to identify
the multiple, ever-changing challenges on the Internet on a Country-Wide basis, enabling decisions to be
made based on Actual Data in your country. One example of these Analytics would be the ranking of
Websites based on Internet traffic volumes from within the country, providing actual data for the Age
Assurance Program to make decisions.

Interview Responses

Section 1 - Background and Overview

Q1: Overview of the system and its primary functionality

Netsweeper is a global web content filtering and categorization system originally developed for education,
now used in government and telco environments. It operates at scale without requiring software on end-
user devices and can enforce content access policies based on jurisdictions. It offers real-time
classification of web content and can detect changes in content over time. Its core functions include
categorization, enforcement (block/allow/redirect), and monitoring for compliance. One of Netsweeper’s
Categories is Age Assurance. Netsweeper can log and report all the Websites that have or do not have Age
Assurance as part of their website, providing Audit and Big Data analytics and information starting on day
one. Websites can also be ranked in terms of popularity / number of visits from within the country.

Q2: What is done to ensure age assurance?

Netsweeper doesn't perform age verification directly but determines whether a site has age verification in
place. It inspects web requests using Al and template-matching to identify age-gating mechanisms. By
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identifying websites that have or do not have Age Assurance, Netsweeper provides the tools for the Age
Assurance Programme to enforce the rules and laws. (e.g., Social Media, adult, gambling), and can apply a
policy to block access.

Q3: Inspiration for development and key problems it aims to solve

The system was built to remove the complexity of client-installed software and support large-scale
deployments. Its evolution was inspired by the need for compliance with jurisdictional content laws and
scalable content access management. You can make all the rules and laws you want on the Internet,
however enforcement is a huge challenge due to Encryption and Self-Regulation inside and outside your
jurisdiction.

Q4: Industries or use cases currently utilizing the system

Netsweeper serves education, telcos, ISPs, and governments. Use cases include enforcing legal
compliance, filtering adult or harmful content, detecting CSAM, and wielding the Big Stick that enables the
Government to apply the laws to ensure compliance. Netsweeper also facilitates parental control policies.

Q5: Assessments of impact on fundamental rights, including children's rights

No formal rights impact assessment was mentioned, but the team emphasized flexibility, administrator
control, and alignment with legal norms to mitigate privacy concerns.

Section 2 - Privacy and Data Protection

Q6: Types of data collected, processed, and stored

Netsweeper can log IP addresses, URLs, timestamps, and usernames, but only if configured. All data is
encrypted and stored within the deploying organization's infrastructure, ensuring data sovereignty.

Q7: How is data collection determined?

Administrators or regulators define logging policies. Data collection can be as minimal or detailed as
needed, with optional logging of user data based on local requirements.

Q8: Specific purposes of data collection

Purposes include legal compliance, evidence gathering (e.g., CSAM detection), content access auditing, and
enforcing policy decisions such as age gating.

Q9: Can Netsweeper track users' activities?

The system is said to be fully GDPR-compliant and able to meet local laws like the Australian Privacy Act.
Deployment inside ISPs’ secure firewalls helps ensure compliance.

Q10: Data encryption and security measures
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Data deletion and withdrawal of consent - The system supports data deletion requests and user access to
data logs, managed through the system's interface by authorized administrators. Netsweeper does not
collect/store or use any Personal Identifiable information.

Q11: Can Netsweeper be hacked?

The system supports optional logging and can operate without storing IP addresses or usernames. It does
not by default collect personally identifiable information (PIl) unless configured to do so. Netsweeper is
located behind the countries Internet Service Providers’ Firewalls, deemed to be the safest location.

Section 3 - System Security and Fraud Prevention

Q12: How does the system prevent fraud?

Minimising digital footprint - Admins can limit logging or configure short retention periods. The system can
operate with minimal traceability if desired. No Personal Information is stored, lowering the incentive to
gain access and commit fraud.

Q13: Can users share their keys?

SSL encryption is used for data in transit, including intra-data centre communication. Data at rest is
encrypted, and access is strictly governed.

Q14: What measures prevent unauthorized key use?

Protection from misuse or spoofing - System access is tightly controlled by administrators; misuse is
prevented by access control and secure logging. Authentication logs track all administrative and system
activity.

Q15: Has the system undergone external validation?

No specific certifications or audit results were cited, but deployments follow frameworks like NIST and
adapt to jurisdictional security policies and 25 years of operating in 60 countries for compliance.

Section 4 - Accessibility and Inclusivity

Q16: How does Netsweeper accommodate users with disabilities or low digital literacy?
Parental controls are accessible via a web interface with customizable settings.

Q17: Considerations for First Nations and Indigenous communities

No specific engagement with cultural or indigenous

Q18: How does the system support children in government care?
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No targeted approach. The Netsweeper Parental Controls is often seen as Duty of Care to children on the
Internet, supporting Children on the network despite if in government care or not.

Section 5 - User Support and Adoption Challenges

Q19: How does Netsweeper handle user feedback and complaints?

Netsweeper operates through ISPs and regulators who may manage complaints directly. Netsweeper also
has a mechanism that accepts all feedback and complaints and this mechanism is reviewed regularly by a
human.

Q20: Key strengths of Netsweeper compared to competitors

Global scale and real-time classification. The system receives data from billions of users, allowing rapid,
accurate categorization. The ISP is at no risk of slowing down their network or taking down their network.

Q21: Biggest challenge in adoption

Keeping up with the constantly changing nature of the internet, finding millions of new web sites per day,
reclassifying millions of sites per hour to keep the worlds Internet accurately categorized. Netsweeper can
be seen as the Mechanics of the Internet and the Netsweeper solution has overcome many current
challenges on the Internet over the past 25 years.

Final Notes

Netsweeper emphasized its role as a tool for enforcement rather than a judge. It empowers regulators to
implement national laws without collecting or using data itself. Netsweeper is a tool that will ensure
success of the Age Assurance Program and enforce the current and future requirements of the Age
Assurance program for the current Social Media Categories and the next Generation of many other
Categories for the evolution of the Age Assurance Program. As we know, the world runs on Self-
Assessment in real life and Virtually on the Internet. However, Netsweeper is the Law Enforcement on the
Internet that ensures Compliance.
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