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This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated
summary of the interview conducted with an age assurance technology provider participating in the trial.
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the
discussion with the vendor.

The questions for this interview were shared with the vendor in advance, ensuring a structured and
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary
purpose of this interview was to engage with the vendor on their submitted practice statement, delving
deeper into their technology, policies and deployment approach, particularly in relation to the Australian
regulatory, cultural and operational environment.

This document is intended to support transparency and consistency in the evaluation process by providing
a structured record of the discussion. It helps ensure that insights gathered through this interview are
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader
methodology. This interview complements the vendor’s practice statement, technical demonstration and
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on
the readiness, privacy compliance and operational effectiveness of the age assurance system.

Disclaimer

The inclusion of this interview summary does not constitute endorsement, certification or approval of any
product, service, or provider. The interview captures the perspectives and claims of the vendor as
discussed with the trial team, but they have not been independently verified in full. While the discussion
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated
in the discussion.

No guarantee is given as to the completeness, accuracy or ongoing applicability of the information
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy
endorsement.
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Summary of Opale Participant
Interview Responses

Executive Summary

Opale.io provides a privacy-preserving, reusable age verification solution called the AgeKey, enabling quick,
anonymous age assurance. It ensures interoperability, non-traceability, user convenience, and compliance
with global regulations, supporting children’s rights while minimizing digital footprints and enhancing
online safety.

Interview Responses

Section 1 - Background and Overview

Q1: Overview of the system and its primary functionality

Opale.io offers a solution called the AgeKey — a reusable, privacy-preserving proof of age. After an initial
successful age verification performed by a third-party age assurance provider (AVP), users can generate an
AgeKey. This AgeKey allows them to prove their age on subsequent visits to websites without undergoing a
new verification, ensuring high privacy, speed (~2-3 seconds), and anonymity.

Q2: What is done to ensure age assurance?

Opale.io does not perform the initial age verification. Instead, it partners with AVPs that conduct the actual
checks. Once verified, an AgeKey is created and bound to the user's device using passkey technology,
which ensures secure and private future authentications.

Q3: Inspiration for development and key problems it aims to solve

The system was inspired by the French requirement for age verification at every website connection —a
process that caused excessive friction. Opale.io's solution allows reusable proof of age while maintaining
double anonymity and minimizing tracking, creating a user-friendly and privacy-first approach.

Q4: Industries or use cases currently utilizing the system
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Opale.io’s customers are rather Age Assurance Providers, that embed AgeKeys in their products or services
than end websites requiring age verification. Though those end sites are under NDA, they are likely in
sectors such as adult content, social media, and potentially e-commerce or gaming.

Q5: Assessments of impact on fundamental rights, including children's rights

Opale.io conducted assessments aligned with France’s Outcome Framework for age assurance, which
includes privacy and children's rights. They support children’s rights by ensuring minimal data exposure
and collaborating with AVPs to offer multiple verification options.

Section 2 - Privacy and Data Protection

Q6: Types of data collected, processed, and stored

Opale.io does not collect or store personal data. It only stores an anonymous age attribute (e.g., "18+")
and a public key associated with the user's device, used for authentication. No tracking, location, or
browsing data is recorded.

Q7: How is data collection determined?

Their model is built around minimal data collection by design. Only essential, non-personal data
(anonymous age attributes) is used to support interoperability between AVPs and websites.

Q8: Specific purposes of data collection

Data is used solely to support age verification interoperability between different AVPs and services. It
ensures that once verified, users can prove their age quickly and securely without re-verifying each time.

Q9: Can Opale track users' activities?

While Opale.io adheres to GDPR, Arcom’s double anonymity principle and is ISO 27001 certified,
compliance with Australian laws (Privacy Act, Children's Privacy Guidelines) is handled by their partner
AVPs. Opale.io supports compliance by design through its anonymous, privacy-preserving framework.

Q10: Data encryption and security measures

Users can delete their AgKey on their own device, making it unusable. Since personal data is not stored by
Opale.io, deletion or consent withdrawal is managed entirely by the user.

Q11: Can Opale be hacked?

Opale.io's system is double anonymous. It ensures that no stakeholder (Opale.io, AVP, or websites) can
track, re-identify, or link sessions. This includes using encrypted communication channels and avoiding any
identifiable persistent IDs.
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A critical incident response plan is in place, audited during ISO certification. Data breaches or
vulnerabilities are treated with the highest urgency.

Section 3 - System Security and Fraud Prevention

Q12: How does the system prevent fraud?

Limiting digital footprint - Opale.io cannot track user navigation due to its double anonymous design,
effectively minimizing users’ digital footprints.

Q13: Can users share their keys?
Security protocols include:

] Encryption is used in all communications.

Passkeys ensure secure, user-bound authentication.

Public keys are stored securely.
J No personal data is at risk.
Q14: What measures prevent unauthorized key use?

Protection against misuse or spoofing - The system leverages passkey technology to prevent spoofing and
unauthorized access, securing authentication process. Initial age verification relies on AVPs’ technology.

Q15: Has the system undergone external validation?

Opale.iois ISO 27001 certified and conducts regular third party penetration tests to assess system
integrity.

Section 4 - Accessibility and Inclusivity

Q16: How does Opale accommodate users with disabilities or low digital literacy?

Opale.io depends on passkey support, which may limit accessibility for users with older devices or certain
disabilities. However, their AVP partners offer alternative verification methods.

Q17: Considerations for First Nations and Indigenous communities

Cultural contexts (e.g., First Nations considerations) are handled by AVPs.

Q18: How does the system support children in government care?

AgeKeys may be created after various verification methods offered by AVP partners, allowing children in
government care to obtain a secured, anonymous and reusable proof of age.
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Section 5 - User Support and Adoption Challenges

Q19: How does Opale handle user feedback and complaints?

Opale.io provides user-facing tools (e.g., a demo site) and mechanisms for GDPR-aligned issue reporting
and feedback.

Q20: Key strengths of Opale compared to competitors

The system offers strong privacy (in line with double anonymity principle from Arcom), quick usability,
interoperability, and scalability.

Q21: Biggest challenge in adoption

Lack of enforcement. Regulatory adoption is growing, but without clear enforcement, uptake remains
inconsistent.

Final Notes

Opale.io believes Australia is leading a new frontier. Their solution aims to balance privacy, user
experience, and regulatory compliance, setting a global precedent.
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