ISO 27566-1 Practice Statement

Solution Owner: CANAM

CANAM is a(n) Intermediary (entity that facilitates the interaction between individuals, age assurance providers,
relying parties, and other parties to fulfil functions in an age assurance system)

This is a practice statement for the age assurance solution known as opale.io

The system and practice statement are kept under continuous and regular review in the following way:

Opale.io maintains a continuous and regular review of its systems and practice statements through:
- Periodic internal audits led by top management.

- Regular updates to align with evolving legal and technological standards.

- Stakeholder feedback mechanisms to ensure ongoing compliance and improvement.

Generated on 05/03/2025



The role and impact of the intermediary is as follows:

Opale.io operates as a trusted intermediary within the age assurance ecosystem, ensuring the reusability of age
proofs in a secure, convenient, and privacy-preserving manner. Our primary role is to manage the AgeKey system,
enabling users to prove their age effortlessly while maintaining their privacy.

Opale.io bridges the gap between Age Assurance Providers (AAPS), relying parties (e.g., websites and online
platforms), and end users by:

- Managing the reusability of age proofs issued by AAPs, allowing users to validate their age efficiently without
undergoing repeated verifications.

- Facilitating the creation and use of AgeKeys, which bundle a proof of age issued by an AAP with a passkey securely
generated on the user’s device and bound to Opale.io’s domain.

- Ensuring compliance with privacy regulations, operating under a double-anonymous framework, as defined by the
French regulatory authority Arcom, to prevent user tracking by Opale.io, Age Assurance Providers, or relying parties.

Privacy-Preserving Age Assurance

The AgeKey system offers a convenient, privacy-first alternative to traditional age verification methods, fully
compliant with the double-anonymous principle set by Arcom. It guarantees:

- Anonymity: The AgeKey is not linked to any personal data collected during the initial age assurance process.

- Non-traceability: A returning user utilizing their AgeKey is not recognized by the original Age Assurance Provider,
ensuring that AAPs cannot track user activity across different platforms. Likewise, Opale.io does not know which
website a user visits when using their AgeKey.

Interoperability Across Age Assurance Providers

Opale.io enhances efficiency and scalability by enabling interoperability between Age Assurance Providers:
- A user who creates an AgeKey with AAP #1 on one website can reuse it on another website that accepts
AgeKeys—even if that website relies on AAP #2.

- This cross-platform compatibility reduces verification friction, benefiting both users and relying parties.

Security and Privacy Safeguards

Opale.io adheres to strict security and privacy measures to ensure:

- The AgeKey remains tied to the user’s device, requiring biometric or screen-lock authentication to prevent
unauthorized use.

- No user tracking occurs, as neither Opale.io, the AAP, nor the website can link an AgeKey to a specific identity or
browsing history.

- The AgeKey cannot be transferred or shared, ensuring that only the verified user can access age-restricted services.

Enhancing the Age Assurance Ecosystem

Opale.io’s AgeKey system delivers key benefits to the age assurance ecosystem by:

- Improving user experience - providing a fast and seamless method for verifying age without requiring repeated
document checks.

- Increasing conversion rates for online platforms - reducing friction in onboarding processes for age-restricted
services.

- Ensuring compliance with regulatory frameworks - supporting data minimization, purpose limitation, and user
control principles, in alignment with GDPR and the double-anonymous principle established by Arcom in France.

Generated on 05/03/2025



The following age assurance providers and relying parties are supported:

Opale.io collaborates with key stakeholders in the age assurance ecosystem:

- Age Assurance Providers (AAPs): Multiple AAPs issue age proofs, which Opale.io securely manages to enable
reusability while ensuring maximum privacy protection.

- Relying Parties: Websites and applications that accept AgeKeys for age verification via their chosen AAP. By
integrating AgeKeys, they benefit from higher conversion rates, reduced friction, and enhanced user privacy.

The solution has been subject to audit, certification and review in the following ways:

Opale.io is committed to security, privacy, and regulatory compliance, ensuring that its AgeKey system meets the
highest standards through audits, certifications, and continuous engagement with regulatory bodies.

ISO 27001 Certification:
Opale.io is currently undergoing an I1SO 27001 audit, reinforcing its commitment to information security best practices
and ensuring the confidentiality, integrity, and availability of its systems.

Regulatory Engagements & Compliance Reviews:

Opale.io regularly shares its developments and collects feedback from ARCOM and CNIL, ensuring alignment with
French regulatory expectations regarding age assurance and data protection.

Opale.io is also in the process of certification by the German KJM, demonstrating its commitment to cross-border
compliance with age verification regulations.

Independent Audits & Security Assessments:
Regular internal and external audits, including penetration tests, are conducted to evaluate security controls, privacy
safequards, and overall compliance with global regulatory frameworks.

Ongoing Monitoring & Improvement:
Policies, technical implementations, and compliance strategies are continuously reviewed and updated in response to
regulatory feedback, emerging threats, and technological advancements.
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