5.a. Overview at a Glance

Data minimisation : Opale never receives or stores personal
data. An AgeKey contains only anonymous age attributes (for
instance 18+).

User control : AgeKeys are FIDO passkeys stored locally in the
user's device or password manager and can be deleted at any
time.

GDPR alignment : Processing is limited to anonymous attributes,
ensuring full compliance with data-protection principles and data-
subject rights.

Security by design ;| AgeKeys rely on strong asymmetric
cryptography (FIDO) and HTTPS/TLS for transport. No secret
leaves the user's device.

ISO 27001:2022 certification : Opale's Information Security
Management System is certified against the latest ISO
27001:2022 standard.

Regulatory compliance : The solution aligns with the French
ARCOM Technical Framework for online age verification (Oct
2024). Detailed mapping follows.

5.b. Double Anonymity (Arcom-compliant)

The AgeKey system fully implements_Arcom's October 2024 double|
anonymity framework:

. Opale never knows the visited site.

« The AAP hever recognizes the user from one session to the
next.

« The site only knows] that the user meets the age requirement.

This double anonymity is enabled through a mechanism of strict
information segregation between the 3 stakeholders involved in the age
assurance procedure -the visited B2C platform, the Age Assurance
Provider, and Opale- as illustrated in the figure below.
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\5.c. Mapping of Arcom Technical Framework



https://www.arcom.fr/se-documenter/espace-juridique/textes-juridiques/referentiel-technique-sur-la-verification-de-lage-pour-la-protection-des-mineurs-contre-la-pornographie-en-ligne
https://www.arcom.fr/se-documenter/espace-juridique/textes-juridiques/referentiel-technique-sur-la-verification-de-lage-pour-la-protection-des-mineurs-contre-la-pornographie-en-ligne

ARCOM
Requirement Compliance Argument for AgeKeys
(summary)
Opale.io acts as an independent trust layer behind multiple Age
Independence of the Assurance Providers (AAPs). It does not receive funding from the

provider sites it protects and maintains a separate governance and
infrastructure.
Confidentiality The AAP returns only the confirmation that a user is of the required

toward the content age to the site. No personal data or source documents are ever
service shared.

Confidentiality AAPs collect and process the personal data needed to create the
toward age-proof initial age proof, then delete it. No personal data is ever transmitted
issuers to or stored by Opale.

Confidentiality Opale itself is the "other third party" that hosts reusable proofs. It
toward other third never collects, transmits, or stores personal data—only the age
parties attributes shared by the AAPs.

Opale does not generate or accept age proofs; those decisions remain
Safeguarding of with the AAPs. Users can delete their AgeKey locally (OS key-chain
data subjects' rights or password manager) at any time. Opale's processing is limited to
anonymous age attributes and is fully GDPR-compliant.
\General principle.\ When a user authenticates with an AgeKey,
Opale forwards only an anonymous age attribute to the AAP, which
in turn tells the content service whether the age requirement is met.
The process is untraceable and decoupled from the data used to
create the original proof.
6 a. No user recognition: The content service cannot recognise a
returning user from verification data, because it only receives the
"age OK?" answer.
\6 b. No source disclosure\: The content service cannot know or infer
the source or method of the age proof, as that information is never
disclosed.
‘6 c. No cross-linkability\: The content service cannot recognise that
two 18+ assertions come from the same underlying proof source,
since no stable identifiers are exposed.
Once issued, the AgeKey can be used without the original AAP
Confidentiality being contacted. The AAP therefore cannot know that a proof is
toward the issuing being reused, nor which site is visited. (During the one-time issuance
AAP step, the AAP itself must satisfy criterion 7 for that step to be
compliant.)
Opale sits behind the AAPs and handles reusable proofs on their

Double anonymity

Confidentlallt.:y behalf, in a way that prevents AAPs from having access to any stable
toward technical . . . . .

. o identifier when the AgeKey is used. They merely verify the attribute
intermediaries

and forward the binary result.

Users may choose any of the verification methods offered by Opale's
client AAPs. After a successful verification, they are offered to
create a passkey-based AgeKey compatible with all major browsers
and operating systems on mobile, tablet, and desktop—comfortably
exceeding the 80 % coverage requirement.

User information on The end-user interface is under the responsibility of each AAP. They
protection level must clearly explain double anonymity and label which methods

Population coverage
>80 %



ARCOM
# Requirement Compliance Argument for AgeKeys
(summary)
comply. Opale provides implementation guidelines and ready-made
UI examples to help its partners meet this duty.

5.d. Technical Security

1. FIDO2 Passkeys\: device-bound, anti-phishing, zero-knowledge.
2. Transport: TLS 1.3 for all communications.
3. Certifications: ISO 27001:2022

5.e. GDPR Compliance

Data Controller CANAM (Opale), only for linking
passkey < attributes.

Legal basis Explicit consent (Art. 6-1a GDPR)

Stored data No directly identifiable info, no transfers
outside EU.

User rights Access, rectification, deletion,
portability, objection.

Contact privacy@opale.id

More info https://opale.io/en/privacy|
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