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This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated
summary of the interview conducted with an age assurance technology provider participating in the trial.
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the
discussion with the vendor.

The questions for this interview were shared with the vendor in advance, ensuring a structured and
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary
purpose of this interview was to engage with the vendor on their submitted practice statement, delving
deeper into their technology, policies and deployment approach, particularly in relation to the Australian
regulatory, cultural and operational environment.

This document is intended to support transparency and consistency in the evaluation process by providing
a structured record of the discussion. It helps ensure that insights gathered through this interview are
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader
methodology. This interview complements the vendor’s practice statement, technical demonstration and
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on
the readiness, privacy compliance and operational effectiveness of the age assurance system.

Disclaimer

The inclusion of this interview summary does not constitute endorsement, certification or approval of any
product, service, or provider. The interview captures the perspectives and claims of the vendor as
discussed with the trial team, but they have not been independently verified in full. While the discussion
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated
in the discussion.

No guarantee is given as to the completeness, accuracy or ongoing applicability of the information
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy
endorsement.
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Summary of PRIVO Participant
Interview Responses

Executive Summary

PRIVO offers a configurable, privacy-focused age assurance platform that ensures compliance, user safety,
and minimal data collection. It supports diverse verification methods, protects children's rights, and adapts
to global regulations, enabling safe digital access for children and teens.

Interview Responses

Section 1: Background and Overview

1. Overview and Primary Functionality:

PRIVO is a cloud-based, configurable Saa$S platform focused on privacy and identity management for
children and adults. It enables age assurance, identity verification, and verifiable parental consent. The
system is jurisdiction-aware, adjusting to various regulatory requirements like COPPA (US), GDPR-K (EU),
and Children’s Codes.

2. Age Assurance Mechanisms:

PRIVO uses multiple age assurance methods, including smart age gates, government-issued ID verification,
facial age estimation (for adults), banking authentication, PayPal verification, phone verification, operator-
assisted verification, and school-verified information. A "trusted domain" service is also used, leveraging
work/school email domains verified to be adult-controlled.

3. Inspiration and Problem Solving:

The system was inspired by founder Denise Tayloe’s experience with COPPA compliance, realizing the need
to obtain verifiable parental consent. PRIVO addresses issues like lack of verifiable parental identity,
regulatory compliance, and the need for scalable privacy-safe solutions in children’s digital spaces.

4. Industries and Use Cases:

Current users include sectors such as entertainment (e.g., Disney), gaming (e.g., Xsolla), healthcare (e.g.,
diabetes apps), EdTech (e.g., CompTIA), retail (e.g., Macy’s, Kawasaki), and rewards programs. They span
apps, education, and age-restricted services.

5. Impact Assessments on Fundamental Rights:
Yes. PRIVO has conducted Data Protection Impact Assessments (DPIAs) for all age verification methods,
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evaluating risks to both children and adults. They also provide impact assessments to clients as part of
their compliance services.

Section 2: Privacy and Data Protection

6. Data Types Collected:

Data varies by method but can include email, name, phone number, government ID, facial image (for
adults), and limited transaction data. Data is minimized and only what’s necessary for the specific method
is retained.

7. Decision on Data Collected:
Data collection is based on method used and is determined through principles of data minimization and
necessity to fulfill verification.

8. Purpose of Data Collection:
To enable accurate age and identity verification, establish verifiable parental consent, manage consent
lifecycle (including revocation), and support features such as rewards delivery or restricted access.

9. Australian Privacy Law Compliance:

While Australia's Children’s Code is not yet finalized, PRIVO aligns with UK, California, and Maryland codes
and considers itself already compliant with Australia's transparency, minimization, and age restriction
requirements.

10. Data Deletion and Consent Withdrawal:
Yes. APIs allow clients or users to revoke consent or delete data. There are also customer service
procedures for handling data access and deletion requests.

11. Anonymization Techniques:
Yes. Data such as phone numbers and emails are hashed, obfuscated, or encrypted. Transaction IDs are
used instead of retaining full data, reducing identifiable footprints.

12. Limiting Digital Footprint:
PRIVO does not track users. Minimal data is retained, and only necessary information is shared with
partners (e.g., transaction success/failure). There’s no behavioural tracking.

Section 3: Security Measures

13. Security Protocols:
Encryption in transit and at rest, TLS, AES-256, hashing, and obfuscation. Hosted on AWS using modern
encryption standards and region-based backups.
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14. Security Audits and Certifications:
Yes. SOC 1, SOC 2, ISO 27001, and PCl compliance. Regular internal reviews, penetration tests, and mock
data breach drills.

15. Protection Against Misuse:
Multiple layers: CAPTCHA, IP rate limiting, custom anti-fraud tools, and vendor protections. Age estimation
is limited and used carefully.

16. Response to Vulnerabilities:
Automated monitoring, continuous vulnerability scanning at every deployment, and rapid incident
response plans including mock exercises.

17. Ensuring Fail-Safety:
While no system is fully fail-proof, PRIVO employs multi-region support, daily backups, microservices
separation, and high availability design to minimize failure risks.

Section 4: Accuracy and Effectiveness

18. Accuracy Rates:
Government ID and domain-based methods have near 100% reliability. Domain-based methods require
97%+ adult composition. Age estimation is used cautiously and not with children for consent.

19. System Testability:
The system is testable and was tested during this trial. All methods are accessible for evaluation.

20. External Validation:
Third-party services used (e.g., for age estimation, ID checks) undergo vendor evaluations. PRIVO also
conducts in-house reliability testing.

21. Edge Case Handling:
If a method like facial estimation fails, the system waterfalls to other methods, offering alternate
verification routes.

22. Continuous Improvement:
Yes. Monthly security reviews, regular updates, and a registry service for pre-verification enable iterative
improvement.

Section 5: Accessibility and Inclusivity

23. Accessibility for Disabilities:
Follows WCAG and American Disability Act guidelines. Interfaces designed for clarity and ease of
navigation.
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24. Technical Literacy Consideration:
Multiple method options, clear in-flow explanations, and 1:1 customer support available.

25. Demographic Discrepancy Management:
Does not collect race/religion data. Discrepancy mitigation includes offering alternative verification
methods and human support.

26. Cultural Context — First Nations:
PRIVO has consulted with First Nations reps and worked on registration programs on US reservations.
Open to expanding delegated consent models.

27. Looked After Children:
Supports delegated authority mechanisms (e.g., school administrator verification) for foster care or
institutionalized children.

28. Issue Reporting and Feedback:
Comprehensive customer support. Users can report problems, receive live assistance, and provide
feedback via email, phone, or platform.

Section 6: Transparency and User Trust

29. Transparency on Age Decisions:
Each method includes an interstitial page explaining data collection and purpose. Just-in-time education is
provided in flows.

30. Resources and Languages:
Resources (white papers, videos, FAQs) are in English. Translations are available on request for enterprise
clients.

31. Data Access for Users:
Yes. Subject Access Request (SAR) process in place. Users can inquire about and request their data and
how it was processed.

32. Communication with Users (Minors/Parents):
“Why flows” explain purpose of checks clearly. Configurable per client. Information is provided simply and
effectively.

33. User-Facing Dashboards:

Users see verification outcomes and reasons for failures, with access to retry or switch methods. Customer
support helps explain decisions.

Section 7: Configurability and Scalability
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34. Configurability:
Highly configurable for age thresholds, regional laws, and new verification methods. Mapped to global age
of consent laws.

35. Integration with Existing Platforms:
Yes. Already integrated with e-commerce, gaming, social media, education, and healthcare systems.

36. Scalability:
Built on AWS, supports multi-region, load balancing, high traffic volumes. Proven scalability with enterprise
clients.

Section 8: Safeguards and Ethical Considerations

37. Minimizing Intrusiveness:
Wide method choice, data minimization, and proportionality to risk ensure the system isn’t overly
intrusive.

38. Teen Autonomy vs Child Safety:
System allows teens to self-verify in some jurisdictions. Capable of letting teens control their consent
based on context and age.

39. Evolving Capacity of Children:
System allows age progression. Children aren’t locked into a “forever child” status; they can age up over
time and gain autonomy.

40. Individuality of Parent and Child:
Parental credentials can be reused without requiring parental accounts on each service. Consent and data
are handled separately.

41. Supporting Age-Appropriate Development:
Yes. PRIVO helps services let children access suitable content without lying about their age, promoting
safe, age-appropriate participation.

42. Managing Ethical Expectations:
Privacy-by-design, security reviews, and community engagement (e.g., First Nations, foster care) reflect
commitment to ethical use.

Section 9: Research and Continuous Improvement

43. Research and Studies:
PRIVO has conducted its own field research and vendor assessments. No peer-reviewed studies were
mentioned, but extensive internal validation exists.
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44. Staying State-of-the-Art:
Ongoing monthly reviews, system updates, testing with new methods, and active industry participation
ensure relevance.

45. Feedback and Iteration Mechanisms:
Customer service feedback, in-system analytics, and scenario testing inform ongoing product
improvement.

Section 10: Closing and Additional Insights

46. Biggest Strength:
Breadth of verification methods, compliance expertise, real-world configurability, trusted third-party
neutrality, and ability to scale.

47. Challenges or Limitations:
Some users (e.g., just-turned 18s) lack enough digital records for certain verification methods. System
relies on trusted third parties, which can vary in robustness.

48. Final Remarks:

The registry capability and “parent credential” innovation were emphasized as potential game changers.
PRIVO offers flexibility, parental empowerment, and supports amnesty/correction flows to improve
ecosystem integrity.

III
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