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• is_21_or_over 
• is_25_or_over 
• is_55_or_over 
• is_60_or_over 
• is_65_or_over 
• is_under_13 
• is_under_14 
• is_under_15 
• is_under_16 
• is_under_17 
• is_under_18 
• is_under_21 

 
We utilize trusted data sources, including but not limited to government-issued IDs such as social security number, 
driver license and, banking information, age estimation tools and trusted domains to verify the age of users in each 
band. We will regularly assess the suitability of these sources for accuracy and reliability. 

 
PRIVO’s Smart Age Gate (Self Assertion & Minimizing Fraud) 
•PRIVO’s Smart Age Gate can prevent children from changing their age to access services that are either 
inappropriate or which require parental consent. 

 
•Once configured to the required minimum age or age range, the gate will remember each user’s initial entry into an 
app and will not allow changes to the user’s age. 

 
•The gate service will age up the user in real time to ensure appropriate access. 

 
•The gate can also be used with dispute resolution if a user enters the wrong date of birth and consent, if, and when 
required. 

 
•The gate service can be used to initiate a consent flow for the individual or from the authorizing parent or guardian, 
as required. 

 
We will comply with all relevant legal and regulatory age checking requirements, including but not limited to: 
• COPPA (Children's Online Privacy Protection Act) for users under 13 years in the United States. 
• GDPR (General Data Protection Regulation) for users in the European Union, particularly concerning the processing 
of children’s personal data. 
•  Online Safety Act in the UK regarding age verification for online services. 
• Any other jurisdictional requirements applicable to the service will be incorporated into our age checking practices. 

 

 
PRIVO’s Consent Manager: 
Securing verifiable parental consent is a core requirement under COPPA, GDPR-K, US state and other global 
regulations. PRIVO’s just-in-time consent framework offers a customizable, risk-based approach that adapts to a 
platform’s needs—ensuring compliance while minimizing friction for parents and users. 

 
Comprehensive Consent Options 
PRIVO supports multiple regulatory-approved consent methods, including: 

 
• Notice & Opt-Out 
• Notice & Opt-In 
• Email Plus 
• Phone & Text Plus (in development) 
• Verifiable Parental Consent (VPC) with ID proofing and adult assurance methods. (Relationship verification in 
development.) 

 
Sliding Scale, Risk-Based Consent 
PRIVO’s dynamic framework enables feature-based consent, allowing you to assign different levels of verification 
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reliability, including: 
• Identity-based verification: Secure document checks and government-issued ID validation 

 
• Corporate & school domain: If a company/school can certify that 96% of employee email accounts are issued to a 
verified adult, we can validate an adult with their work-related email address. It must contain either one/or both, their 
first and last name. The domain that they use must be within our approved listed domains in order for this method to 
work. For example, do not permit Gmail or Yahoo email address as those domains are not approved 

 
• Signal-based estimation: AI-driven age estimation using facial analysis or device intelligence. 

 
• Parental verification: When applicable, a verified parent or guardian can provide consent and age validation for a 
child. 

 
By offering multiple verification pathways, we ensure a robust and inclusive approach while reducing friction for users. 

 
2. Compliance with Regulatory Standards - Our system is designed to meet or exceed industry standards and 
regulatory frameworks, including: 

 
• GDPR & Age-Appropriate Design Code (AADC) requirements for proportionality, necessity, and data minimization. 
• COPPA-compliant parental consent mechanisms where applicable. 
• ISO and NIST guidelines for identity verification and data security. 

 
These benchmarks reinforce confidence in our system’s effectiveness and reliability. 

 

 
3. Accuracy, Reliability & Fraud Prevention 
• Liveness detection & anti-spoofing measures ensure the authenticity of age verification attempts and mitigate 
fraudulent submissions. 

 
• Ongoing model evaluation ensures AI-based age estimation remains accurate across diverse demographics. 

 
• Regular audits & third-party assessments validate system performance and adherence to ethical standards. 

 
4. Transparent Error Handling & User Support 
• Clear communication is provided if verification is unsuccessful, with alternative methods available to resolve issues. 

 
• Users are given a transparent explanation of why verification may have failed and how they can proceed. 

 
• A dedicated support team assists users with age verification concerns, ensuring a smooth and trustworthy 
experience. 

 
By implementing these measures, our age assurance system achieves a high level of confidence, ensuring both 
compliance and user trust while minimizing unnecessary access restrictions. 

 
Authoritative, Privacy Enhancing Source of Parent-Child Relationship Attributes 
The ability to provide a reliable consent service depends upon the ability to map relationships between people. 
Building on the ideas expressed in the government's Levels of Assurance for individual identity and PRIVOs own 
Verification Tiers, PRIVO developed a method for describing the degree of confidence represented by a parent-child 
link. PRIVO identifies sources of parent-child relationship data and makes these attributes available in a privacy- 
enhancing fashion. 

 
If a company is covered by COPPA, they must get parents’ verifiable consent before collecting, using or disclosing 
personal information from their kids. An operator must choose a method reasonably designed in light of available 
technology to ensure that the person giving the consent is the child’s parent. 
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transparency, and user control, ensuring that personal data is handled responsibly and in line with legal obligations. 
 

Additionally, PRIVO adheres to the following guiding principles in its age assurance solutions: 
1. Privacy-Enhancing & Voluntary: Our identity and age verification solutions are designed to enhance privacy, not 
compromise it, ensuring users (or their parents, where applicable) have full control over their data. 

 
2. Secure & Resilient: We implement industry-leading security measures, including encryption, secure transmission, 
and robust authentication mechanisms, to protect against fraud and unauthorized access. 

 
3. Interoperable: PRIVO's solutions support multiple verification methods and integrate seamlessly with various 
platforms while maintaining strong privacy protections. 

 
4. Cost-Effective & Easy to Use: Our age assurance services are designed to be affordable and user-friendly, ensuring 
accessibility while maintaining compliance with global regulations. 

 
1. Compliance with Data Protection Laws 
We comply with all relevant legal and regulatory age assurance requirements, including but not limited to: 
• COPPA (Children's Online Privacy Protection Act): Protecting the privacy of users under 13 in the U.S. and ensuring 
verifiable parental consent. 

 
• GDPR (General Data Protection Regulation): Enforcing strict privacy and data protection standards for users in the 
EU, particularly regarding children’s personal data. 

 
• UK Digital Economy Act: Meeting age verification requirements for online services in the UK. 

 
• Other Applicable Jurisdictional Regulations: Ensuring compliance with regional age verification and privacy laws 
wherever services are provided. 

 
2. Privacy Characteristics & Data Minimization 
• Minimal Data Processing: Only the minimum amount of personally identifiable information (PII) necessary for age 
verification is collected, used solely for compliance and confidence indicators. 

 
• Purpose Limitation: PII gathered for age assurance is only used for that purpose and is not repurposed for marketing 
or profiling. 

 
• Anonymized Age Checks (Where Applicable): For services where user anonymity is important, we balance accurate 
age verification with privacy concerns, using anonymized methods where feasible. 

 
• No Cross-Service Tracking: PRIVO’s federated system ensures users' identities remain separate across services, 
preventing correlation or tracking across platforms. 

 
3. Data Security & Storage 
• Encryption & Secure Transmission: All personal data is encrypted both in transit and at rest to prevent unauthorized 
access. 

 
• Limited Data Retention: PRIVO follows a data minimization approach, retaining only what is necessary for 
compliance. Once verification is complete, personally identifiable data is deleted, except for a transaction ID as proof 
of verification. 

 
• Access Controls & Authentication: Strict role-based access ensures only authorized personnel can handle verification 
data. 

 
4. Individual Rights & User Control 
PRIVO recognizes and upholds individuals' rights concerning their personal data, including: 

 
• Right to Access & Transparency: Users (or their parents, where applicable) can request access to their data, 
understand how it is used, and receive clear explanations of verification decisions. 
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• Right to Challenge Decisions: If an age verification result is incorrect, users can challenge the decision and provide 
additional verification evidence. 

 
• Right to Data Deletion: Users may request the deletion of their personal data after verification, in accordance with 
applicable laws. 

 
• No Solely Automated Decisions Without Oversight: PRIVO ensures that automated age verification processes include 
human oversight where required, preventing unfair or inaccurate outcomes. 

 
5. Security Incident Response & Breach Handling 
• Proactive Monitoring & Threat Detection: PRIVO employs continuous security monitoring to detect and mitigate 
potential risks. 

 
• Incident Response Plan: In the unlikely event of a data breach, PRIVO has a structured incident response planto 
promptly investigate, contain, and notify affected parties in compliance with legal requirements. 

 
• Regulatory Reporting & User Notification: Where required, PRIVO will notify the appropriate authorities and 
impacted users if a data breach affects personal information. 

 
By implementing these privacy-first principles and adhering to our guiding commitments, PRIVO ensures that its age 
assurance system protects user data, upholds compliance with global privacy laws, and maintains trust through 
secure, transparent, and user-friendly verification processes. 



Generated on 01/03/2025  

The solution demonstrates ease of use as follows: 
 

PRIVO is committed to providing an accessible, user-friendly, and age-appropriate age assurance experience for both 
children and adults. Our methods are designed to minimize friction while maintaining high confidence in verification 
results. 

 
1. Instant Authentication for Verified Users 
• Existing verified PRIVO iD users can authenticate instantly, eliminating the need for repetitive verifications. This 
streamlines the process, reducing frustration and ensuring a seamless experience for returning users. 

 
2. Simple & Accessible Verification Methods 
• Multiple Verification Options: PRIVO offers flexible verification methods—including document-based, credit card- 
based (for parental consent), AI-powered facial age estimation and other methods—to accommodate different user 
preferences, technical abilities, and regional compliance requirements. 

 
• Guided, Step-by-Step Experience: Our system provides clear, easy-to-follow instructions for users of all ages, 
ensuring that children and adults can complete verification without confusion. 

 
• Minimal Data Entry: Users are only required to enter the essential information needed for verification, reducing 
cognitive load, typing errors, and time spent on the process. 

 
3. Child-Friendly & Parent-Supportive Design 
• Age-Appropriate Language & Visuals: The verification process is designed to be understandable for children and 
parents, using simple language, intuitive icons, and minimal text. 

 
• Parental Assistance Where Required: For younger children requiring verifiable parental consent (VPC), PRIVO 
provides a seamless parent onboarding process, reducing complexity for both the child and their guardian. 

 
• Device Compatibility & Accessibility: Our solutions are mobile-friendly and optimized for smartphones, tablets, and 
desktops, ensuring accessibility across various devices and operating systems. 

 
4. Reducing Barriers While Maintaining Security 
• Fast & Efficient Processing: PRIVO ensures that verification steps are completed quickly, avoiding unnecessary 
delays that could frustrate users. 

 
• Retry & Support Options: Users who face verification challenges are provided with guidance, alternative methods, 
and customer support to ensure they can successfully complete the process. 

 
By prioritizing instant authentication, ease of navigation, and multiple user-friendly verification methods, PRIVO 
ensures that its age assurance system is accessible, efficient, and appropriate for all users, including children and 
adults. 
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these where relevant and recorded in our Privacy & Security Governance Program which is also subject to ongoing 
and annual review processes. Emerging technology use is evaluated before use and risk reviewed before 
implementation. Evidence and records are maintained in the Privacy & Security Governance Program records. 

 
Our platform security is subject to annual third-party audits including: 

 
SOC 2 Type II: 
• 4 consecutive years 
• 2021, 2022, 2023, 2024 (Year 5 in progress, due April, 2025) 
• Auditor: A-Lign 
• A-LIGN is the leading provider of high-quality, efficient cybersecurity compliance programs. Combining experienced 
auditors and audit management technology, A-LIGN provides the widest breadth and depth of services including SOC 
2, ISO 27001, HITRUST, FedRAMP, and PCI. 

 
ISO 27001 Version 2013, 2022 
• Certificate number: IS 779949 
• Scope: The ISMS of Privacy Vaults Online, Inc., supporting all business functions and including internal and external 
customers according to the statement of applicability v3.0 dated 12/7/2022. 
• Auditor: The British Standards Institution (BSI) is the UK's National Standards Body, established in 1901. It develops 
and publishes standards across various industries to promote excellence and innovation. Beyond standardization, BSI 
offers services such as management systems assessment, product certification, and training to help organizations 
worldwide enhance performance and achieve compliance. BSI operates in 195 countries, supporting businesses in 
improving quality, safety, and sustainability. 

 
• Certification from BSI, as a reputable certification body, demonstrates your organization is committed to meeting 
high standards while enhancing your organization’s credibility and reputation. It gives confidence that your 
organization meets recognized international standards, giving you a competitive edge in the marketplace. 

 
Standard/Scheme ISO 27001 
• Start Date February, 2023 - October, 2025 

 
PCI Compliance: 
• Last audited: This is done bi-monthly 
• Name and qualifications of the auditor: Security Metrics 

 
PAS 1296: 2018 Certification (ACCS) 
• Last audited: February 2025 - In process 
• Name and qualifications of the auditor: Age Check Certification Scheme 
• Major result(s) of the audit report: In process 

 
EU – US Data Privacy Framework 
PRIVO complies with the EU-U.S. Data Privacy Framework (EU-U.S. DPF) and the UK Extension to the EU-U.S. DPF, and 
the Swiss-U.S. Data Privacy Framework (Swiss-U.S. DPF) as set forth by the U.S. Department of Commerce. PRIVO has 
certified to the U.S. Department of Commerce that it adheres to the EU-U.S. Data Privacy Framework Principles (EU- 
U.S. DPF Principles) with regard to the processing of personal data received from the European Union and the United 
Kingdom in reliance on the EU-U.S. DPF and the UK Extension to the EU-U.S. DPF. If there is any conflict between the 
terms in this privacy policy and the EU-U.S. DPF Principles and/or the Swiss-U.S. DPF Principles, the Principles shall 
govern. 

 
To learn more about the Data Privacy Framework (DPF) program, and to view our certification, please visit 
https://www.dataprivacyframework.gov/ 

 
In the context of an onward transfer, a participating organization has responsibility for the processing of personal 
information it receives under the EU-U.S. DPF and subsequently transfers to a third party acting as an agent on its 
behalf. The participating organization shall remain liable under the Principles if its agent processes such personal 
information in a manner inconsistent with the Principles, unless the organization proves that it is not responsible for 
the event giving rise to the damage. 






