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This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated 
summary of the interview conducted with an age assurance technology provider participating in the trial. 
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the 
discussion with the vendor. 
 
The questions for this interview were shared with the vendor in advance, ensuring a structured and 
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific 
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary 
purpose of this interview was to engage with the vendor on their submitted practice statement, delving 
deeper into their technology, policies and deployment approach, particularly in relation to the Australian 
regulatory, cultural and operational environment. 
 
This document is intended to support transparency and consistency in the evaluation process by providing 
a structured record of the discussion. It helps ensure that insights gathered through this interview are 
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader 
methodology. This interview complements the vendor’s practice statement, technical demonstration and 
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on 
the readiness, privacy compliance and operational effectiveness of the age assurance system. 
 

Disclaimer 
 
The inclusion of this interview summary does not constitute endorsement, certification or approval of any 
product, service, or provider. The interview captures the perspectives and claims of the vendor as 
discussed with the trial team, but they have not been independently verified in full. While the discussion 
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated 
in the discussion. 
 
No guarantee is given as to the completeness, accuracy or ongoing applicability of the information 
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only 
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy 
endorsement. 
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Summary of Privately’s 
Participant Interview Responses 
 

Executive Summary 
 

Privately SA’s Age Assure system offers privacy-preserving facial age estimation by processing data locally 
on user devices. It emphasizes data minimization, innovation against spoofing, and scalability, addressing 
child safety online while maintaining compliance with ethical and privacy standards. Age Assure is a 
privacy-preserving, on-device facial age estimation system designed for secure, accurate, and scalable age 
verification. It supports diverse use cases, minimizes data collection, ensures compliance, and promotes 
ethical, inclusive access to age-appropriate digital experiences. 

Interview Responses 
 
Section 1 - Background and Overview 
 

Q1: Overview of the system and its primary functionality 

Age Assure is a facial age estimation system designed to estimate the apparent age of individuals using 
proprietary machine learning models. It operates primarily on the user's device and is accessed via a 
browser-based interface during trials. 

Q2: What is done to ensure age assurance? 

The system estimates age by analyzing facial patterns locally on the user’s device. It provides the result, 
with a confidence score, to the relying party who then decides whether to allow or deny access based on 
predefined age thresholds. 

Q3: Inspiration for development and key problems it aims to solve 

It addresses two main industry issues: (1) inadequate age verification (e.g., checkbox confirmation), and (2) 
intrusive document-based age checks. The goal is to provide a privacy-preserving, lightweight, and 
effective alternative for age verification. 

Q4: Industries or use cases currently utilizing the system 

• Retail (physical): Deployed on in-store hardware for Challenge 25 and restricted goods. 
• E-commerce: Content visibility control. 
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• Social Media & Gaming: Age-gating and appeal workflows where age misrepresentation is 
suspected. 

Q5: Assessments of impact on fundamental rights, including children's rights 

Yes, various impact assessments were conducted, especially regarding how the technology influences 
access control decisions. It aims to create safer environments while minimizing potential negative impacts. 
 
Section 2 - Privacy and Data Protection 
 

Q6: Types of data collected, processed, and stored 

• On-device only: Facial images (not transmitted). 
• Transmitted to servers: Performance metrics, time to complete, instructions used, and age 

estimate results — no PII. 
• Stored: Transaction ID, timestamp, age estimate result (for auditing/product analysis). 

Q7: How is data collection determined? 

The approach emphasizes data minimization: collect only what is necessary for performance evaluation, 
without any personally identifiable information. 

Q8: Specific purposes of data collection 

• Authentication of results 
• Product performance evaluation 
• Security and integrity checks 

Q9: Can Privately track users' activities? 

Privately data minimization, local processing, and child-focused design implies steps taken toward 
compliance. While primarily EU-GDPR certified, they have undergone internal audits and adhere to 
principles like data minimization and privacy by design, aligning with Australian laws. 

Q10: Data encryption and security measures 

Privately focuses on data minimization, local processing, and child-focused design which implies steps 
taken toward compliance. On-device processing reduces the need for post-processing data handling, 
implying less risk and easier compliance with deletion requests. By processing data locally, the need for 
anonymization is reduced. It implies that personal identifiers are not collected centrally. Since no personal 
data is collected or stored, deletion requests are not applicable. Every age check is treated as a new, 
stateless session. 
 

Q11: Can Privately be hacked? 
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Privately’s core strength is minimizing the digital footprint by avoiding cloud storage or transmission of 
facial images. local processing inherently enhances security by limiting data exposure during transmission. 
No user IDs or identifiable logs are kept; logs are inherently anonymized. 
 
Section 3 - System Security and Fraud Prevention 
 

Q12: How does the system prevent fraud? 

No persistent identifiers are used; transactions are not linked across sessions, preventing digital 
traceability. 

Q13: Can users share their keys? 

No. spoofing/misuse protections include: 

• Passive liveness checks 
• Active gesture prompts 
• Injection attack detection 

Q14: What measures prevent unauthorized key use? 

• Data in transit: HTTPS/TLS encryption 

• On-device processing reduces transmission 

• Only essential non-PII is sent 

Structured and rapid response protocols per GDPR certification. Their minimal data model inherently 
reduces breach risk. 

Real-time system monitoring, bug alerting, and performance anomaly detection are in place. 

Q15: Has the system undergone external validation? 

• Regular audits performed 

• EU-GDPR certified 

• Additional details can be shared on request 

Section 4 - Accessibility and Inclusivity 
 

Q16: How does Privately accommodate users with disabilities or low digital literacy? 

Designed to require minimal text or technical skill. Alternative methods (e.g., QR scanning on mobile) are 
available. Also, Simple browser access and intuitive interface. Minimal setup or prior knowledge needed. 

Q17: Considerations for First Nations and Indigenous communities 
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Limited benchmarking conducted on publicly available First Nations data. 
 

Q18: How does the system support children in government care? 

System treats all users equally. Any additional provisions (e.g., for verified parental consent) are the relying 
party's responsibility. 
 
Section 5 - User Support and Adoption Challenges 
 

Q19: How does Privately handle user feedback and complaints? 

Usability tests and structured interviews are conducted. No direct public portal, as user engagement 
typically occurs through relying parties. 

Q20: Key strengths of Privately compared to competitors 

• Privacy-preserving by default (on-device processing) 
• Lightweight, secure, and scalable 
• No PII collection 

Q21: Biggest challenge in adoption 

• Variability in end-user device performance (e.g., low camera quality) 
• Browser-based systems depend on connectivity 

Final Notes 

• The system's performance may vary across devices. 
• Important that test environments document the devices used. 
• The technology balances accuracy, privacy, and efficiency, especially suited for privacy-conscious 

jurisdictions like Australia. 
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