
Age Check Practice Statement 
 
The scope of the following statements is the facial age estimation technology called 
FaceAssure, as offered by the Age Assurance Provider Privately SA. 
 
a) Our commitment to continual improvement of age checking 
practices 
 
Privately SA, an Age Assurance Provider, is committed to supporting measures of best 
practice to moderate the access children have to age-restricted goods, content and services. 
We are a member of the AVPA, participate in the discussions on IEEE 2089.1, ISO 
standards for Age Assurance, and promote age-appropriate design code to our clients. 
 
b) Age bands that users are to be checked against and data 
sources suitable for age checking that age band 
 
Privately’s FaceAssure uses the facial images of the tester to perform an age estimation. No 
other additional sources (primary or secondary) are required for our process. 
 
The system produces one of the following outputs: 

-​ An age range (minimum age, maximum age) of a person who performs age check 
with our system, along with a confidence score 

-​ Given an age buffer and a required confidence level, whether a user is assessed to 
be above or below the age threshold within the confidence level described in the 
input 

 
c) Indicators of Confidence 
 
Per ACCS’s Independent Evaluation Assurance Level 3 testing, FaceAssure is fit for 
deployment in a Challenge 25 environment, at a 95% confidence level.  The system has  
+99% accuracy to estimate 18-20 year olds as below 25 years of age. Likewise, our internal 
results suggest that we have +99% accuracy to estimate 13-16 year olds as below 21 years 
of age, and +99% accuracy to estimate 0-12 year olds as below 16 years of age. 
 
 

Age Group Recommended Buffer Expected Accuracy to 
keep age group below the 
recommended buffer 

0-12 16 99% 

13-16 21 99% 

17-19 25 99% 

 



 
FaceAssure comes with the live user guidance for optimal results. Our interfaces instruct the 
users to be within a certain distance from their cameras, place their head in a direct 
orientation, ask them to perform some gestures and speak control phrases, and so forth. 
 
d) Legal and regulatory age checking requirements that might 
apply to the relying party’s service 
 
There is a conscious choice of technology and operations within the company so that either 
as data processors or as data controllers we adhere to best practices. 
 

1.​ As data processors when we operate age estimation services: here we operate the 
service on behalf of a data controller. 

 
●​ Our clients, which are the relying parties, are considered as data controllers and as 

such they are responsible for the legal requirements pertaining to  
 

2.​ As data controller when we collect, retain and process data to train our machines OR 
when we retain data.  

 
●​ The majority of our data comes from publicly available datasets with appropriate 

commercial licenses (such as CC-0). 
●​ The rest of our data comes from multimedia which we collect with consent forms. 
●​ Data used for training is isolated from the rest of our operational data, relies on 

state-of-the-art encryption and security practices of our cloud service providers, and 
has a strict governance. 

 
e) The significance of User Anonymity for the Relying Parties’ 
users 
 
Our clients’ user bases are typically mixed in age categories, each of which have different 
levels of minimum requirements for user anonymity and data minimisation. Furthermore, we 
note that many online users value their anonymity, as such they will prefer technologies that 
require minimum personal information for age checking. 
 
FaceAssure upholds the highest standards for user anonymity - our system collects no PII 
(personally identifiable information) or biometrics, and implements all the necessary 
mechanisms to establish an age estimation without requiring such information to be 
transmitted to third party servers. We do not possess the means to track returning users, 
and we do not ask them for which services they will use the outcomes.  
 
 
f) Frequency of age re-checks needed 
 



We are confident of our system’s high level of reliability. The frequency of age re-checks 
depend on our data controller clients according to their policies and the regulatory regimes 
under which they operate. 
 
 
g) Requirement for enhanced data protection techniques, such as 
data minimisation, pseudonymisation, anonymisation 
 
Our Age Assurance technology is based on a privacy-by-design innovation which permits 
the processing of user data during age estimation on the user device itself, without the need 
of such data to leave the said user’s device. This implementation ensures user anonymity as 
a significant factor: no personally identifiable information of the user is available to us or any 
other third parties. At any estimation, only the following pieces of data are generated and 
transmitted:  

●​ A randomly generated transaction ID that cannot be traced back to any PII or device 
information 

●​ The age estimation result 
 
As such, FaceAssure archives data minimisation, pseudonymisation and anonymisation. 
The system is independently certified to be UK-GDPR compliant. 
 
h) Accessibility and Inclusivity 
 
Our relying parties, who integrate our solution, may provide alternative methods of 
processing. We can also redirect our users to our partners who perform ID verifications. 
 
Our system does not provide an outright rejection of access to goods and services - we relay 
our estimation and confidence levels to the relying parties to make their decision, whether it 
is allowing the users to retry the test another time (maybe even later into their usual 
experience), or just adjust their content to be age-appropriate. 
 
i) Format and language children/adult can understand 
 
The main language of the system is English; however, we provide the instructions also in 
French, German, Italian, Spanish, Portuguese, Korean, Chinese, and Japanese. 
 
j) Known exploits to circumvent age checks with any associated 
security measures needed to ensure more valid age checks 
 
As we perfect our AgeAssure product, within our controlled trials, we observed minors who 
are trying  to pass off as adults and some adults trying to pass off as children. 
 
Spoof detection, or genuine presence detection, or liveness check is an integral part of an 
industry-grade age estimation/verification system. AgeAssure is equipped with active and 
passive liveness checks. As such, we are able to detect and avoid 95% of such attempts. 



Furthermore, we have measures such as virtual media identification to avoid injection 
attacks. 
 
 

 

Paper bills 
 

Images projected from 
phones 

Printed Photos 

 

  

Printed Bended Latex Masks Mannequins 

 



 
Active Genuineness Check 

 
 
k) How we communicate our age checking policy to regulators, 
users and the general public 
 
Privately makes Terms & Conditions and Privacy Policy documents on AgeAssure 
accessible to the public. 
 
Furthermore, on the welcome screen of our public demos, we show the following messages:  
 

●​ You will be asked to enable your camera and microphone. Please note that your 
privacy and security is vitally important to us. Your video and voice clip will never 
leave from your device to any server. 

 
l) Audits 
Our audits and certifications are available in ACCS public registry: 
https://accscheme.com/registry/age-assurance/privately-sa/  
 

https://accscheme.com/registry/age-assurance/privately-sa/
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