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This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated
summary of the interview conducted with an age assurance technology provider participating in the trial.
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the
discussion with the vendor.

The questions for this interview were shared with the vendor in advance, ensuring a structured and
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary
purpose of this interview was to engage with the vendor on their submitted practice statement, delving
deeper into their technology, policies and deployment approach, particularly in relation to the Australian
regulatory, cultural and operational environment.

This document is intended to support transparency and consistency in the evaluation process by providing
a structured record of the discussion. It helps ensure that insights gathered through this interview are
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader
methodology. This interview complements the vendor’s practice statement, technical demonstration and
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on
the readiness, privacy compliance and operational effectiveness of the age assurance system.

Disclaimer

The inclusion of this interview summary does not constitute endorsement, certification or approval of any
product, service, or provider. The interview captures the perspectives and claims of the vendor as
discussed with the trial team, but they have not been independently verified in full. While the discussion
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated
in the discussion.

No guarantee is given as to the completeness, accuracy or ongoing applicability of the information
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy
endorsement.
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Summary of RightCrowd
Participant Interview Responses

Executive Summary

The Verification system offers a fast, secure, and highly accurate system using facial biometrics, ID
document checks, and liveness detection. It’s modular, scalable, NIST-certified, and designed to ensure
compliance, prevent fraud, and protect minors across digital platforms.

Interview Responses

Section 1 - Background and Overview

Q1: Overview of the system and its primary functionality

offers a biometric-based age verification system. It includes:

o Facial Age Validation via a selfie.

o ID Document Verification with OCR.

o Facial Biometric Check (matching selfie to ID).
0 Liveness Detection (active and passive).

o Database and Government Checks.

Q2: What is done to ensure age assurance?

o Facial analysis estimates age from a selfie in milliseconds.
o ID documents are scanned and validated using OCR and authenticity detection.
o Liveness checks ensure real-time user presence.

Q3: Inspiration for development and key problems it aims to solve
o Designed to provide fast, accurate, and secure age verification.

o Addresses growing online risks to minors and regulatory compliance needs.
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Q4: Industries or use cases currently utilizing the system

o E-commerce, gaming, social media, and age-restricted services globally.
o} Systems are "live in production" with real-world applications.

Q5: Assessments of impact on fundamental rights, including children's rights

The workflows and validation processes suggest alignment with privacy and inclusivity goals.

Section 2 - Privacy and Data Protection

Q6: Types of data collected, processed, and stored

o Selfie images, ID documents, biometric facial data, date of birth, and possibly identity
records from databases.

Q7: How is data collection determined?

o Determined by the workflow selected (e.g., selfie-only vs full IDV)

o Clients define thresholds and use cases.

Q8: Specific purposes of data collection

o To verify age and identity accurately and securely.

o Prevent spoofing and unauthorized access.

Q9: Can RightCrowd track users' activities?

The system is designed with GDPR-level privacy, suggesting high compliance standards.
Q10: Data encryption and security measures

o Uses NIST-tested facial biometrics, liveness detection, and document authenticity checks.
o ID tampering and fraud are intercepted in real time.

Q11: Can RightCrowd be hacked?

Veridas uses Renewable Biometric References (RBRs), which are encrypted, non-reversible, and non-
interoperable biometrics. These RBRs ensure that:

e Biometric data cannot be reconstructed into a face (anonymization).

® RBRs cannot be linked across different systems or use cases (pseudonymization).

e Each RBRis encrypted (AES-GLS-256) and unique per deployment.
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Section 3 - System Security and Fraud Prevention

Q12: How does the system prevent fraud?

personal data is never stored beyond the verification session, further ensuring privacy by design and
compliance with Australian Privacy Principles

Q13: Can users share their keys?
No, user data is secured with robust protocols both in transit and at rest, as detailed below.
Q14: What measures prevent unauthorized key use?

In Transit: All communications use TLS 1.2/1.3 encryption with SSL (Secure Sockets Layer) certificates to
protect data integrity during transmission.

® At Rest: Data (if temporarily held) is encrypted using AES-GLS-256, one of the highest industry standards.
® AP| Protection: APl access is secured with API keys, IP whitelisting, rate limiting, and WAF (Web
Application Firewall) to block malicious traffic.

o Cloud Security: Hosted on AWS with compliance certifications like ISO 27001, SOC 2 Type Il, and
successfully carried on Pentesting.

Q15: Has the system undergone external validation?

@ |SO/IEC 27001 (Information Security Management Systems)

® SOC 2 Type Il and SOC 3 (cloud security and operational reliability)
® iBeta Level 1 & 2 PAD Certification for liveness detection.

Section 4 - Accessibility and Inclusivity

Q16: How does RightCrowd accommodate users with disabilities or low digital literacy?

Veridas ensures accessibility for users with disabilities by adhering to WCAG 2.2 AA standards, providing
inclusive design across its capture and verification components. Key measures include:

® Real-time guidance and voice prompts for users with visual impairments.
e Hands-free, automatic capture of selfies and documents to assist users with low dexterity.
o Flexible interface layouts compatible with screen readers, magnifiers, and assistive devices.

e Multilingual, customizable tutorials for clear step-by-step guidance suited to varied cognitive abilities.
These features ensure the system is usable by individuals of all abilities, including children, elderly users,
and those with physical or cognitive challenges.
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Q17: Considerations for First Nations and Indigenous communities
Veridas is prepared to:
e Collaborate with Indigenous advisors appointed by the AATT Stakeholder Advisory Board.

e Ensure demographic fairness testing includes Aboriginal and Torres Strait Islander representation, in line
with AATT requirements for statistically significant sampling.

e Adapt system interfaces for cultural sensitivity in language, imagery, and consent flows where required.
Q18: How does the system support children in government care?

Veridas' system does not require parental information or identity linkage unless legally mandated, making
it accessible to children in looked-after care (e.g., foster care, group homes). Key points:

e Independent Age Estimation: Children can complete age checks using only a selfie without needing a
parent/guardian.

e Fallback via Document Verification: If needed, a child’s official ID can validate age without parental
involvement.

® Privacy-First: No unnecessary data about family or guardianship status is collected or stored.

Section 5 - User Support and Adoption Challenges

Q19: How does RightCrowd handle user feedback and complaints?

Veridas has clear mechanisms for users and clients to report issues, raise complaints, or suggest
improvements:

e Dedicated Support Channels: Users can contact security@veridas.com or dpo@veridas.com for security
incidents, privacy issues, or complaints.

e Manual Review Requests: If a user disagrees with an automated age verification result, Veridas offers
manual intervention to review decisions.

® Incident Response Protocol: Veridas commits to acknowledging and acting on complaints or incidents
within 24 hours.

e Continuous Improvement: Feedback gathered from users is fed into internal quality management
processes (aligned with 1ISO 9001 standards).

Q20: Key strengths of RightCrowd compared to competitors

® Zero-Data Policy: Veridas does not store personal or biometric data, returning only a binary age eligibility
result, minimizing risk and ensuring compliance with local regulations (e.g., GDPR, BIPA, and Australia’s
Privacy Act.)

eThe facial biometric engine is based on Artificial Intelligence and is designed to protect privacy by default
and by design. Veridas solution employs Renewable Biometric References (RBR) and complies with ISO
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24.745. Through artificial intelligence, facial representations of users are transformed into Irreversible,
non-unique and non-interoperable references, ensuring maximum security without compromising privacy.

e Dual Method Assurance: Combining facial Age Estimation (MAE 1.55 years, ACCScertified) with fallback
to Age Verification authenticity of document, offering both speed and certainty.

e Independent Validation: Veridas ranks top-tier in NIST FRTE, PAD, and iBeta Level 1 & 2 certifications for
i0S, Android, Web mobile and desktop, outperforming AWS and Yoti in key metrics.

® Robustness: An age verification solution is only as robust as the liveness detection solution. If the
liveness detection is imprecise, then the system is not robust. Veridas is one of only two companies in the
world that has certified its solution with iBeta in both APP and web, thus enabling a global reach of its
solutions. On the other hand, Veridas' solution has the ability to detect advanced injection attacks through
deepfakes.

e Customizability & Accessibility: Supports WCAG 2.2, multi-language flows, and seamless integration
across social media, web platforms, and mobile apps.

® Cross-Platform Compatibility: Seamless integration with social media apps (e.g., Instagram, WhatsApp,
Facebook), major browsers (Chrome, Safari, Firefox), and OS/devices across iOS, Android, Windows, Linux,
and MacOS. Ensuring approachability for the vast majority of the population.

e Customizable UX: Offers over 100 configurable parameters (Ul flow, language, retry logic, branding) for
tailored experiences suited to children, teens, and adults in different cultural, physical capabilities or legal
contexts.

Q21: Biggest challenge in adoption
Primarily related to external dependencies and regulatory complexity, not technical capability:

1. Access to Authoritative Data Sources: Integration with government databases (e.g., Australia's
Document and Face Verification Services) can be delayed due to jurisdictional, legal, or APl availability
issues, impacting seamless onboarding in some regions.

2. User Reluctance: Despite strong privacy guarantees, users may hesitate to take selfies or share ID due to
perceived intrusiveness, requiring continuous education and user experience refinement.

Final Notes

A crucial aspect not yet emphasized is Veridas’ ability to deliver a modular, fully sovereign deployment
model, which is especially important for Australia's regulatory and cultural context:

® Cloud or On-Premise Flexibility: Veridas can deploy either in Australian AWS regions, on GCP, or entirely
on-premises, giving relying parties full control over data residency, auditability, and integration with
government services like DVS or FVS (Document Verification Service and Face Verification Service).
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e Audit-Ready Architecture: Veridas supports real-time logs, traceability, and no Pll storage in its systems,
allowing regulators or relying parties to retain full evidence chains without compromising user privacy.

@ 360 identity ecosystem: Veridas has created solutions that cover IDV, face and voice biometrics, that can
be deployed in digital and physical environments, preventing fraud, identity theft, monitoring AML
activities and enhancing physical access security.

e Alignment with ISO/IEC 27566-1: Every aspect of Veridas, from its RBR-based privacy safeguards to its
PAD certifications and bias evaluations, has been structured to match the Age Assurance standard now
under consideration for international adoption.

In the context of the AATT, Veridas offers not just compliance and innovation, but a privacy first, inclusive
framework that can scale across digital, regulatory, and cultural boundaries unique to Australia.
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