RIGHTCROWD

EVERYOME OM SITE IS RIGHT

ISO 27566-1 Practice Statement

Solution Owner: RightCrowd

RightCrowd is a(n) Age Assurance Provider (an entity responsible for providing age assurance results to a relying
party)

This is a practice statement for the age assurance solution known as Veridas Age Verification
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The system and practice statement are kept under continuous and regular review in the following way:

Veridas integrates a structured approach that includes automated testing, security audits, and oversight by top
management.

1. Automated and Systematic Testing

Veridas employs GitLab pipelines to automate various testing processes, ensuring that solutions maintain high
performance and compliance with industry standards. These tests include unit tests (coverage >90%), functional tests
(OCR, biometric matching, liveness detection), performance tests, and load tests to validate response times and
reliability.

2. Security and Risk Assessment Reviews

Regular risk assessments are conducted following I1SO 27001, ISO 27002, and I1SO 31000 standards, evaluating risks in
terms of confidentiality, availability, integrity, authenticity, and traceability. These assessments help define risk
mitigation strategies and maintain compliance with security best practices.

3. Change Management and Governance

Veridas has a comprehensive change management policy that applies to any modifications in systems, infrastructure,
and external integrations. Changes are classified into pre-approved, minor, major, and emergency, ensuring proper
approval from management before deployment. All changes are recorded with detailed information, including
requesting party, impact analysis, and test results.

4. Executive Oversight and External Audits

Top management is actively involved in overseeing security policies, reviewing audit reports, and ensuring regulatory
compliance. Annual penetration tests are conducted by external cybersecurity firms, such as Tarlogic Security, which
recently confirmed that Veridas had zero security vulnerabilities in its system.

By integrating automated testing, rigorous security assessments, structured change management, and executive
oversight, Veridas ensures that its system and practice statement remain up-to-date, secure, and aligned with global
industry standards.
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This solution is designed to test the following age eligibility requirements:

Veridas' age-related eligibility verification is designed to ensure compliance with regulatory requirements while
providing a seamless user experience.

1. Age Eligibility Determination

The system identifies whether a user meets the required age threshold based on either facial age estimation or
document-based verification. If a user's estimated age is above a predefined threshold, they can be granted access
without further verification. If the system cannot confidently determine eligibility, it prompts the user to submit an
official ID for validation. This user journey can be modified to the level of assurance with multiple methods the local
policy and regulations may establish.

2. Policy Compliance and Regulatory Alignment

The age verification framework aligns with policies set by regulators, online platforms, and government agencies,
ensuring compliance with laws governing age-restricted content, financial services, and other controlled industries.
The system does not store or infer personal attributes beyond age determination, reinforcing privacy by design
principles.

3. Role of Intermediaries

\Veridas' technology integrates seamlessly with platform providers, online services, and regulatory bodies that enforce
age eligibility standards. In cases where an external state service connection is required (e.g., national ID registries),
Veridas facilitates direct verification through secure APIs, ensuring that age validation adheres to jurisdiction-specific
legal frameworks.

IThis comprehensive approach enables businesses and institutions to implement robust, compliant, and user-friendly
age verification processes while minimizing friction and ensuring regulatory adherence.

This solution utilizes the following Age assurance components:

Veridas' age assurance system is built on robust biometric and document verification technologies, ensuring
compliance, accuracy, and security.

1. Age Assurance Components and Sources

Veridas employs multiple approaches for age verification, using both primary authoritative sources and biometric
estimations. The system supports:

-Facial Age Estimation: Al-driven analysis of a single selfie image to estimate a user's age with a Mean Absolute Error
(MAE) of 1.55 years.

-Document-Based Verification: Optical Character Recognition (OCR) and fraud detection on official IDs, with a global
database of 7,000+ identity documents.

-Australia State Service Connections: Integrations with government documents to verify age directly against official
databases. Veridas deployment/operations team has the ability to interface all of the Australian State Document
within a matter of weeks.

2. Age Verification and Estimation Methods

If facial age estimation determines the user is over a predefined threshold, access is granted immediately.

If confidence is low or the estimated age is under the set threshold for the application, a secondary verification via an
ID document is required.

3. Identity Binding and Non-Repudiation

Identity Binding: Veridas ensures that a user's biometric data is securely linked to their verified identity, preventing
impersonation attempts.The ID verification supports all official Australia's identity documents, verifying authenticity
through multiple security checks, including:

-Expiration date validation to ensure the document is valid.
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-Machine Readable Zone (MRZ) and Visual Inspection Zone (VIZ) consistency for fraud detection.

-Detection of photocopies, altered images, and screen-based forgeries.

-The system performs a biometric comparison between the ID photo and a real-time selfie. Real-time face matching
with high accuracy (assessed by NIST FRTE 1:1 and 1:N ranked #2 worldwide)

For enhanced security, multiple documents can be used in the verification process, ensuring that an individual’'s ID
card, passport, or driver’s license belong to the same person.

Non-Repudiation Principle: The system maintains audit trails and encryption measures, ensuring that identity
verification results cannot be tampered with or denied.

4. Fail-Safe Mechanisms for Uncertain Age Estimation

Liveness Detection: Certified iBeta Level 1 and 2 PAD detection to prevent spoofing, deepfakes, or photo
impersonations.

Fallback to Document Verification: If age estimation is inconclusive, the system requires an ID document for final
validation.

Privacy Protection: The system does not infer personal attributes beyond age verification and adheres to data
minimization principles, sharing only an age eligibility indicator.

5. Inclusive System for multiethnicity and low-dexterity individuals.

Veridas’ Al models are regularly evaluated for bias to ensure fairness across different ethnicities, ages, and genders.
The system does not infer non-relevant attributes (such as gender, race, or emotional state), ensuring compliance
with ethical Al standards.

To assist users with low dexterity or visual impairments, Veridas provides:

-Automatic focus and exposure adjustments to enhance image capture quality.

-Step-by-step tutorials and visual aids to guide users through the process.

-Manual document capture options for users struggling with automatic scanning.

Furthermore, language adaptability ensures usability for diverse populations, and compliance with WCAG 2.2
standards guarantees digital accessibility

By combining biometric accuracy, government integrations, and robust security principles, Veridas delivers a highly
reliable and compliant age assurance system.
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This solution delivers results to meet the following Indicators of confidence:

Veridas’ age assurance system ensures high accuracy and reliability, backed by industry certifications and rigorous
testing methodologies. Key confidence indicators include:

1. Facial Age Estimation Accuracy
Certified by ACCS, with a Mean Absolute Error (MAE) of 1.55 years. Veridas’ age estimation engine is twice as
accurate as AWS, based on internal evaluations.

2. Liveness Detection and Fraud Prevention
iBeta Level 1 and 2 PAD (Presentation Attack Detection) certified for both active and passive liveness detection, is
capable of detecting deepfakes, mask attacks, and injection attempts, preventing spoofing and identity fraud.

3. Identity Verification with State Services
Currently, Veridas supports millions of verifications through government databases. This will enable Australia state
services to have complete surveillance of the cases that must comply with this validation.

4. Document Validation Confidence Scores

Covers 7,000+ ID types globally, ensuring robust document authentication.
Detection rates:

99.9% detection of photocopies

99.5% detection of screen-replay attacks

99.3% detection of photo impersonation attempts.

Veridas development team within a matter of weeks can expand the number of covered documents with a vetted and
approved authoritative source/government agency.

5. Privacy and Compliance Measures

Zero-Data Approach: Veridas provides a binary indicator of age eligibility, not storing personal data.

Fully compliant with GDPR, Al Act, BIPA, ISO 27001, and The Privacy and Other Legislation Amendment Act 2024 in
Australia.

By integrating facial biometrics, authoritative document verification, and Al-powered fraud prevention, Veridas
delivers one of the most reliable and privacy-conscious age assurance in alignment with Australia AATT.
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The solution applies the following Binding process:

Veridas ensures secure and verifiable identity binding in its age assurance system through biometric verification,
document validation, and privacy-focused encryption technologies.

1. Biometric Identity Binding

[The facial biometric engine compares selfie images with ID document photos to confirm that they belong to the same
individual. Veridas uses proprietary deep learning algorithms, ranked among the top biometric solutions by NIST
(FRTE 1:1 and 1:N evaluations).

2. Multi-Document Validation

The system supports processing up to three (3) different identity documents to ensure strong identity verification.
When multiple documents are provided, Veridas verifies each document separately and cross-matches them through
biometric comparison.

3. Privacy-Preserving Identity Binding

Veridas employs Renewable Biometric References (RBRs), ensuring that biometric templates are:
Irreversible (cannot be reconstructed into an original face).

Non-unique (not linked to a single stored profile).

Non-interoperable (cannot be used across different systems).

RBRs are encrypted using AES-GLS-256, ensuring maximum security while preventing unauthorized access.

4. Fraud Prevention

Veridas offers multiplatform compatibility to perform liveness detection and injection attack prevention, against
identity spoofing and deepfakes.The system logs all identity verification attempts, ensuring a complete audit trail for
non-repudiation.
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The solution achieves Privacy and data protection as follows:

Veridas is committed to privacy by design and by default, ensuring compliance with global data protection regulations
while processing only the minimal data required for age assurance.

1. Compliance with Data Protection Laws and Regulations

Veridas adheres to strict privacy laws, including: General Data Protection Regulation (GDPR) in Europe, Biometric
Information Privacy Act (BIPA) in lllinois, USA, among other local regulations adequate for each region.

All data processing is conducted within secure AWS cloud servers, ensuring compliance with data residency
requirements

2. Minimal Data Processing & Age Assurance Indicators

Along the Age Assurance journey, Veridas applies the principle of information minimization, meaning:

Veridas does not store the user’s date of birth or exact age, only returning a binary indicator of whether the person
meets the age requirement.

If a user is flagged for additional verification, only necessary biometric or document data is temporarily processed to
confirm age.

3. Purpose Limitation and Secure Data Storage

Personal data collected for age assurance is strictly limited to this purpose and is not repurposed for other uses.
Processed data persists only for the seconds necessary to process verification and is then automatically deleted
unless retained by the client. For incomplete or abandoned verifications, data is automatically purged within a
configurable timeframe. Veridas does not maintain any data once processed.

As mentioned, if the end client wishes to have this data Veridas will in real time transfer the data while processing the
verification to the end client systems. Once verification is processed (1 second for AA) data is destroyed and removed
from Veridas.

4. User Rights & Transparent Decision-Making

Access and Control: Users can request access to their data, rectification, or deletion as per GDPR’s ARCO rights.
Challenging Automated Decisions: If a user disputes a verification result, Veridas provides manual review mechanisms
to prevent unfair rejections.

Security Incident Response: Veridas follows a strict incident management protocol, ensuring breaches are reported
within 24 hours to the necessary authorities.
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The solution demonstrates ease of use as follows:

Veridas' age assurance system is designed to be intuitive, accessible, and user-friendly for individuals of all ages and
technical abilities.

1. Guided and automated capture

Veridas’ capture interface presents a white label set, adopting the look and feel of the platform, with more than 100
possible configurations, it allows:

Automatic document capture: The system only captures an image when the conditions are optimal, preventing errors
due to glare, poor lighting, or incorrect positioning.

Real-time guidance: Users receive visual and textual feedback to correctly align their document or face within the
frame.

Flexible orientation: The system supports portrait and landscape modes, ensuring compatibility across different
devices.

2. Accessibility for all users

Veridas’ document and selfie capture components are designed with ease of use, intuitive interface, and visual
prompts, allowing customizable tutorials to help users understand the process, making it suitable for children and
elderly individuals.

Hands-free options: Users with dexterity limitations can rely on automatic face and document detection to minimize
manual interaction.

WCAG 2.2 compliance: The system adheres to international digital accessibility standards, ensuring usability for
individuals with disabilities.

3. Cross-Device Compatibility

\Veridas’ components, either native or web, works on mobile, tablet, and desktop devices across iOS, Android,
Windows, Linux, and MacQS, supporting all major browsers (Chrome, Safari, Firefox, Edge, Opera) and native mobile
apps.

\Veridas enables seamless age verification across Facebook, WhatsApp, and Instagram, ensuring frictionless,
compliant, and privacy-focused user verification within social media platforms.
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Security measures applied to the solution are as follows:

Veridas has designed its age assurance system to fully align with the security characteristics outlined in the AATT
D-2.9 Evaluation Proposal Report. By integrating cutting-edge biometric security, rigorous data protection measures,
and industry-leading fraud prevention mechanisms, Veridas delivers a robust, privacy-compliant, and highly secure
solution for verifying user age.

1. Privacy Protection: Data Minimization & Zero-Storage Principle

Veridas adheres to strict global data protection regulations, including GDPR (Europe), BIPA (U.S.), Australian Law and
other local regulations, ensuring that users’ personal information is handled with the highest standards of
confidentiality. Veridas follows a Zero-Data policy, meaning it does not store biometric templates or personally
identifiable information (PIl) beyond the duration of the verification process. Veridas’' Age Verification system provides
@ binary age eligibility indicator, significantly reducing the risk of data misuse or breaches. This approach guarantees
user anonymity while ensuring compliance with regulatory frameworks.

2. Data Security: Advanced Encryption & Access Controls

To protect sensitive information, Veridas implements end-to-end encryption (AES-GLS-256) for both stored and
transmitted data. The system is fortified with API authentication, request throttling, and rate limiting, ensuring that
only authorized entities can access the verification service. Additionally, Web Application Firewall (WAF) protection
and real-time intrusion monitoring further safeguard the system against external threats.

3. Fraud Prevention & Non-Repudiation

\Veridas sets the gold standard in fraud prevention through iBeta Level 1 & 2-certified liveness detection, which
effectively blocks deepfake, mask, and replay attacks. The system integrates presentation attack detection (PAD) and
injection attack prevention mechanisms, making it virtually impossible for false identities to bypass the verification
process. By implementing non-repudiation mechanisms, every authentication attempt is cryptographically recorded,
ensuring that identity verification results are tamper-proof and legally defensible.

4. Accuracy & Reliability: Unmatched Biometric Performance

\Veridas’ age estimation Al is recognized for its industry-leading precision, boasting a Mean Absolute Error (MAE) of
just 1.55 years. The system achieves 0% false classification of minors -as certified by ACCS and ACCS testing
parameters (see certificate in this link)- providing exceptional reliability in preventing underage access to age-
restricted services. Additionally, Veridas’ facial recognition engine ranks among the top in NIST evaluations for 1:1,
and got ranked as #2 in 1:N biometric matching (for 1 against 12 million identities test), ensuring high accuracy and
speed across all verification processes.

5.Bias Minimization & Fairness: Ethical Al & Multiethnic Inclusivity

Veridas is committed to Al fairness, ensuring that its biometric models undergo continuous evaluation to prevent bias
related to ethnicity, age, or gender. The system is rigorously tested against multiethnic datasets (resulting in 0 bias
among diverse ethnicities measured by the NIST), ensuring equal accuracy and fairness across all demographics.
Unlike other age verification systems, Veridas does not infer non-relevant attributes such as race, gender, or
emotional state, ensuring that users are treated fairly and without discrimination.

By combining state-of-the-art encryption, Al-powered fraud detection, and privacy-by-design principles, Veridas fairly
meets the security requirements for age assurance systems. Its commitment to data security, fairness, and regulatory
compliance makes it a trusted partner for businesses and regulatory bodies worldwide.
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The solution protects human rights in the following ways:

Veridas ensures that its age assurance system is implemented with a strong commitment to human rights,
emphasizing accessibility, inclusivity, and transparency.

1. Accessibility and Inclusivity for All Users

[The system is optimized for users of all technical backgrounds, including children, elderly users, and individuals with
disabilities, it supports voice assistance, real-time guidance, and customizable user flows to make the experience
intuitive. Veridas’ user journey completely complies with WCAG 2.2 accessibility standards, ensuring digital inclusion.

2. Preventing Undue Restrictions on Services

Veridas applies age verification only when legally required, preventing unnecessary barriers to essential services like
news, healthcare, and education. Ensuring that users who meet the required age are not wrongfully restricted, while
preventing minors from accessing inappropriate content.

3. Transparent and Understandable Processes
Users receive clear and meaningful explanations of how their age is verified, in multiple languages and formats
suitable for both children and adults.

\Veridas comply with the minimal data processing principle, the system does not store full personal data, only the age
eligibility indicator is shared with the relying party, enhancing privacy and security.

Optional, manual reviews are available for users to challenge incorrect decisions, ensuring fair and accountable
processes. Veridas offers a back.office component for audits and administration control when required, it is worth
noting that this component is an on.premise installation on the auditor entity, isolated from Veridas’ infrastructure.

By integrating user-friendly accessibility, rights protection, and data transparency, a fair and responsible age
assurance system aligned with human rights standards are guaranteed.

The solution has been subject to audit, certification and review in the following ways:

IThe most recent external audit was conducted on November 6, 2024, focusing on the facial and identity verification
solution. The audit was performed by Tarlogic Security SL, a specialized cybersecurity firm, which assessed the
system’s security, performance, and compliance with international data protection standards. The findings confirmed
that no critical vulnerabilities were identified, reinforcing the system’s robustness against threats such as identity
fraud, data breaches, and spoofing attempts.

\Veridas holds several certifications that validate its compliance with security and data protection regulations. The
system is ISO 27001 certified, ensuring an effective Information Security Management System (ISMS) is in place. It
also meets SOC 2 Type Il and SOC 3 standards, which guarantee operational reliability and cloud security.
Additionally, Veridas has obtained ACCS certification, recognizing its age verification accuracy. To prevent fraud, the
company has successfully passed iBeta Level 1 and Level 2 PAD (Presentation Attack Detection) testing, confirming its
resistance to deepfakes, masks, and replay attacks.

Beyond formal audits and certifications, Veridas continuously monitors and reviews its system through automated
security testing tools such as Veracode, Burp Suite, and API fuzzing techniques. The system follows a structured
change management process, where any major updates undergo executive approval and security validation before
deployment. Additionally, Veridas enforces real-time monitoring and automatic data deletion mechanisms to comply
with privacy-by-design principles, ensuring that no unnecessary user information is retained.

Through regular comprehensive audits, internationally recognized certifications, and continuous system evaluation,
\Veridas maintains a secure, compliant, and trustworthy age assurance solution, providing businesses and regulatory
bodies with a reliable method for identity verification and fraud prevention.
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