ISO 27566-1 Practice Statement

Solution Owner: Sedicii Innovations Limited

Sedicii Innovations Limited is a(n) Age Assurance Provider (an entity responsible for providing age assurance results to
a relying party)

This is a practice statement for the age assurance solution known as Age Assurance

The system and practice statement are kept under continuous and regular review in the following way:

Our age assurance system and practice statement are kept under continuous and regular review through a structured
process that ensures they remain effective, compliant with regulations, and aligned with organisational goals. This
ongoing review typically involves several key activities:

Regular Monitoring and Audits

- Internal Audits: The system is regularly audited by internal teams to ensure that our age verification processes are
working effectively. Audits can check whether the systems are accurate, secure, and compliant with legal and ethical
standards.

- External Audits: Independent third-party audits may be commissioned periodically to evaluate the system’s
effectiveness, ensuring objectivity and external validation.

Feedback Loops

- User Feedback: Gathering feedback from users who interact with the system helps identify areas for improvement. If
users experience issues with age verification, the system can be adjusted accordingly.

- Stakeholder Feedback: Input from stakeholders, including regulatory bodies, consumers, and business partners,
helps refine the age assurance practices.

Review of Legal and Regulatory Changes

- Legal Updates: The system will be reviewed and updated periodically to reflect any changes in laws and regulations
regarding age verification, privacy, and data protection. This requires monitoring legislative developments and
consulting legal experts.

- Compliance Checks: Regular checks are conducted to ensure that the organization remains compliant with relevant
@ge assurance laws, such as COPPA (Children’s Online Privacy Protection Act) or GDPR (General Data Protection
Regulation), especially when dealing with minors’ data.

Senior Management Involvement

- Management Reviews: Senior management, often including the board, holds periodic reviews of the age assurance
system. They examine reports, audit results, and compliance documentation to ensure the system meets strategic
objectives.

- Strategic Oversight: Top management sets the tone for the organisation's commitment to age assurance. They
ensure that the practices align with corporate values and are appropriately resourced.

Continuous Improvement

- Technology Upgrades: As technology evolves, the age assurance system may be updated to incorporate more
effective tools, such as artificial intelligence, for more accurate and secure verification.

- Process Refinement: The organization regularly assesses its internal processes, refining them to reduce errors,
improve efficiency, and increase customer satisfaction.
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Training and Awareness Programs

- Staff Training: Employees involved in the implementation or management of the age assurance system receive
continuous training to stay updated on best practices, legal requirements, and any changes to internal policies.
- Management Awareness: Top management is kept informed about developments in age assurance practices
through regular reports and briefings.

Reporting and Documentation

- Internal Reporting: Regular reports are submitted to senior management, detailing performance metrics, user
feedback, and any regulatory updates or non-compliance issues.

- Documentation Updates: The system's documentation, including this practice statement, is regularly reviewed to
reflect changes in the system, processes, and regulatory landscape.

Risk Management and Incident Response

- Risk Assessments: Periodic risk assessments identify potential vulnerabilities or threats to the system, such as data
breaches or non-compliance. These assessments ensure the system is robust and resilient to emerging risks.

- Incident Reviews: In case of a failure in age verification or a security breach, top management participates in a post-
incident review to assess what went wrong and implement corrective actions.

By following this structured approach, we ensure that our age assurance system remains reliable, legally compliant,
and aligned with best practices, with continuous oversight from top management to maintain high standards of
accountability and effectiveness.

This solution is designed to test the following age eligibility requirements:

Sedicii will provide a single use credential to a Relying Party certifying that a person seeking to access its services has
been identified as being under, or over, or between certain age thresholds without disclosing anything further about
the identity of the person. The credential will be capable of being authenticated with Sedicii as having originated from
this organisation.

This solution utilizes the following Age assurance components:

Sedicii uses the device camera to scan an official government issued ID, extracts the recorded attributes via OCR,
calculates the age of the individual, confirms that the presenter's selfie matches the photo in the ID and that the
individual is a real person. If the person does not have an ID, a declaration is made by the presenter that includes a
government ID that can be verified using a zero knowledge proof to confirm the person's name and date of birth. if
the presenter is below a mandated age threshold that requires parental consent, a request is issued to the parent
requesting the parent identify themselves and grant or deny consent for their child to apply for the age assurance
credential.

The credential being issued will contain a confirmation that the person is under or over the required age threshold and
contain no other information that could be used to identify the person. On each subsequent occasion, a new, one-time
use credential is issued that cannot be connected to any previously issued credential.

This solution delivers results to meet the following Indicators of confidence:

ITwo methods are used to establish confidence in the age assurance process. The first is scanning an official
government issued ID that is inspected for anti-counterfeit features to ensure it is authentic.

In the absence of a government issued ID, the second is the use of zero knowledge proofs to verify a set of declared
identity attributes against an authoritative source (ideally the government) to be true without any sharing or exposure
of the underlying information. In the case of a minor this method will be combined with a confirmation from a parent
stating that the photo of the presenter is their child. The confidence level in both scenarios will be close to 100%.
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The solution applies the following Binding process:

The person presenting themselves is verified through the comparison of a selfie which is compared against the photo
in the presented ID using biometric matching methods. The selfie is retained for authentication at subsequent
sessions through the capture of a new selfie and its match against the reference image on file for the user. In the
event no photographic government ID is available the next best thing available is to compare a declared identity
against its reference record contained in an approved authorities' database. Once confirmation is received AND a
verified parent has granted consent and confirmed the presenter is their child (via selfie photo confirmation) in the
case of a minor, a selfie of the presenter will be taken and kept of record for use in subsequent sessions.

The solution achieves Privacy and data protection as follows:

Sedicii operates on the Privacy by Design principle outlined in GDPR. We will only store the minimal amount of
information necessary to verify the identity of the person and ensure billing is correct. Once the identity has been
confirmed we will record a selfie of the person, store it in encrypted form for use in subsequent sessions. This is the
only information that will be retained. When an authentication has been completed, the credential to be presented to
the Relying Party will contain no information on the identity of the person and only contain information on whether the
presenter is under or over a certain age or within a certain age range. The credential being used will only ever be
used once so that no possibility exists that the credential can be linked to a previous session. Note: the IP address of
the presenter will not be masked. This is outside the scope of our service.

The solution demonstrates ease of use as follows:

IThe processes used require a general understanding of how to use a smartphone or a camera enabled laptop or
tablet. The processes involved are intuitive and will be easily understood by anyone who has familiarity with
accessing online banking or other services that require registration or enrollment. Subsequent uses of the service,
post registration, will require nothing more than looking at the camera on the presenter's device and the service will
be able to authenticate you and authorise your anonymous access to the service you are seeking to access.

Security measures applied to the solution are as follows:

Sedicii uses https as default for all data transfers between a user device and our servers. Any data stored post
registration is encrypted. Sedicii is certified to ISO 27001:2022 information security standards and has also conducted
penetration tests on its production services. Any identified issues are promptly remediated in an ongoing process.

The solution protects human rights in the following ways:

Sedicii provides open access to all its services. We follow design practices to ensure inclusivity wherever possible. We
have implemented policies as part of our ISO 27001:2022 certification that commit our company to ensuring we follow
practices to eliminate modern day slavery, bullying, gender or religious discrimination. The policy documents are
available to review on request.

The solution has been subject to audit, certification and review in the following ways:

Sedicii is 1ISO 27001:2022 certified. We provide detailed descriptions of the processes within our business that govern
the management of sensitive personal data, the controls and the risks surrounding them. All policies and procedures
are reviewed on an annual basis and any improvements identified are implemented. Copies of our certification are
available on our website - https://www.sedicii.com
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