




  

Privacy by design is at the heart of the ShareRing identity service solution with the self-sovereign model 
putting control of identity data in the hands of the user, and with ShareRing reducing the extraction, flow 
and storage of sensitive data to the absolute minimum. 
 
The self-sovereign identity model gives a paradigm shift of control to the user in terms of how their sensitive 
identity data is stored by authorised IdSPs. The model enables a massive benefit for the user in terms of 
significantly reducing the risk of data breaches on traditional IdSP honeypots. For ShareRing the self-
sovereign model enables a privacy by design solution that effectively simplifies our ability to meet GDPR 
requirements, as the model design minimises the processing, transport and storage of user PII. 
 
A user who wishes ShareRing to remotely verify their identity will actively consent to undergo a process that 
executes both document validation and biometric verification. The majority of the data processing will occur 
within the ShareRing App on the user device, with the bare minimum of user data leaving the confines of 
the device. No additional user data is stored by ShareRing as a result of the identity verification process. 
(As part of user onboarding ShareRing requests and validates the user’s registered email, and this remains 
the only PII retained by ShareRing as part of the identity verification process.) 
 
The process requests the user to take a photo of their NFC enabled document in order for ShareRing to 
extract their identity information from the chip in the document. (The data extracted by OCR from the photo 
of the document MRZ is required in order to access the chip.) The data extracted from the chip includes the 
name, date of birth and document ID, as well as a digital copy of the photo of the user that is shown on the 
document. ShareRing performs checks at this stage to check that the chip is properly signed by the issuing 
authority and that the chip has not been cloned. ShareRing also performs a cross reference of the data that 
appears in the MRZ and visual zone of the document, as well as checking that the document has not 
expired. 
 
At this point in the process there has been no transport of any identity data outside of the ShareRing App on 
the user's device. 
 
If the document passes validation checks that are made within the ShareRing App, then the user is 
requested to take a video selfie. 
 
The extracted photo and selfie video are then sent to a ShareRing API for onward transmission to a third 
party API provided by a biometric specialist for biometric processing to determine liveness and face match 
the video to the extracted photo. The biometric specialist purges all data after their liveness and face match 
processing. No other PII data is sent outside of the App, ie no name, DoB. 
 
Once ShareRing completes the document validation and biometric verification, it then creates a non-
reversible hash of the data, including the passport image from the OCR (which is important in terms of 
preventing dictionary attacks from pseudoanonymised data), which is written by ShareRing to the 
ShareLedger blockchain as a verifiable credential (W3C standard.) It should be noted that the hash is 
generated from within the App such that the PII like name and date of birth never get sent to a ShareRing 
API. This hash can be subsequently recreated by relying parties on receipt of data from a user who claims a 
ShareRing Verified Identity in order for the relying party to confirm that the data has not been changed since 
verification by ShareRing (ie any change to the data will result in the generation of a different hash value.) 
 
No identity data is processed or stored by ShareRing on our back end platforms with the exception of 
transport of the photo and selfie to a sub-processor, and storing of the user email address as part of the 
account setup process. 
 
The user holds their data on their device in their encrypted vault. The user then controls with which relying 
party they choose to share their verified identity data. 
 







  
The product for ePassport processing is certified under the UK Digital Identity and Attributes Trust 
Framework. The full audit was conducted by ACCS in Q4 2023 with a surveillance audit following in Q4 
2024. 

 




