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This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated
summary of the interview conducted with an age assurance technology provider participating in the trial.
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the
discussion with the vendor.

The questions for this interview were shared with the vendor in advance, ensuring a structured and
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary
purpose of this interview was to engage with the vendor on their submitted practice statement, delving
deeper into their technology, policies and deployment approach, particularly in relation to the Australian
regulatory, cultural and operational environment.

This document is intended to support transparency and consistency in the evaluation process by providing
a structured record of the discussion. It helps ensure that insights gathered through this interview are
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader
methodology. This interview complements the vendor’s practice statement, technical demonstration and
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on
the readiness, privacy compliance and operational effectiveness of the age assurance system.

Disclaimer

The inclusion of this interview summary does not constitute endorsement, certification or approval of any
product, service, or provider. The interview captures the perspectives and claims of the vendor as
discussed with the trial team, but they have not been independently verified in full. While the discussion
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated
in the discussion.

No guarantee is given as to the completeness, accuracy or ongoing applicability of the information
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy
endorsement.
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Summary of TruAnon Participant
Interview Responses

Executive Summary

The system provides privacy-focused, user-controlled age assurance through verifiable digital identities. It
ensures compliance, scalability, and inclusivity while avoiding data storage, enabling secure access to age-
restricted services via decentralized, revocable identity proofs adaptable to evolving laws and diverse
demographics.

Interview Responses

Section 1 - Background and Overview

Q1: Overview of the system and its primary functionality

III

TruAnon provides a full “waterfall” of privacy-first, continuous proofing for identity validation. It
outperforms static, one-time checks alone (e.g. ID upload) leveraging live, user-controlled property
validation (e.g. school account, gov-issued services, email and association accounts). These properties can
have only one owner, this creates a single soul-bound identity anchored to real, publicly accessible digital
behavior, not documents. Any ID service with online account handling or “digital wallets” can be leveraged

to greater effect using TruAnon.
Q2: What is done to ensure age assurance?

The system builds a “rank and score” by connecting various verifiable digital attributes over time. This
includes social proofs, identity claims (e.g., school, healthcare, government records), and activity logs to
validate age in a way tailored to regulatory needs.

Q3: Inspiration for development and key problems it aims to solve

The solution arose from frustration with profile fraud and identity spoofing. The aim was to make false
profiles and unverifiable claims obsolete, especially in online environments that involve minors.

Q4: Industries or use cases currently utilizing the system
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Early adopters included secure military onboarding in Ireland. Now it’s used for social media, after-school
programs, and platforms like Twitter/BlueSky-type social networks to validate user credibility.

Q5: Assessments of impact on fundamental rights, including children's rights

No formal impact assessment has been conducted yet. However, the system was designed to be inherently
privacy-preserving, giving users ownership and control over their data. This includes children’s rights to
control visibility and revoke access.

Section 2 - Privacy and Data Protection

Q6: Types of data collected, processed, and stored

No private data, keys or passwords are exposed. TruAnon uses zero-knowledge, double-blind connections
where only proof (e.g. "Over 16") is shared, not the data itself. Owners control visibility and easily grant or
revoke access at will.

Q7: How is data collection determined?

Users choose what to share. The system lets users selectively link their verified online presence (e.g.,
school, healthcare, social profiles) to create an identity rank.

Q8: Specific purposes of data collection

To verify identity and ensure age assurance in real-time interactions online, especially in compliance with
evolving laws or platform requirements.

Q9: Can TruAnon track users' activities?

The system’s decentralised and user-controlled structure aligns with Australian Privacy Principles. It
enables revocation, user consent, and local control—all key for compliance.

Q10: Data encryption and security measures

Properties are tied to a single owner, they are locked down and cannot be reused by threat actors. The
system is secure by design, to fake an answer would require a hacker to defeat security at both endpoints
and somehow have knowledge of which accounts to even connect all before the real owner can see. This
connection is permanent and traceable, it is not something fraudsters can benefit from.

Q11: Can TruAnon be hacked?

Whatever the law demands, TruAnon leverages data sources people already own, such as school platforms
or government and healthcare services. A Credible rank is the same as traditional ID but is far harder to
fake and far easier to maintain. Continuous public audience and transparency deters fraud.

Section 3 - System Security and Fraud Prevention
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Q12: How does the system prevent fraud?

Limiting digital footprint - Users control what is visible, when, and to whom. Visibility of attributes (like
driving records) can be limited to specific use cases such as Uber or Roblox.

Q13: Can users share their keys?

The system architecture avoids storing sensitive user data. Connections are visible to users, and revocation
is central to the design. Encryption is used where appropriate.

Q14: What measures prevent unauthorized key use?

Protection from misuse verification comes from third-party sources and history, making spoofing difficult.
Fraudulent actors cannot easily generate trusted scores or maintain credible social graphs. Because the
system doesn't store personal data and relies on user-controlled access, it reduces the risk of systemic
failure or data leaks.

Q15: Has the system undergone external validation?

No formal audits like ISO 27001 or SOC2 have been conducted yet, but the team acknowledges their
importance and is open to future certifications.

Section 4 - Accessibility and Inclusivity

Q16: How does TruAnon accommodate users with disabilities or low digital literacy?

Created from inception for child-safety and human dignity. Designed by a parent of four children, it
protects rights while complying with regulation. Children’s data is never exposed, and validation can be
revoked instantly. No ID required. This is equally available to anyone, any location or language. Parents or
users validate existing properties (e.g. student account, GitHub, My Health Record). Dashboard is WCAG
2.1 AA compliant, usable by all abilities.

Q17: Considerations for First Nations and Indigenous communities

The system can theoretically support non-standard ID sources, such as indigenous-issued IDs,
acknowledging unique sovereignty issues.

Q18: How does the system support children in government care?

As users can bring various claims (e.g., school enrolment), the system can validate without requiring
parental control, accommodating non-traditional family structures.

Section 5 - User Support and Adoption Challenges

Q19: How does TruAnon handle user feedback and complaints?
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Accounts banned on any service cannot return, as identity is soul-bound. There’s no central authority or
review to dispute—people bring their own proof, and threat actors stand to lose everything they submit.
Trust is earned continuously through user-controlled, publicly transparent proof, making disputes obsolete
by design.

Q20: Key strengths of TruAnon compared to competitors

Ranks (Unknown = Genuine) reflect public trust based on verified links. Visibility creates confidence and
deters impersonation. Avoiding verification appears as a red flag—trust is opt-in and obvious.

User-controlled, privacy-first decentralized design that’s adaptable to laws, scalable, and inclusive.
Q21: Biggest challenge in adoption

Navigating complex, evolving laws and creating standards acceptable to all stakeholders (users, platforms,
and governments).

Final Notes

System evolves alongside laws. TruAnon defers audit/control to authoritative providers (schools, gov). It's
regularly reviewed and tested for compliance with ISO 27566-1. The system provides privacy-focused,
user-controlled age assurance through verifiable digital identities. It ensures compliance, scalability, and
inclusivity while avoiding data storage, enabling secure access to age-restricted services via decentralized,
revocable identity proofs adaptable to evolving laws and diverse demographics. This design ensures the
individual—not any central authority—retains full responsibility for proving and managing their own
identity including granting or revoking access at will.
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