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This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated
summary of the interview conducted with an age assurance technology provider participating in the trial.
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the
discussion with the vendor.

The questions for this interview were shared with the vendor in advance, ensuring a structured and
transparent approach. However, the interview also flowed dynamically, allowing for exploration of
specific aspects of the vendor’s technology that were directly relevant to the Australian context. The
primary purpose of this interview was to engage with the vendor on their submitted practice statement,
delving deeper into their technology, policies and deployment approach, particularly in relation to the
Australian regulatory, cultural and operational environment.

This document is intended to support transparency and consistency in the evaluation process by providing
a structured record of the discussion. It helps ensure that insights gathered through this interview are
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader
methodology. This interview complements the vendor’s practice statement, technical demonstration and
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective
on the readiness, privacy compliance and operational effectiveness of the age assurance system.

Disclaimer

The inclusion of this interview summary does not constitute endorsement, certification or approval of any
product, service, or provider. The interview captures the perspectives and claims of the vendor as
discussed with the trial team, but they have not been independently verified in full. While the discussion
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated
in the discussion.

No guarantee is given as to the completeness, accuracy or ongoing applicability of the information
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy

endorsement.
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Summary of Trust Stamp Participant
Interview Responses

Executive Summary

Trust Stamp delivers a privacy-focused biometric and age assurance system using tokenization and Al. It
ensures secure, configurable, and scalable identity verification, with strong safeguards, continuous
improvement, and ethical design, supporting diverse industries while minimizing data exposure and user
intrusion. Trust Stamp's biometric-bound age credentials (AgeCreds) extend this by proving a user is
above or below a certain age without revealing their actual age or identity, using cryptographic keys from
live, unstored biometrics and real-time liveness checks. AgeCreds focuses on binding the user to the
credential as a unique offering, after the age of the individual has been established. To date, no such
binding exists in conventional age verification systems. AgeCreds work alongside existing age verification
methods to enable trusted, privacy-preserving age assurance without storing biometrics, addressing the
critical gap between verifying age and ensuring the credential is used only by its rightful owner.
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Interview Responses

Section 1 - Background and Overview

Q1: Overview of the system and its primary functionality

Trust Stamp provides a biometric identity verification and age assurance platform. The system captures a
user’s selfie (and optionally ID document images), creates a biometric template, performs liveness
detection, facial matching, and age estimation. It leverages tokenization to protect biometric data and
integrates with Innovative Technology’s age estimation model for non-Pll age assessment.

Q2: What is done to ensure age assurance?
Trust Stamp uses a tiered approach to establish the age of the person:

e First, age estimation is performed via a selfie capture because this approach is non-Pll; therefore,
privacy-friendly.

e If that fails or the result is inconclusive, it can fall back on document verification (e.g., OCR on ID
cards) to obtain the age using the DOB read from the ID card

® Results are filtered through configurable confidence thresholds.

Once the age of the person is established, this process generates an age-bound credential, AgeCred. During
authentication, Trust Stamp's zero-knowledge proof (ZKP) solution verifies that the same user presents
themselves by ensuring that the holder of the AgeCred is valid. Although the AgeCred is stored on the
smartphone device on which the age assurance was initiated, simply unlocking the device is not sufficient,
as the identity of the user is verified at the point of information consumption. This approach is
privacy-enhancing because no biometric template is stored in the AgeCred. Instead, the actual credential is
regenerated every time by decrypting the age-bound credential using a stable key that is derived from live,
unstored biometrics with real-time liveness checks, allowing offline-capable, privacy-preserving
authentication that proves age status without revealing actual age or identity.

Q3: Inspiration for development and key problems it aims to solve

Initially designed for fraud prevention in financial services and digital wallet applications, the system shifted
toward privacy-first biometric solutions due to growing global privacy regulations (like GDPR). It aims to
reduce Pll exposure, ensure secure biometric-based authentication, and offer privacy-preserving age
estimation and assurance without storing sensitive data.
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This led to the development of the Biometric Bound Age Credential (AgeCred), addressing challenges in
online age verification by ensuring that only the legitimate, live user can activate and use their credential,

preventing friendly fraud while complying with privacy frameworks.

Q4: Industries or use cases currently utilizing the system

e Finance (U.S., Canada, Japan, Africa)
e Governmental digital ID programs
e Emerging Age Assurance applications (e.g., online safety and social media)

Q5: Assessments of impact on fundamental rights, including children's rights

Yes, especially by Innovative Technology on the age estimation side, including assessments of bias across
genders and skin tones. For children, their mean average error for 17-18-year-olds is ~0.94 years, with
ongoing improvements for 13—16-year-olds.

Section 2 - Privacy and Data Protection

Qe6: Types of data collected, processed, and stored

e Biometric data (transformed into tokens)

e OCR data from ID documents

e Device/browser metadata, geolocation, session timing
e Optional images if configured by the client

Q7: How is data collection determined?

Based on the least data necessary principle. Clients can configure retention periods and data points

according to their compliance needs.
Q8: Specific purposes of data collection

e To generate a biometric token

e For authentication and age assurance

e For auditing and fraud detection

® To improve system accuracy (with consent)
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Q9: Can Trust Stamp track users' activities?

Trust Stamp follows GDPR principles and state readiness to adapt to Australian Privacy Act and
children’s privacy guidelines.

Q10: Data encryption and security measures

e Trust Stamp implements a highly efficient fuzzy extractor capable of extracting a cancellable and
renewable cryptography key with 256 bits of entropy from a face capture session. This key length is
considered post-quantum ready.

e All data is encrypted using AES 256-bit encryption, in accordance with the post-quantum ready
requirements.
e Queries and key authentication requests are further encrypted using SHA 256.
e Developers cannot access or decrypt user data.
Q11: Can Trust Stamp be hacked?

Trust Stamp is protected through irreversible tokenization of biometric data and biometric-bound
credentials using privacy-preserving cryptography.

Section 3 - System Security and Fraud Prevention

Q12: How does the system prevent fraud?

e Avoid third-party linkages and friendly frauds wherein family members can unlock the device and have
the same privilege to access information (e.g., adult materials) as the registered user. AgeCred ensures
that only the person who was originally age-verified can access age-restricted services, even on shared
devices, by requiring a live biometric check instead of relying on device-level authentication alone.

* No credit checks

® Minimal and tokenized PII

e Zero-knowledge proofs authentication in development

Q13: Can users share their keys?

As mentioned above, Trust Stamp has fraud prevention systems and security protocols to prevent

unauthorized key use.
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Q14: What measures prevent unauthorized key use?

Spoofing/fraud protection is done by:
e Liveness detection, presentation attack detection, and mask detection
e Ongoing improvement of anti-GAN defences in case of injection attacks

The biometric-bound AgeCred approach ensures that keys are bound to live biometric capture and cannot be
activated without the presence of the original user. The cryptographic key is re-generated in real-time from live
biometric data and is never stored, preventing unauthorized use.

Q15: Has the system undergone external validation?

Annual penetration tests are required for SOC 2 compliance. Results can be shared.

Section 4 - Accessibility and Inclusivity

Q16: How does Trust Stamp accommodate users with disabilities or low digital literacy?

e Accessibility for disabilities

® \oice-to-text and animated visual cues

o Clear visual feedback (color-coded indicators)
o Minimal text reliance

e Simple interface

® GIF-based instruction for selfie capture

e Streamlined UX

Q17: Considerations for First Nations and Indigenous communities

e No specific First Nations consultation
e Open to dataset-based tuning if provided

Q18: How does the system support children in government care?

e Concepts exist for parent-child token linking, not yet implemented
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Section 5 - User Support and Adoption Challenges

Q19: How does Trust Stamp handle user feedback and complaints?
e Through white-labelled client support channels

e Optionally, 24/7 Level 1 support and internal escalation available

Q20: Key strengths of Trust Stamp compared to competitors

® Privacy-preserving biometric tokenization
e Zero-knowledge proof architecture for authentication

e Unique biometric-bound credentials (especially useful for children without ID), it prevents “device-centric
illusion” by ensuring person-present verification, addressing a key weakness in online authentication.

Q21: Biggest challenge in adoption

® Access to sufficient, diverse training data, especially for children
e Keeping pace with rapidly evolving attack methods, e.g., GAN-based spoofing
® Balancing privacy and functionality

Final Notes

® Emphasis on biometric-bound credentials for anonymous child authentication
e Willingness to share technical white papers

e Strategic, ethical limitations in place around customer selection
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