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ISO 27566-1 Practice Statement

Solution Owner: Trust Stamp

Trust Stamp is a(n) Age Assurance Provider (an entity responsible for providing age assurance results to a relying
party)

This is a practice statement for the age assurance solution known as Orchestration Layer

The system and practice statement are kept under continuous and regular review in the following way:

Trust Stamp continuously improves its Al models through several strategies:

Continuous Monitoring: Models are monitored in real-time production environments to assess accuracy and reliability.
Iterative Improvements: Models are refined and enhanced based on performance data and user feedback.

Regular Maintenance: Models are periodically updated with new data and algorithms are improved.

Validation: Models undergo internal validation and regular bias and fairness testing. Trust Stamp is also open to
external audits.

Data Screening: Training and evaluation data is screened to reduce bias.

Algorithm and Parameter Selection: Algorithms and parameters are chosen to minimize bias.

Threshold Adjustments: Thresholds are adjusted to ensure consistent performance across demographics.

Global Research and Development: Trust Stamp operates offices in diverse regions to develop more

inclusive algorithms.

Unsupervised Learning Model: The system continuously improves as it encounters more diverse faces.

Academic Collaboration: Trust Stamp engages with researchers and participates in projects to reduce bias

and improve Al model behavior.

Calibration: Models are calibrated based on the development cycle and comparisons to newer models, focusing on
performance metrics and bias across demographics.

Retraining: Models can be retrained with customer data when agreed upon within legal and privacy frameworks.
Addressing Data Imbalance: Efforts are made to mitigate imbalances in race and gender data through annotation, use
of vetted datasets, retraining, and improved user interfaces.

Innovative Technology have a dedicated Biometric team which continuously monitor and update the age estimation
pipeline. This can include researching new techniques for training, testing new approaches for optimisation and
sourcing new training data. The performance of the algorithms are categorised by a number of metrics including MAE
(Mean Absolute Error) per age group ,RMSE (Root Mean Square Error) per age group, Expected class MAE per
group, Accuracy per age group, Overall MAE, Overall RMSE, Confusion Matrix, Quadratic Weighted Kappa and
Cumulative Error Distribution Plot amongst others. Documentation of the process is kept and controlled within the
company to the ISO 9001 standard. The aim is to release three updates to the age estimation pipeline per year.
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This solution is designed to test the following age eligibility requirements:



Our solution is able to process a facial image using Al models to estimate the user’s age from the image. It is also able
to extract a documented date of birth from issued passports, identity cards and driving licenses using OCR.

Our solution offers configurable workflows that allow clients to define custom identity verification and authentication
processes based on various factors, such as document type, geography, or use case. The flexibility of the system
ensures that clients can tailor workflows to their specific regulatory, operational, and security needs. Our solution
provides APl endpoints that allow clients to directly integrate their systems and define custom workflows. The API-first
approach ensures that clients have full control over how workflows are structured, allowing for deep customization to
meet regulatory requirements and operational goals. This includes the ability to manage the sequence of steps in the
verification process, ensuring that only relevant checks are performed based on pre-configured rules.

In the context of age eligibility requirements, we offer 2 particular steps that are particularly useful for clients: the
PHOTO_POL step and the OCR step. The Photo Proof of Liveness step accepts a (selfie) image, and checks whether
the image contains a real person or whether it is falsified by presenting printouts or device screens. This step optionally
(configurable) returns an age estimation object, as well as, an IT2 token. Trust Stamp’s IT2 offers a privacy-positive
approach for authentication, making sure the returning identity is the same identity as at enroliment , without requiring
storage of any sensitive information (such as the raw biometric image or other PIl). This allows us to retain the
usefulness of biometric data while removing the associated risk. The IT2 transformation algorithms destroy enough
data and add enough random noise to make it impossible for anyone to reverse engineer a face or a biometric
template out of an IT2, while preserving the properties that make them unique, so they can still be used as accurate
identifiers. The OCR step can scan and extract personal identification data from documents (ID cards, Driver’s
Licenses, or passports) if necessary. Upon success, it returns a JSON object with the read data fields. This step has a
secondary function, which compares the face visible in the document with the face captured by the selfie image. The
comparison result is returned as a face_match field in the response.

The response follows this format,

i. For PHOTO_POL step, amongst other attributes (like proof of liveness, fake detection, quality metrics), we return
an age estimation subtask response which includes “age”, and “gender”.

ii. For the OCR step, amongst other attributes, we read the documented date of birth. These are also returned in the
"response_data".

iii. Finally, we compare the faces between the two images to ensure it is the same person. The result is returned
under the “FACE_COMPARISON” subtask response.

We do not apply rules to the outcome or result of the age estimations. This is a system design, in that we output the
response and the client can then configure different implementations through the response, allowing for flexibility.
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This solution utilizes the following Age assurance components:




The age estimation result inside the PHOTO_POL step is returned through Innovative Technology’s age estimation
model. The source for age estimation is the individual's face ("physical cues in their appearance," "facial features") but
is not an "authoritative source" in the sense of a government-issued ID database, and does not rely on primary or
secondary credentials. It directly analyzes the person's face and is purely an estimation tool. The system estimates a
person's age based solely on the facial features using proprietary algorithms (based on artificial intelligence) which
have been specifically trained to target the 15-25 age range, with even distribution of gender and skin tone (Fitzpatrick
scale). There are no age inference methods (e.g., deducing age from behavioral patterns or other non biometric data).

Innovative Technologies’ Age Estimation component has been assessed against Challenge 25 in the UK (i.e.,
someone visually appearing to be below 25 can be challenged to prove their age using their ID). The solution is
privacy-by design because the age check can be performed anonymously without verification by ID. (see also section
5 on privacy).

Using OCR of identity documents the system can extract the relevant information date of birth information and
therefore infer the age of the individual.

If an unsure result is found from facial age estimation, the system can be asked to provide proof of age using a
document (for example in cases of accessing or purchasing age-restricted goods).

This solution delivers results to meet the following Indicators of confidence:

The Innovative Technology Age Estimation System was tested in accordance with the Technical Requirements for Age
Estimation Technologies (ACCS 1:2020) as set out by the Age Check Certification Scheme, for the device version
(ICU Lite) The test found the system to be sufficiently accurate and fit to be deployed in a Challenge 25 policy area.
The Mean Predicted Age for the whole test crew was 18.2 against the Mean Actual Age of 17.81. It is, therefore, on
average, overestimating age by 0.39 years. The number of results above the Upper Tolerance Level (Age 23) are
within acceptable parameters, however the standard deviation value of 1.58 indicates a broad spread of results. None
of the results were above the Absolute Tolerance Level (Age 25). The Mean Absolute Error is 0.94 years which is
within acceptable parameters for Challenge 25. The system was found to be broadly compliant with a Challenge 25

policy.

The solution applies the following Binding process:

If Facial Image + ID document steps are requested, then clients can use the FACE_COMPARISON result between
the facial image face and the face on the ID document to bind the age estimation result to the correct individual. We
can also OCR the date of birth and correlate this to the age returned by age estimation.

If only the Facial Image step is submitted, we can bind the age estimation only to the IT2 token without further age
correlation.

In the future, a digital age credential can be issued upon successful age verification using biometric bound
credentials, as explained in our position paper entitled “Bridging the Identity Gap: How Biometric Bound Credentials
Resolve Critical Deficiencies in Digital Authentication”. Please find the link to the whitepaper here:
https://resources.truststamp.ai/biometric-bound-credentials-whitepaper-trust-stamp. The age credential (AgeCred) is
secured by the registered user’s biometric through standard cryptographic encryption, thus producing a biometric
bound credential (BBCred) in the process. In this context, biometrically bound credentials allow for the verification of
both the presence of the registered user and their age credential, simultaneously.
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The solution achieves Privacy and data protection as follows:



Innovative Technology’s age estimation subcomponent performs age estimation anonymously. As a service provider,
they cannot see or intercept the images. Moreover, the images are not stored.

Trust Stamp allows clients to set different retention policies for different items, including: the number of days to keep
the Photo Raw File, the number of days to keep the ID Front Image, the number of days to keep the IT2, and the
number of days to keep all PIl Data (in scope: Photo, Front ID, and metadata). The client can configure this according
to their needs.

Failing the first age estimation component, e.g., due to poor image quality, or, the estimated age falls within an
uncertain age range, the OCR of ID document can be used as an alternative means to age estimation.

Trust Stamp has access to both the age estimation software and the ability to generate biometric-bound credentials
(BBCreds). Combining both solutions can ensure the holder of the age credential be remotely authenticated, at the
point of information consumption, with a high level of assurance. A BBCred does not contain any biometric template,
therefore there is no useful information for a would-be criminal to steal.

The solution demonstrates ease of use as follows:

Trust Stamp strives to ensure accessibility for users with disabilities. We design and develop both our admin Ul and
web-hosted experience Ul frontends to align with WCAG 2.1 AA standards.

The Trust Stamp user interface is able to provide real-time feedback to help users capture optimal images. The
front-end SDK is equipped to provide detailed guidance on aspects like lighting and framing to ensure that images
are not too dark, too light, or too blurry. This feature is primarily available in auto-capture mode, where the system
continuously assesses image quality and only captures the photo when it meets the predefined criteria. In terms of
granularity, the system provides specific feedback such as asking the user to move closer, move farther away, or
move into a different lighting context. If using manual capture, the system does not provide the same level of
real-time feedback as auto-capture but still offers instructions to help users achieve an optimal image.

One of the primary purposes of the SDK is to minimise the need for retakes and achieve successful capture on the
first attempt. The language and instructions displayed to the user are fully customizable, ensuring a seamless and
user-friendly experience.

Generated on 09/05/2025
Security measures applied to the solution are as follows:



Relates to 5

While the data is transmitted, it is protected using TLS (Transport Layer Security) to prevent unauthorized interception.
The data is encrypted end-to-end during transmission to prevent tampering or eavesdropping. Additionally, all data
transferred between Trust Stamp microservices are done across internal private networks behind firewalls and VPNs.

Trust Stamp implements strict multi-tenant isolation through role-based access control (RBAC) and fine-grained
permissions. Each user's access is compartmentalised, preventing any interaction or impact on the data or services of
others. Malicious users are isolated at both the application and infrastructure levels.

To accommodate different client needs while still maintaining compliance, we provide the ability to customize data
retention policies. This allows customers to adjust retention periods and data handling procedures to balance
regulatory obligations with operational needs.

Age estimation tagged to a tokenized reference of an ID offers a security-first approach for several reasons:

i. Instead of storing or transmitting the actual ID document or personal identifiable information (PII), the system uses a
tokenized reference—a randomly generated, irreversible value representing the original data. ii. If a token is
intercepted or leaked, it cannot be used to reconstruct the original ID.

iii. The age estimation can be decoupled from the identity. It can operate independently of the user’s actual ID data
and only associates the result with the token rather than real names, dates of birth, or document numbers.

The solution protects human rights in the following ways:

Trust Stamp technologies, when used in an age assurance system, address human rights protections through various
ways, as outlined in our Biometric Principles White Paper that can be found here:
https://truststamp.ai/ai/BiometricPrinciples.pdf? =m9i6cukk. This approach aims to ensure the technology respects
user rights and understanding, including:

i. Accessibility and Inclusivity: by striving to eliminate systemic bias and enabling societal inclusion, while recognizing
subject dignity.

ii. Preventing Undue Restriction: using data only for its stated purpose, to the limited extent necessary, and not in
breach of civil rights or in a way that negates appeal rights.

iii. Sufficient and Meaningful Information: operating openly and transparently, requiring informed consent, disclosing
biases, and providing explanations for automated decisions with significant impact.

Iv. Additionally, the system’s planned AgeCred digital credential further supports these protections by enabling users
to prove their age without exposing unnecessary personal data or re-performing the age check repeatedly, reducing
friction while maintaining user control. AgeCred leverages biometric-bound credentials to ensure that only the
verified user can present the credential without storing biometrics, aligning with GDPR and privacy-by-design
principles.

Innovative Technology’s age estimation system addresses potential gender and skin tone biases by utilizing training
data sources that are carefully selected and ethically sourced to ensure sufficient diversity. This approach aims to
effectively mitigate biases related to gender and skin tone. The company's Age Estimation White Paper discusses the
concepts of "true bias" (differences in measurements attributable solely to gender or skin tone) and "apparent bias,"
presenting preliminary results that demonstrate the system’s promising performance in reducing biases associated
with gender and skin tone. In response to requirements regarding human rights protections, the system is designed to
be accessible and inclusive for all users.
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The solution has been subject to audit, certification and review in the following ways:



Trust Stamp is a SOC 2 Type 2 compliant company. This certification assures our financial institution partners and
regulators that our data protection measures, risk management practices, and models are accurate, reliable, and
effectively managed. These security practices, governance frameworks, and continuous monitoring efforts provide a
solid foundation as we work to further strengthen our commitment to safeguarding sensitive information and upholding
industry-leading standards. Please see documentation of our compliance against global standards including
certifications, attestations, and audit reports at https://trust.truststamp.net/.

Trust Stamp complies with data regulations by designing our systems to adhere to the most stringent data privacy
standards, such as those set by the state of lllinois for biometric data and the General Data Protection Regulation
(GDPR), which serves as a model for many data privacy laws worldwide. Our system architecture is built to meet
these high standards, ensuring that our data handling practices align with the strictest requirements. To ensure
continuous adherence to these policies, we annually certify to D-Seal. D-Seal is a certification that recognizes
companies committed to upholding high standards in data privacy, security, and ethical data management. This
certification process includes rigorous assessments to validate that our practices meet or exceed industry standards,
providing additional assurance that we are consistently compliant with relevant data regulations such as the GDPR.

Through the Age Check Certification Scheme (ACCS), Innovative Technology has obtained a Certificate of
Conformity, for their device version (ICU Lite) of age estimation. The device (including the underlying Age Estimation
model) was assessed and found to meet the requirements of ACCS 1:2020 Technical Requirements for Age
Estimation Technologies. This certificate is valid for the conformity assessment of the client’s face age estimation
system in accordance with Level 2. Issue date: 17th April 2024.

Further to this, the Innovative Technology’s Age Estimation White Paper mentions internal testing and presents these
results alongside the independent certification results.
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