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This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated 
summary of the interview conducted with an age assurance technology provider participating in the trial. 
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the 
discussion with the vendor. 
 
The questions for this interview were shared with the vendor in advance, ensuring a structured and 
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific 
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary 
purpose of this interview was to engage with the vendor on their submitted practice statement, delving 
deeper into their technology, policies and deployment approach, particularly in relation to the Australian 
regulatory, cultural and operational environment. 
 
This document is intended to support transparency and consistency in the evaluation process by providing 
a structured record of the discussion. It helps ensure that insights gathered through this interview are 
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader 
methodology. This interview complements the vendor’s practice statement, technical demonstration and 
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on 
the readiness, privacy compliance and operational effectiveness of the age assurance system. 
 

Disclaimer 
 
The inclusion of this interview summary does not constitute endorsement, certification or approval of any 
product, service, or provider. The interview captures the perspectives and claims of the vendor as 
discussed with the trial team, but they have not been independently verified in full. While the discussion 
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated 
in the discussion. 
 
No guarantee is given as to the completeness, accuracy or ongoing applicability of the information 
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only 
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy 
endorsement. 
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Summary of TrustElevate 
Participant Interview Responses 
 

Executive Summary 
 

TrustElevate provides a privacy-preserving, scalable age verification system using minimal data and 
authoritative sources. Designed to protect children online, it ensures regulatory compliance, supports 
parental consent, and enables safer digital experiences across fintech, e-commerce, gaming, and social 
media platforms. 

Interview Responses 
 
Section 1 - Background and Overview 
 

Q1: Overview of the system and its primary functionality 

TrustElevate is a privacy-preserving age assurance solution that verifies the ages of users, including 
children and young people. It ensures age verification using minimal data input, without storing personally 
identifiable information (PII). The core product involves verifying the user's age through hashed inputs 
matched against authoritative data sources. An age estimation provider is also integrated for exception 
handling. 

Q2: What is done to ensure age assurance? 

• Users (parents) provide a child's name, date of birth, and a parent’s mobile number. 

• This data is hashed and compared with authoritative government and non-government databases. 

• Additional verification steps, like verifying parental relationship, are available but not central to this 
trial. 

Q3: Inspiration for development and key problems it aims to solve 

Founded on Dr. Rachel O'Connell’s PhD research into online child safety and grooming. Inspired by her 
work on platforms like Bebo and the harm caused by algorithmic content recommendation systems, the 
aim is to create safer online spaces for children by ensuring platforms know users’ ages. 
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Q4: Industries or use cases currently utilizing the system 

• Fintechs and banks (due to regulatory requirements) 

• E-commerce platforms (e.g., a second-hand platform for children’s clothes) 

• Social media, gaming, and mobile apps 

Q5: Assessments of impact on fundamental rights, including children's rights 

TrustElevate is motivated by child rights and privacy. The solution is designed as a privacy-enhancing 
technology. It underwent technical trials with the UK government, and the results demonstrated it is 
feasible, reliable, and scalable. 
 
Section 2 - Privacy and Data Protection 
 

Q6: Types of data collected, processed, and stored 

Child’s first name, last name, and date of birth 

Parent’s mobile number 

All information is hashed; no PII is stored 

Q7: How is data collection determined? 

Follows data minimization principles: collects only the data required for the verification purpose. 

Q8: Specific purposes of data collection 

Data is collected solely to verify identity and age. It is not used for marketing, profiling, or tracking users. 

Q9: Can TrustElevate track users' activities? 

TrustElevate has reviewed and aligns with both the Australian Privacy Act and Children’s Privacy 
Guidelines, requiring no additional implementation. 

Q10: Data encryption and security measures 

Not applicable—no PII is stored. Verification records (time/date) are shown in the parent’s dashboard 
without retaining identifiable information. 

Q11: Can TrustElevate be hacked? 

Hashing is used from the outset. Age estimation uses one-way homomorphic encryption on-device—
neither TrustElevate nor partners store facial data. 
 
Section 3 - System Security and Fraud Prevention 
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Q12: How does the system prevent fraud? 

System is designed to preserve privacy and minimize data footprint by design. 

Q13: Can users share their keys? 

• ISO 27001 certification 

• Cyber Essentials accreditation 

Q14: What measures prevent unauthorized key use? 

• Encryption of data at rest and in transit (minimum AES-256) 
• Any vulnerabilities or breaches are addressed as soon as they are identified. 

Q15: Has the system undergone external validation? 

Regular penetration testing is done at least annually and after major changes by external parties. Willing to 
share redacted results. Also, the system has been tested in real-world settings including schools, with 
participants of varying digital literacy. Testing includes validation against known age inputs. 

Section 4 - Accessibility and Inclusivity 
 

Q16: How does TrustElevate accommodate users with disabilities or low digital literacy? 

Incorporates international accessibility standards. Plans include voice input and secure helpdesk options. 
System tested with users with limited digital skills. Designed to be simple and user-friendly 

Q17: Considerations for First Nations and Indigenous communities 

Proposed consultation with First Nations peoples. Recognizes challenge for users without authoritative 
records and open to solutions. 

Q18: How does the system support children in government care? 

Working with policymakers on frameworks for verifying ages of looked-after children. System can leverage 
existing records like health or school registrations. 
 
Section 5 - User Support and Adoption Challenges 
 

Q19: How does TrustElevate handle user feedback and complaints? 

Mechanism in place through relying parties (e.g., banks, platforms). Third-line support handled by 
TrustElevate as needed. 

Q20: Key strengths of TrustElevate compared to competitors 

• High accuracy 
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• Privacy preservation 
• Scalability 
• Built with child rights and safety at the core 
• Verifiable parental consent support 

Q21: Biggest challenge in adoption 

• Lack of regulatory enforcement 
• Slow adoption due to legislative uncertainty 
• Market hesitancy despite available solutions 

Final Notes 

TrustElevate’s system is operational, tested, and aligns with legal and ethical standards. It is one of few 
fully functional, scalable, privacy-preserving age assurance technologies ready for deployment in Australia 
and globally. 
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