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ISO 27566-1 Practice Statement

Solution Owner: VerifyChain

VerifyChain is a(n) Age Assurance Provider (an entity responsible for providing age assurance results to a relying
party)

This is a practice statement for the age assurance solution known as Age verification process

The system and practice statement are kept under continuous and regular review in the following way:

Our system is named VerifyChain which primarily is in the business of verifying identity documents. This development
in the verification of age area is a new area of development for the business.

From a technical perspective, the solution is monitored on two levels:

Technical and Management

* Technical – the technical team which manages development, support also manages that the system spins kept up to
date and also has a a 24 hour continuous monitoring of the system. This includes data privacy matters and the
functioning of the system.

* Management- The management team consists of the Technical Director oversees the warnings and systems signals
and flags anything to the management team. the technical Director will ensure that the system availability is 24/7.

Practice Statement

* Mnagement – The CEO is in charge of the Practice Statement and will ensure if process flows, system updates are
necessary will flag thisas part of the process. Also, make updates to the trial team of changes and will update
documentation, too.
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This solution is designed to test the following age eligibility requirements:

• Can you provide an overview of your system and its primary functionality?
Our system uses two different methods of working on age eligibility criteria. The first method is to use a document like
passport, Birth Certificate or Driver’s license which will need to be uploaded into the system and will calculate a
person’s age. Then with Facial recognition and Liveness check it will establish a person’s age.

If the person doesn't have a document to upload they can also use the facial recognition and liveness to estimate
their age.
• What is it that you do to ensure age assurance
At this time the system doesn’t process in bands of age like greater than 13 and less than 16 or greater than 16 and
less than 18. This will jot be difficult to implement and will be part of the phase 2 implementation expected soon.

• What inspired the development of your technology and what key problem(s) does it aim to solve?
We developed this technology to be able to ensure that we could compete in another new growth segment of the
market. Also, we are passionate about data privacy and cyber security.

• What industries or use cases are currently utilizing your system?
Our core system can be used for any industry and any segment. The current system can be used by organisations
where age has to be verified.
Have you carried out any assessments of the impact your technology may have on fundamental rights, including the
rights of children?
Honestly, we haven’t but the core of our system is to ensure data privacy, consistency in sharing information to
protect the right of the individual.
General –
The derivative that we get is an age verification to say the person is around 15 years of age. As mentioned we will be
using bands for all future developments which will then be displayed on the information.
To help process this information, we are using AWS services which will be integrated into our system.

This solution utilizes the following Age assurance components:

The Age verification will be done in a triple pass to ensure accuracy and double validation.

The first check will be made by uploading their document which will then calculate the age. Once Verified the system
will then do a facial match and then a liveness check to ensure that the face matches the liveness and the age is then
estimated. . Then a liveness check will verify and estimate the age. If the first and the last step match within a margin
of error, an age verification result is displayed.
If there is no document being scanned the system to verify the age, then the system will first take an image of the
person being identified which will give a preliminary estimate but won’t display any details. Then a liveness check is
done, which will then ensure that the person who did the facial recognition is the same person. At this time the
person’s age is calculated.
As mentioned in the response to question1 above we don’t have bands but will be having these in the next phase of
development.

This solution delivers results to meet the following Indicators of confidence:

There are two components to the age verification system that has been developed. Calculating from a document
where the Date of Birth is shown. In this case the rate is around 100%.
From a liveness perspective and real video the system is giving an accuracy of between 75 and 80%. This is being
fine-tuned as we are writing this document and finalising our software.
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The solution applies the following Binding process:

For the age verification system it will be the user's first time login. The user once set up can again login to the system
if required.

When they go into the Age Verification window of the App, the system will calculate their current age (from the
document) and minus from the date that the check is made. It will then give an indicator of the band the user is in.
The user will need to again do facial recognition and liveness check to ensure it’s the same person and the result will
again be verified against known parameters and estimations calculated.

As mentioned, if the user, doesn't upload their document the system will use age estimation software to complete the
estimation.

The solution achieves Privacy and data protection as follows:

• What types of data does your system collect, process and store?
To be able to login we collect your data, name, email address or mobile phone and password.
If one has verified any documents we store this in our system. Otherwise, we don’t store any information and don’t
use any cookies etc.
• How do you decide what data is collected?
This is mentioned in the answer above, we don’t store any information besides what we do.
• For what specific / discrete purposes do you collect data?
We don’t collect we just verify the data that is provided. This is so that the user can use it a number of times with
different organisations if they need to.
• Have you implemented any specific measures to comply with Australian privacy laws, including the Privacy Act and
the Children’s Privacy Guidelines? Page 35 of 88 D-2.9 Evaluation Proposal Document Sensitivity: Public
We haven’t implemented any specific measures for data privacy but the entire premise of the set up of Verification is
privacy. We don’t track, we don’t use cookies we don’t store any information than what is necessary.
• Do you have measures in place to handle data deletion requests or cases where a user withdraws consent for their
data to be held and / or processed?
Yes, we do have a process. The user needs to send an enquiry from our website and we can delete their information
from our system.
• Do you employ any anonymization or pseudonymization techniques? Do you have measures in place to limit the
impact of your system / technology on the user’s digital footprint?
Our system will have the least footprint as we don’t store any data, cookies etc. We ensure that the use isn’t tracked
and the only way the user can join our system when an organisation request them to join our system to share their
credentials.
We are in the process of developing and implementing anonymisation process.

The solution demonstrates ease of use as follows:

• How do you ensure your system is accessible to users with disabilities?
Since we are a startup we haven’t made the system compatible with people having disabilities. This is on the roadmap
for development.
• How do you ensure your system is accessible to those with limited technical literacy?
The system is very simple to use but we will also have FAQs.
• How do you measure any discrepancies in performance across different demographic groups, and what measures do
you take to mitigate these discrepancies?
The system is demographic agnostic and there should be no reason to expect different results.
VerifyChain© is an extremely easy system and is very intuitive. Once the user logs on there a re very few tabs and
very easy to manipulate the system. The system has been designed to ensure users who are not tech savvy can
easily use the system.
Today’s teenagers with their expertise in technology from an early age should have no issues in negotiating this
system.
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Security measures applied to the solution are as follows:

• What security protocols are in place to protect user data, both in transit and at rest?
Our system has been implemented with Blockchain like security. The encryption used along with 2 FA to either Mobile
or email enhances the security of the system.
• Have you conducted independent security audits or penetration tests? If so, could you share the outcomes or
certifications obtained?
We are in the process of getting certified for ISO27001, SOC2. Previously we had conducted penetration testing.
• Do you have measures in place to protect your system from misuse or attacks, such as spoofing or fraudulent
attempts to bypass age verification?
Yes, our system doesn’t allow any sharing of data to persons that haven’t related to in our system. Hence, bypassing
the system should never be possible.
• How quickly can you respond to and address vulnerabilities or breaches?
With Today’s set up we should be able to respond in less than 4 hours. Internally, we have set up a one-hour response
time in future, with feedback from us to the affected customer in less than 4 hours.
We are in the process of updating alerts and monitoring systems which should be done in the next few months.
17. How do you ensure that your system is fail safe?
We have a question on this question. If the question is availability, our system has over 98% availability.
If the question is about age verification part of the age verification process we should be 100% of what we have
mentioned in our testing results.

The solution protects human rights in the following ways:

In our system, there will be absolutely no bias of age, race, colour. The system is agnostic to any bias and there will
be disclaimers mentioning that there is no bias in our system. The language used will be tailored to a younger
audience for the trail.
VerifyChain will not restrict users to any system. It’s about the verification of the age of the user.
The instructions will be in simple English for this trial. As we are a startup, we won’t be able to have any other method
besides English. Also, VerifyChain won’t restrict any user to healthcare services or any other services.

The solution has been subject to audit, certification and review in the following ways:

• Every user that logs on will be recorded for the purposes of audit.
• Only user name no passwords.
• The transaction that they complete, face ID, Liveness and age estimation will be recorded at the back end
• The approximate age estimation will also be recorded.
• No other information like name etc will be recorded even if a document has been uploaded
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