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This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated
summary of the interview conducted with an age assurance technology provider participating in the trial.
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the
discussion with the vendor.

The questions for this interview were shared with the vendor in advance, ensuring a structured and
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary
purpose of this interview was to engage with the vendor on their submitted practice statement, delving
deeper into their technology, policies and deployment approach, particularly in relation to the Australian
regulatory, cultural and operational environment.

This document is intended to support transparency and consistency in the evaluation process by providing
a structured record of the discussion. It helps ensure that insights gathered through this interview are
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader
methodology. This interview complements the vendor’s practice statement, technical demonstration and
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on
the readiness, privacy compliance and operational effectiveness of the age assurance system.

Disclaimer

The inclusion of this interview summary does not constitute endorsement, certification or approval of any
product, service, or provider. The interview captures the perspectives and claims of the vendor as
discussed with the trial team, but they have not been independently verified in full. While the discussion
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated
in the discussion.

No guarantee is given as to the completeness, accuracy or ongoing applicability of the information
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy
endorsement.
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Summary of Verifychain
Participant Interview Responses

Executive Summary

VerifyChain is an identity management system leveraging blockchain technology for secure, privacy-first
verification. It provides document-based KYC verification, facial recognition, and age estimation without
tracking users or storing personal data long-term. The system is designed for recruitment, financial
services, and age-restricted industries like gambling. VerifyChain prioritizes security, using two-factor
authentication and encryption, and plans to transition to W3C standards for broader compatibility.
Challenges include market adoption due to blockchain misconceptions, while strengths lie in its robust
security and data protection. Future developments focus on improving Al accuracy, accessibility, and
expanding global verification capabilities.

Interview Responses

Section 1 - Background and Overview
Q1 - Can you provide an overview of your system and its primary functionality ?

VerifyChain is a blockchain-based identity management system designed primarily for secure Know Your
Customer (KYC) verification. It enables organizations to verify identities without storing or tracking user
data long-term. The system ensures that a user’s credentials can only be shared with trusted entities,
preventing unauthorized access.

VerifyChain was initially developed with a closed user group model but is working towards transitioning to
W3C standards to enhance interoperability. The system integrates multiple verification methods, including
document validation (passports, driver’s licenses), selfie matching, facial recognition, and liveness
detection.

One of its key New features is age approximation, which estimates a user’s age using facial recognition
technology. This is particularly useful for users who do not have official identification documents readily
available. The platform is self-funded and currently in the early stages of growth, with a small but
expanding customer base.

While VerifyChain leverages blockchain technology, it does not deal with cryptocurrency or Initial Coin
Offerings (ICOs). Instead, blockchain is used to provide a secure, tamper-proof method of managing
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identity data. The company’s goal is to offer a robust identity management system that prioritizes security
and privacy.

Q2 - What is it that you do to ensure age assurance?
VerifyChain employs a multi-layered approach to age assurance:

1. Document Verification: Users can upload a government-issued ID (passport, driver’s license) to
verify their age. The system checks document authenticity against databases where possible.

2. Facial Recognition & Liveness Detection: Users take a selfie, which is compared with their
document photo to confirm identity. Liveness detection prevents spoofing attempts using static
images or deepfakes.

3. Age Estimation: If users do not have documents, VerifyChain estimates their age based on facial
features using Al-based technology.

4. Blockchain Security: Once age verification is completed, the system logs only a transaction record
in the blockchain without storing personal data. The current age verification is Non Blockchain, due
to time constraints. This will be moved to Blockchain/W3C when it is productionised.

5. No Tracking or Reuse: The system does not track users across different services or store their age
verification data for future use. Every verification is a new request to ensure privacy.

Currently, VerifyChain is in the process of integrating its system with testing partners to improve accuracy
and reliability.

Q3 - What inspired the development of your technology and what key problem(s) does it aim to solve?

The idea for VerifyChain emerged from concerns about digital privacy and misinformation, particularly
following Brexit. The founder observed how online platforms manipulate user behavior through targeted
advertisements and misinformation campaigns. For example, discussions at home about travel plans
resulted in an influx of travel-related advertisements on digital devices, illustrating the extent of online
tracking.

VerifyChain was developed to address these privacy concerns by offering an identity verification system
that:

o Does not track users or use cookies.

e Ensures data is only shared with trusted organizations.

e Prevents unauthorized access to identity information.

o Provides businesses with a reliable, fraud-resistant verification system.

Another key challenge the system aims to solve is ensuring that organizations verifying identities are
legitimate entities. VerifyChain has built-in mechanisms to verify that companies are registered businesses
before allowing them to access verification services.
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Q4 - What industries or use cases are currently utilizing your system?

VerifyChain is currently used in the recruitment industry. Some recruitment companies use the system to
verify job candidates’ identities and confirm their residency or citizenship status. The system allows
employers to validate documents like passports and driver’s licenses before proceeding with a hire.

Additionally, VerifyChain is being trialed in age verification scenarios, particularly for industries that require
proof of age, such as online gaming and adult content access. However, adoption is still in its early stages,
and the company is actively seeking more customers to expand its use cases.

Q5 - Have you carried out any assessments of the impact your technology may have on fundamental rights,
including the rights of children?

VerifyChain has not conducted formal impact assessments but follows principles that align with privacy
and data protection laws. The system is designed primarily for adults, as it relies on government-issued IDs
for verification.

However, since some regions allow teenagers to hold learner’s permits, the system can verify individuals as
young as 16. The company is now adapting its software to allow younger users to verify their age through
estimation rather than document-based verification.

VerifyChain does not store personal data long-term (For Age Verification), ensuring user privacy. This
approach minimizes risks related to surveillance, profiling, or unauthorized data use.

Section 2 - Privacy and Data Protection
Q6 - What types of data does your system collect, process, and store?

VerifyChain collects the following data during the verification process:

e Email addresses (used for authentication and account recovery). — For trial purposes we have
removed email addresses as requested by the technical team). We did have this feature initially

e Government-issued IDs (passports, driver’s licenses) for document verification.

o Selfie photos for facial recognition and liveness detection.

o Facial images for Al-based age estimation.

However, this data is not stored long-term. After processing, it is deleted, and only a transaction record is
logged in the blockchain. The blockchain record contains only a transaction code, not personal information.
Age Verification trial data isn’t stored in the Blockchain.
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Q7 - How do you decide what data is collected?
Data collection is based on the principle of minimal data usage—only the information required for
verification is collected. The system avoids collecting unnecessary personal details like names, addresses,

or browsing history.

Each verification request is independent, meaning users must provide their information each time they
need verification, preventing unnecessary data retention.

Q8 - For what specific/discreet purposes do you collect data?
Data is collected solely for the purpose of:
1. Identity verification (KYC compliance).
2. Age verification (document-based and Al-based estimation).
3. Fraud prevention (detecting fake or altered documents).
Once verification is complete, personal data is deleted from the system (for age verification only), ensuring
privacy.
Q9 - How do you handle user consent for data collection?
Users must actively consent before providing any data. The system follows an opt-in model, where users

choose whether to upload documents or images. Since no long-term data storage occurs, consent is
required for each new verification request.

Q10 - How long is user data retained, and what policies do you have in place for data deletion?

User data is retained only temporarily for processing. Once verification is complete, the system deletes the
data automatically within a few days. No personal details are stored

Q11 - What measures are in place to protect stored data from unauthorized access or breaches?
VerifyChain employs multiple security measures:

e Blockchain technology prevents unauthorized tampering.

e Encryption & Masking protect data in transit and during processing.

e Multi-factor authentication (MFA) ensures only authorized users access their accounts.

¢ Penetration testing was conducted early in development to assess vulnerabilities.

As the company transitions to W3C standards, additional security measures will be implemented.
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Section 3 - Security and Fraud Prevention
Q12 - What security protocols do you use to protect user data?

VerifyChain is designed with privacy and security at its core. The system employs multiple security layers,
including:

1. Blockchain Security: Identity verification transactions are logged on the blockchain, making them
tamper-proof. The decentralized nature of blockchain enhances security by preventing
unauthorized modifications.

2. Data Encryption & Masking: While user data is temporarily stored during verification, it is
encrypted and masked before deletion, ensuring that even if data were intercepted, it would be
unreadable.

3. Temporary Data Storage: User data is not stored long-term. It is processed and then deleted
within a few days, reducing the risk of data breaches. (Only for the trial are we keeping data to
ensure we can corollate data after the trial is completed).

4. Multi-Factor Authentication (MFA): User authentication is secured through two-factor
authentication (2FA), using either email or SMS verification.

5. AWS Cloud Security: The system is hosted on AWS, benefiting from industry-standard security
protocols, including firewalls, access control, and regular security audits.

Q13 - How do you prevent spoofing and fraud attempts (e.q., fake documents or manipulated photos)?
VerifyChain employs multiple techniques to prevent fraud and identity spoofing:

1. Liveness Detection: The system verifies that a person is physically present during verification,
preventing the use of static images or deepfakes.

2. Document Authentication: Government-issued IDs are checked against official databases (where
possible) to confirm authenticity.

3. Anti-Spoofing Tests: Internal tests showed that when developers tried verifying a copied or altered
document, the system flagged it as invalid.

4. Facial Recognition Matching: Users must take a selfie, which is then matched against their
document photo, ensuring consistency and preventing unauthorized impersonation.

While these security measures significantly reduce fraud risks, VerifyChain is continuously testing and
refining its detection capabilities.

Q14 - Have you performed security audits or penetration testing on your system?
Yes, penetration testing was conducted in the early stages of development to identify vulnerabilities. The
results were used to strengthen security protocols. However, more recent penetration testing is planned,

particularly as VerifyChain moves toward W3C compliance.

Security remains a top priority, and the team actively evaluates new threats to enhance protection.
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Section 4 - Performance and Accuracy
Q15 - How accurate is your system, and have you conducted independent testing ?

During internal testing, VerifyChain’s age estimation model achieved an accuracy rate of 80%. However,
these tests were conducted on a small sample of users (mainly the development team and their families).

To further validate performance, VerifyChain is partnering with the Australian Technology Trial, where
300-400 users will test the system under real-world conditions. The goal is to refine the model and achieve
higher accuracy rates before broader adoption.

Q16 - How does your system handle errors or misclassifications in age verification?

If the system incorrectly estimates a user’s age, they can redo the verification process using a
government-issued document instead of facial estimation.

Since the system does not store user data permanently, each verification is treated as a new request,
ensuring users are not unfairly flagged based on previous errors.

Our system will be fine-tuned based on more age estimation results. Light exposure , bad cameras
sometimes result in incorrect age estimation. Errors are handled by redoing the age verification.

Q17 - What mechanisms are in place to ensure continuous improvement of your system’s accuracy?
VerifyChain is committed to continuous improvement and plans to:

1. Expand Al Training Data: By testing on a larger, more diverse population, the system can improve
age estimation accuracy across different demographics.

2. Partner with Other Al Providers: The team is exploring the use of alternative machine learning
models for better precision.

3. Regular Software Updates: Developers are working to refine the liveness detection and document
authentication algorithms.

4. Transition to W3C Standards: This move will improve system interoperability and open doors for
additional security and accuracy enhancements.
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Section 5 - Accessibility and Inclusivity
Q18 - How does your system ensure accessibility for users with disabilities?

Currently, VerifyChain does not have built-in accessibility features specifically for users with disabilities.
However, the company plans to integrate accessibility improvements as part of its transition to W3C
compliance.
Future updates will include:

e Alternative input methods for users with mobility impairments.

e Screen reader compatibility for visually impaired users.

e Support for multiple languages to enhance global usability.

While the system is currently simple to use, additional enhancements will make it more inclusive.

Q19 - Has your system been tested for performance across different demographics (e.q., race, gender, age
groups)?

Initial internal tests suggest that skin tone and gender do not affect performance. However, lighting
conditions do impact facial recognition accuracy.

During testing, developers found that:

e Users in well-lit environments were recognized accurately.
e Usersin poorly lit rooms faced recognition issues.

To improve accuracy, VerifyChain plans larger-scale testing across diverse demographic groups to identify
and resolve potential biases.

Q20 - Have you tested your system with Indigenous Australians or First Nations people?

Not yet. However, VerifyChain has discussed this with KIR, and testing with Indigenous Australian users is
planned.

The company is open to collaborating with relevant communities to ensure inclusivity and accuracy for all
users.

Section 6 - User Experience and Configurability
Q21 - How can users report issues, provide feedback, or raise complaints?

VerifyChain has an integrated support system through Freshdesk. Users can:

e Click a "Report an Issue" button to submit feedback.
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e Receive an email confirmation of their request.
e Getresponses from the support team.

While the current Freshdesk version is free, VerifyChain plans to upgrade as customer volume increases.

Q22 - Can your system be configured to check for different age groups (e.qg., 16+, 18+)?

Yes. The system can verify any age threshold based on customer needs. Whether the requirement is 16+,
18+, or another specific age, VerifyChain can be adapted accordingly.

Q23 - How easy is it for businesses to integrate your system?

Integration is straightforward and typically takes about a week. Businesses can connect via API, and the
VerifyChain team assists with setup and testing to ensure smooth deployment.

Q24 - What is the system’s capacity for handling high verification volumes?
The system can process up to 500 verifications per minute.

If a client requires higher capacity, VerifyChain can scale its AWS infrastructure accordingly. However,
processing millions of verifications per minute would require additional resources and investment.

Section 7 - Market Position and Future Plans
Q25 - What makes your system stand out from competitors?

VerifyChain’s biggest strengths include:

e Privacy-Focused: No tracking, no cookies, and no unnecessary data storage.

e Blockchain Security: Transactions are tamper-proof and secure. (For the trial as mentioned we
aren’t using Blockchain).

o Flexible Verification Methods: Supports document-based and Al-based age verification.

e User Control: Users decide who receives their data, ensuring privacy.

Unlike competitors that track users across different platforms, VerifyChain keeps data confidential and
does not allow organizations to share user information with third parties.

Q26 - What are the biggest challenges you face?

The primary challenge is market adoption. Many businesses misunderstand blockchain technology,
associating it with cryptocurrencies like Bitcoin.
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Another challenge is customer acquisition. Since VerifyChain is self-funded, scaling operations and
marketing efforts requires investment. The company is actively seeking funding to:

e Improve its W3C transition.
e Enhance Al models for better accuracy.
e Expand its user base globally.
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