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This document forms part of the Age Assurance Technology Trial (AATT) and provides a consolidated 
summary of the interview conducted with an age assurance technology provider participating in the trial. 
The interview was conducted via a Microsoft Teams meeting and represents the agreed summary of the 
discussion with the vendor. 

The questions for this interview were shared with the vendor in advance, ensuring a structured and 
transparent approach. However, the interview also flowed dynamically, allowing for exploration of specific 
aspects of the vendor’s technology that were directly relevant to the Australian context. The primary 
purpose of this interview was to engage with the vendor on their submitted practice statement, delving 
deeper into their technology, policies and deployment approach, particularly in relation to the Australian 
regulatory, cultural and operational environment. 

This document is intended to support transparency and consistency in the evaluation process by providing 
a structured record of the discussion. It helps ensure that insights gathered through this interview are 
available to policymakers, industry stakeholders and researchers as part of the AATT’s broader 
methodology. This interview complements the vendor’s practice statement, technical demonstration and 
structured system testing undertaken during the trial, providing a richer, multi-dimensional perspective on 
the readiness, privacy compliance and operational effectiveness of the age assurance system. 

Disclaimer 
 
The inclusion of this interview summary does not constitute endorsement, certification or approval of any 
product, service, or provider. The interview captures the perspectives and claims of the vendor as 
discussed with the trial team, but they have not been independently verified in full. While the discussion 
has informed the trial’s evaluation activities, it remains the responsibility of the provider who participated 
in the discussion. 
 
No guarantee is given as to the completeness, accuracy or ongoing applicability of the information 
provided in this interview. The trial team has assessed this discussion within the scope of the AATT only 
and its inclusion here should not be interpreted as regulatory acceptance, market readiness or policy 
endorsement.  
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Summary of Iproov Participant 
Interview Responses 
 

Executive Summary 
 

iProov delivers a secure, privacy-preserving age assurance solution using biometric verification and 
biometric identity documents, such as passports and other ICAO compliant documents.  iProov’s solution 
can also use Optical Character recognition or other kind of wallet, including mobile diving licences, in use 
cases where an NFC chip is not available. Designed for global compliance, it ensures high accuracy, 
accessibility, and data protection, serving government and regulated sectors with scalable, user-controlled, 
and ethically responsible technology. The system aims to streamline identity verification, foster digital 
inclusion, and increase trust in digital transactions, especially against evolving threats like those employing 
AI tools, such as face swaps, synthetic identity and other digital injection attacks, as well as more 
traditional presentation attacks. 
 

Interview Responses 
 
Section 1 - Background and Overview 

Q1: Overview of the system and its primary functionality  

The system proposed by iProov is a wallet-based identity verification solution comprising an issuer, a 
wallet, and a verifier. A crucial component of verification involves biometrics. Users are enrolled into the 
application using a biometric identity document, such as a passport or other ICAO compliant document, 
which is scanned and enrolled. As part of this enrolment, a facial biometric scan is performed, creating a 
"triangle of trust" between the user, their legal identity, and their face. This information is stored in a 
decentralised manner, on the user's device. 

When verifying age, the system utilises credentials stored on the device, demonstrating a privacy-
preserving method via QR code scanning. There are two modes of age verification: 

● Without biometric check: This relies on the possession of the wallet on the phone, but is 
vulnerable to fraud, such as a minor borrowing a parent's phone. 

● With biometric check: This offers a high level of assurance by syncing the person behind the 
phone with the enrolled face in the wallet. This process is quick and doesn't share private data, but 
provides an audit trail. 
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The platform allows for selective disclosure, meaning the relying party can configure requests for age 
tolerances (e.g., over, under, or between specific ages). The iProov solution is based primarily on reading 
an NFC chip from an authoritative document, but is also flexible enough to be plugged into an Optical 
Character Recognition (OCR) capability to extract credentials. It is designed to be "plug and play" with 
other solutions, offering flexibility and adaptability. It is also highly flexible, able to integrate with various 
identity sources beyond NFC and OCR, including government-issued wallets or mobile driver's licences, 
especially if they contain a photo. This flexibility allows for integration with systems like DVS in the 
Australian context. 

Q2: What is done to ensure age assurance?  

iProov ensures age assurance through verified government-issued documents rather than age estimation. 
Age is an attribute pulled directly from an authoritative source, such as an NFC-enabled government-issued 
photo ID or a data source. This means there are no "edge cases" where age might be uncertain (e.g., 17.5 
years old) as in age estimation, as the system provides an authentic date of birth. The technology supports 
biometric checks to prevent fraudulent use, such as a child using a parent's phone, by confirming the user's 
identity against securely stored credentials. 

Q3: What was the inspiration for development and key problems it aims to solve?  

The technology was initially developed to address the inefficiency of repeated identity verification across 
numerous parties. A key inspiration was the realisation of the strength of NFC reading capabilities on 
devices like Apple phones, allowing for a strong binding of a person to their device and secure enclave 
storage through a biometric check. This offers high-assurance identity verification that would otherwise be 
very costly. 

Having observed digital identity systems such as BankID in Sweden, iProov observed the global lag in 
digital identity adoption and aimed to bridge this gap by creating a solution based on secure decentralised 
identities before decentralisation widely conceptualised. The development embraced open-source 
standards to foster an interoperable ecosystem for safer, easier, and privacy-preserving digital flows, 
especially as AI threats emerge, where cryptography is a strong defence. 

From a broader policy perspective, a core inspiration is to enhance accessibility and inclusion in the digital 
economy. By increasing confidence and trust in digital channels, iProov aims to boost participation in the 
digital economy, improving access to critical government services (e.g., benefits, welfare, education, 
health), and overall usability in a secure and trusted manner. 

Q4: Which industries or use cases are currently utilizing the system? 

iProov's platform is widely used globally, particularly in government and regulatory sectors due to their 
need for high levels of assurance. Current applications include: 

● Australia: Australian Tax Office, MyGov identity enrolment and re-binding. 
● Singapore: SingPass identity enrolment and re-binding. 
● Europe: national identity schemes in Estonia and Belgium. 
● UK: OneLogin, NHS App and EU Settled Status Scheme. 
● US: Border control for Department Homeland Security and international airports mobile driver's 

licence implementations (e.g., California driver's licence app). 
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Beyond government, iProov is used in financial services, with a number of banks around the world adopting 
the platform. They have also provide identity verification for crypto exchanges as regulation in that sector 
increases. Whilst the iProov solution is capable, iProov is not primarily focused on e-commerce or gaming 
sites, as these typically require lower levels of assurance than their core offerings. The focus remains on 
use cases demanding high levels of assurance, accuracy, and the ability to manage diverse demographics 
across different lighting conditions and device qualities. 

Q5: What assessments have been done on the impact on fundamental rights, including children's 
rights?  

iProov conducts fundamental rights assessments, focusing on data protection and adhering to 
requirements of applicable laws like the General Data Protection Regulation (GDPR) in Europe. They 
perform privacy impact assessments that factor in requirements such as transparency, data minimisation, 
and data retention. iProov does not collect personal details about the data subject beyond a biometric 
template and an image, instead using a pseudonym. Customers collect other data, and iProov uses this 
pseudonym, meaning they cannot directly identify individuals without further information from the customer. 

From an age perspective, the technology is largely age-agnostic, focusing on liveness and presence. The 
operation is generally in the hands of users and customers to apply additional legal requirements such as 
consent notices. In the Australian context, they align with Privacy Principle 2 regarding pseudonymisation. 
Transparency is maintained by providing necessary information to customers, who then provide it to their 
users. Data access requests are managed through customers, with iProov assisting via the pseudonym. 

The overall assessment is that the technology is highly beneficial, as it provides a higher level of identity 
and age assurance, without prejudice from opinions or algorithms. They extensively test for accuracy, 
addressing potential bias from disability, race, or ethnicity within their large datasets. The algorithms are 
proven to work well in diverse populations like South Africa, Singapore and Australia, with high recognition 
standards, and have been tested for bias in mixed populations like Australia, showing no apparent bias. 
They also consider the UK Children's Code and believe their system meets its requirements, particularly as 
it's user-controlled on an endpoint and can verify against "friendly takeovers" by children. They work with 
customers on specific consent and notification requirements for children. 

Section 2 - Privacy and Data Protection  

Q6: What types of data are collected, processed, and stored?  

The system processes and stores data depending on the solution's configuration. iProov collects: 

● An image stream and a couple of image frames for fraud purposes. 
● A biometric template created from the imagery. 
● Some details from the mobile endpoint, such as software version, light conditions, or security 

features of the phone. 

Generally, imagery is only taken when there's a specific reason. For the solution proposed in the trial, 
which includes the identity product beyond just biometrics: 

● Information from the NFC chip of the travel credential, including personal data, is processed. 
● This data is stored in a decentralised fashion on the user's device (the app). 
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● No Personally Identifiable Information (PII) is stored on iProov's central servers thereafter. 
● iProov may retain a biometric template, but not necessarily an image unless there is a specific 

reason. 

Q7: How is data collection determined?  

Data collection is by default within the application and constitutes a minimised dataset. iProov only 
processes data that is necessary to fulfil the purpose of the system, which is primarily liveness and 
presence detection. No personal data beyond imagery is collected by iProov itself. 

Q8: What are the specific purposes of data collection  

The collected data serves several specific and discrete purposes: 

● Verifying presence and liveness. 
● Fraud prevention: Ensuring the person applying for a service matches their identity document and 

imagery, and is genuinely present and living. 
● Identification in the context of the full solution, as part of fraud prevention. 
● Preventing access to services that individuals are not entitled to. 

Q9: What specific measures are implemented for the Australian context or Australian privacy laws 
(Privacy Act, children's privacy guidelines, etc.)? 

iProov abides by Australia's 13 Australian Privacy Principles (APPs), due to their global operations and 
existing Australian product, which is used by more than 14 million Australians. While their products are not 
specifically designed for children, they consider themselves in compliance with the UK Children's Code and 
assess any necessary adaptations for children for trials, though they currently believe none are needed 
given the product's focus on presence and liveness. They work with customers to ensure consent and 
notification requirements are met. Because the solution resides on the user's endpoint and is user-
controlled, it is considered privacy-preserving from a children's perspective. They also have measures to 
verify against "friendly takeover" scenarios where a minor might borrow a parent's device. 

Q10: What measures are in place for handling data deletion requests or withdrawal of consent?  

Data deletion is generally set by the customer when iProov is storing data on their behalf, allowing for 
configurable retention limits (e.g., 30 days for fraud detection) or immediate deletion. If data is stored 
centrally by iProov, they can easily identify the pseudonym and delete associated data. 

For the iProov ID app solution, data is processed on their platform, created into credentials, and then stored 
on the end user's device. iProov retains data centrally only for a limited period for fraud review, after which 
it is deleted from their central systems. This means the data only remains on the user's device. Users have 
direct control over their data within the iProov ID application: 

● They can delete the entire application from their phone, which removes all data. 
● They also have elegant processes built into the app to delete individual credentials. Deleting 

individual credentials may diminish the assurance level and functionality, but it is the user's choice 
and control. 
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● While iProov doesn't directly handle deletion requests sent to them from users, they provide 
guidance on how users can manage data through the application. 

Q11: What is the impact on user's digital footprint?  

The impact on a user's digital footprint largely depends on the authoritative source accessed by the system. 
If a call is made to a credit reference agency that records a "soft marker" for the inquiry, that would impact 
the digital footprint. However, iProov itself does not impact the user's digital footprint in any way. 
Furthermore, any sharing of information stored in the user's wallet is always done with explicit consent of 
the user, with a clear list of what data is being shared and to whom. 

Section 3 - System Security and Fraud Prevention  

Q12: What protocols are in place to protect user data both in transit and at rest? 

iProov minimises data storage on the user side, but when necessary, it heavily utilises the secure enclave 
of devices. This ensures that data at rest on the user's device is always encrypted. 

For data in transit to the back end, iProov uses double encryption. Signals used for anti-fraud purposes 
also undergo obfuscation. When interacting with a relying party, the decryption key is specific to that relying 
party, ensuring that if data is intercepted, it cannot be decrypted by anyone else. The responsibility for the 
data then transfers to the relying party. They use private keys, not public keys. 

Q13: What measures are in place to protect the system from misuse or attacks (e.g., spoofing, 
bypassing identity verification)?  

iProov employs a multi-stage approach to detect fraudulent attempts and protect its system: 

● Imagery-based checks on the service side: These detect if received images or frames have been 
tampered with, either by generative AI tools or through replaying frames. 

● Device genuineness verification: Unlike most competitors, iProov also verifies that the device 
generating the frames and biometric data is genuine. This includes testing for emulated 
environments or jailbroken devices, which could allow attackers to inject imagery or attack the SDK 
on the client side. 

● This comprehensive approach ensures the SDK, transmitted data, and biometric data are secure 
and fraudulent attempts can be detected. 

Q14: How quickly can the system respond to and address vulnerabilities or breaches? 

iProov has a commitment to respond to and address high severity and critical severity attacks within 24 
hours. 

Q15: How does the system ensure it is fail-safe?  

iProov ensures its system is fail-safe through several measures: 

● Internal stress tests and penetration attacks against the biometric platform are continuously 
performed. 

● An AI service continuously monitors transactions in real-time to react as needed. 
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● Immutable data: Data is designed to be immutable, meaning ransomware attacks are not a problem 
as data can be replicated. 

● Infrastructure as code: The deployed infrastructure is infrastructure as code, allowing for rapid 
spinning up of new instances for disaster recovery or business continuity. 

● Layered security: A Security Information and Event Management (SIEM) tool provides an overlay to 
monitor events, ensuring layered security across the platform. 

● Tested processes: Processes are tested to ensure recovery time and recovery point objectives are 
met. 

Q16: What are the accuracy rates of the system and how they are measured?  

For reading documents and NFC extraction, while failures can occur, once validated with an issuing 
authority, there's a very high certainty that extracted data (e.g., name, age) is correct. This is considered an 
"absolute" extraction. 

For ensuring the right person is being verified via facial biometrics, iProov reports a global average pass-
through rate of 98.5%. This is an industry leading figure for passing the right people while rejecting the 
wrong ones. iProov can point to their FIDO Alliance certification (obtained 24th July 2024), which includes 
independently tested false acceptance rates and false reject rates.  Independent lab testing (part of the 
FIDO certification process) found a FAR of 0.021% and a FRR of 0.14%. They also test accuracy 
extensively to address potential skew with datasets and ensure no bias related to disability, race, or 
ethnicity. 

Q17: Describe the testability of the system  

iProov's system is testable in several ways: 

● They are certified and tested by independent organisations such as FIDO Alliance. 
● They hold eIDAS Level of Assurance: High certification for conformity with the ETSI 119 461 Identity 

Proofing standard, which includes accuracy requirements. 
● iProov is subjected to regular independent lab testing, by leading labs including Ingenium. 
● For practical testing of the proposed solution, iProov has an app available on public app stores 

where users can onboard themselves. 
● They also have an open website where these tests can be run, leveraging publicly available 

infrastructure with minimal instructions. 
● In the Australian context, iProov has iRAP certification at Identity Proofing Level 3, which is specific 

to Australia and has been independently tested. 

Q18: What mechanisms are in place for continuous improvement in accuracy over time? 

 iProov has several continuous improvement mechanisms: 

● Training data: Data is continuously used for training. 
● Novel fraud detection: When new types of fraud are detected, they are added to the algorithms, 

leading to a continuous improvement process. 
● Examination of abnormal transactions: When abnormal transactions occur (e.g., inaccuracies, spoof 

attempts, fraud attempts), the data is examined. If the data can be used to improve security or 
accuracy, it is incorporated. 
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● The system is deployed to serve diverse communities worldwide, including in Australia, and is 
continuously making improvements based on real-world deployments, and proof-of-concept trials. 

Q19: Which independent security audits or penetration tests are  conducted?  

iProov is subjected to multiple penetration tests by external parties each year as part of contractual 
requirements - national governments will typically run penetration tests without informing iProov, employing 
specialist groups to deploy advanced hacking methods in attempts to identify vulnerabilities. Such attacks 
can run across a number of months. Additionally, customers perform their own penetration testing against 
the iProov platform. Internally, they have quarterly internal penetration testing processes to ensure every 
release is properly reviewed and pen-tested before reaching customers. 

From a security perspective, their platform is certified to: 

● ISO 27001:2022: For information security management systems. 
● CSA STAR Level Two: An audited assessment of their cloud security, building on ISO 27001. 
● eIDAS (Level of Assurance:High): As a component for trust services, meeting requirements for high 

levels of trust, verification, and identity security. iProov can provide certificates and results of any 
testing if necessary. 

Q20: Describe the external validation of the system  

The system has undergone extensive external validation and holds various certifications and 
accreditations: 

● FIDO Alliance certification: Independently tested for accuracy, false acceptance rates, and false 
reject rates. 

● eIDAS certification: Conforms to the ETSI 119 461 standard, which includes accuracy requirements. 
● Independent lab testing. 
● ISO 27001:2022 certification: For information security management systems. 
● CSA STAR Level Two certification: An audited assessment of cloud security. 
● iRAP certification (Identity Proofing Level 3): Specific to Australia and independently tested. 

iProov's deployment with major government entities and financial institutions worldwide serves as further 
validation of its quality and fitness for purpose. 

Section 4 - Accessibility and Inclusivity  

Q21: How does iProov accommodate users with disabilities or low digital literacy? 

iProov places a strong emphasis on accessibility and inclusion in the digital economy. They are certified 
against WCAG 2.2 AA and Section 508 standards. Specific design considerations include: 

● No complex facial or head movements: This removes a barrier for users with physical challenges. 
● Wider camera field: Unlike some solutions, iProov does not require a narrow field for the camera, 

making it more accessible for those with difficulty holding devices steadily. 
● Simple UI and clear instructions: These, along with low-friction biometric interactions, enhance ease 

of use. 
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● Customer adoption: Major government services and financial institutions, whose core purpose is to 
be accessible to diverse populations, choose iProov because they are confident in its inclusive 
solution. 

Q22: What considerations are made for First Nations and Indigenous communities and 
measurement of performance discrepancies across demographic groups?  

While direct consultation with First Nations peoples was not specifically mentioned, iProov prioritises 
diversity and inclusion. It is relevant to note that 14 million Australians use their solution. They work with 
organisations like the Australian Tax Office and MyGov ID, whose user bases include First Nations people, 
implying their solution must be accessible to these communities. No feedback has been received from the 
ATO suggesting anything other than a high level of performance in real world deployment and in user 
testing, across all user communities, including First Nations people. 

iProov constantly assesses and seeks to improve accuracy when entering new markets. They have 
detection mechanisms in place to immediately recognise high rejection rates across demographic groups. 
They report not seeing any rejection rates outside their expected figures. 

Measures taken to ensure equitable performance include: 

● Diverse training data: Algorithms are trained using diverse datasets to prevent bias. 
● Continuous bias testing: This is an ongoing process, and iProov is transparent in its reporting of 

these results. 
● Human oversight: Automated solutions are not left to run independently; humans ensure they 

perform correctly, especially concerning potential bias. 
● Their technology is built to handle diverse populations, such as in South Africa and SIngapore 

(ethnically diverse populations and legal requirements for inclusion) and Australia (Indigenous and 
non-Indigenous populations), with testing confirming no apparent bias. 

Q23: How does the system address children from looked after and in care or where they do not live 
with or have parents?  

iProov acknowledges that managing specific consent requirements for children from looked-after 
backgrounds or those not living with parents (e.g., parental consent expiration) is typically the responsibility 
of their customers (the relying parties). 

Within the iProov identity app, consent is handled through a selective disclosure screen presented to the 
user, explicitly showing what they are consenting to and to whom. For age verification, the system shares 
the age and an audit trail. Adding the biometric check enhances the assurance level significantly, ensuring 
the person being checked is the correct individual. 

While iProov's direct consumer-facing interface provides some element of this, determining guardianship 
relationships (e.g., minor, parent) is complex to solve at their level and is often regulated information that 
third parties cannot access. They suggest that this could be a service added on top of existing government-
provided infrastructures like MyGov ID in Australia, rather than trying to replicate underlying structures. The 
system's core function is to verify the individual regardless of guardianship through secure, document-
based identification. 
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Section 5 - User Support and Adoption Challenges  

Q24: What mechanisms are in place for users to report issues, provide suggestions for 
improvement, or raise complaints?  

iProov has a general customer service that handles all such queries, available in various formats. Within 
the app itself, there's a direct channel to support, which can collect session information to facilitate help 
desk queries. Additionally, feedback and issues are channelled via their customers, who are often the first 
point of contact for users experiencing problems with the solution. 

Q25: Describe the information offered to users to help them understand why or how age decisions 
are made  

iProov does not make age decisions based on estimation but rather calculates age from a verified date of 
birth provided by an authoritative document. Therefore, the process is deterministic rather than subject to 
judgement. If an individual enrolling is under the minimum age for using the app, their use can be 
disallowed. 

iProov's customers are encouraged to offer users a choice of using their service or an alternative 
mechanism for identity/age verification. iProov provides materials to their customers, who then provide this 
information to their end-users. This ensures that the consent obtained from users is informed consent, 
aligning with relevant legislation in each country. 

Q26:Does iProov publish white papers, explanatory videos, or other resources in accessible 
languages?  

iProov publishes a vast amount of resources to explain their system (many accessible from 
https://www.iproov.com/) 

● Their flagship publication is the annual Threat Intelligence Report. 
● They regularly publish white papers, blogs, conference papers, and research papers, often two or 

three new ones weekly.  By way of relevant example, a recent blog explored the importance of 
accuracy in age assurance (https://www.iproov.com/blog/age-verification-vs-estimation-certainty-
compliance).  Similarly relevant, iProov has published case studies of deployments, including for the 
Australian Government (https://www.iproov.com/industries/government-public-sector). 

● These resources are widely distributed through LinkedIn, social media channels, their website, 
customers, and conference presentations. 

● While some materials are marketing-focused, a significant portion is dedicated to science, research, 
and education around biometrics, verification, identity, and age. They have published considerable 
material specifically on age verification. 

● All communication materials are screened for accessibility as part of their WCAG requirements. 
● They use a variety of mediums, including whitepapers, webinars, videos, and interactive tools, to 

ensure high accessibility. 

Q27:What provision exists for user access to a record of their data and how it was processed?   

Users have access to their data and a record of its processing. Since the iProov ID app is a user-controlled 
application and credentials are stored on the end user's device, users inherently have access to their data 

https://www.iproov.com/blog/age-verification-vs-estimation-certainty-compliance
https://www.iproov.com/blog/age-verification-vs-estimation-certainty-compliance
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records. Users can also request a record of audit trails related to their identities by contacting iProov 
directly or through the app. 

Q28: What steps are taken to communicate system workings to end-users, especially minors and 
parents, in an understandable way?  

iProov ensures communication is at the forefront due to its adherence to WCAG standards. Given that their 
primary customers are governments, these entities have an inherent incentive to reach out to their citizens 
and explain and promote participation in digital services. Therefore, while iProov produces much material 
itself, they also benefit from their customers' efforts to communicate system workings to end-users, 
including minors and parents. 

Q29: Explain the configurability of the system for different use cases or compliance requirements in 
Australia  

The system is highly configurable for various use cases and compliance requirements, particularly in 
regulated sectors. iProov designs its platform specifically for highly regulated markets, such as 
governments and the financial sector, meaning it is also well-suited for any less stringent environments. 

iProov monitors applicable laws globally, including privacy and cybersecurity laws. As they operate in 
Australia, they keep track of any changes to specialist laws, such as those specific to government, and 
cybersecurity laws. They adapt their changes globally to the platform, anticipating legislative developments. 
For instance, proposed modernisations to Australian privacy laws are generally in line with iProov's existing 
practices. They actively monitor for changes and nuance requirements across countries, such as data 
localisation, transfer restrictions, or specific registration requirements for biometric systems in certain 
territories.  iProov provided an example of tailoring their approach to the specific requirements of Quebec, 
as distinct from those covering Canada as a whole. 

Q30: Is there seamless integration with existing platforms such as e-commerce, gaming, or social 
media sites?  

iProov's system is designed for seamless integration. They offer several different interfaces and support 
standardised protocols like OpenID Connect (OIDC), which is widely used for authorisation across the 
internet. They provide no-code integration options for these services. They are also exploring integration 
with new credential APIs that could establish standards in these markets. The vast majority of different 
industry standards are supported. For example, they recently launched a system for workforce that 
connects to IAM (Identity and Access Management) systems, demonstrating their ability to link to 
documents for checks (e.g., right to work) and integrate into an organisation's existing IT infrastructure. 
They are confident they can support whatever systems gaming sites might use. 

Q31: Describe the scalability of the system for organisations of varying sizes or levels of user 
activity  

iProov's system is highly scalable across different perspectives: 

● Technological scalability: The technology excels in scaling, demonstrated by its ability to handle 
millions of transactions in just two days for COVID certifications in the UK and hundreds of 
thousands of EU Settled Status Scheme applications over a weekend. 



Document Sensitivity: Public 
  

 

 
Page 15 of 17  Participant Interview - Iproov 

● Compliance scalability: While there can be challenges with specific country requirements (e.g., data 
localisation, transfer restrictions, or varying interpretations of security requirements), iProov 
continuously adapts its platform to meet applicable laws and regulatory nuances. 

● Organisational size scalability: iProov can effectively handle both large-scale implementations (e.g., 
government contracts) and small-scale operations. For smaller scales, they often work through 
channel partners in the locality to connect with smaller businesses and deliver services to anyone. 

Q32: Describe safeguards implemented to ensure the system is not overly intrusive or restrictive 
for users  

iProov has implemented safeguards to ensure the system is not overly intrusive or restrictive: 

● Protection against phishing: They have a process for registering the party requesting information 
and displaying it in an unavoidable manner. This makes it difficult for malicious actors to spoof the 
channel with a false logo, company name, or reason for sharing information. 

● Specific sharing: Information is shared specifically and only to one relying party, secured with their 
unique encryption keys. 

● User consent: As mentioned, the explicit consent mechanism for sharing data ensures user control. 

Q33: Explain the management of ethical expectations of stakeholders  

iProov manages ethical expectations through several core principles and practices: 

● User consent: Their design prioritises user consent, empowering users with control over their data. 
● Deterministic decisions: The system makes deterministic decisions (e.g., matching a photo to a 

document, verifying age) rather than engaging in moral or ethical dilemmas. 
● Empowering users: The service design aims to empower users to be more secure and have more 

choice over their data. 
● Clear boundaries: Leadership has clearly communicated that iProov has no interest in moving into 

morally questionable areas. 
● Protecting the vulnerable: A key ethical stance is to ensure that if the law dictates individuals are 

underage, the system can reliably confirm this to protect them from inappropriate activities. 
● Alignment with societal and ethical values: Their one-to-one identity verification is consistent with 

societal and ethical values, being opt-in, consent-based, transparent, and deemed beneficial for the 
user. 

● Accessibility standards: Adherence to WCAG standards contributes to ethical behaviour. 
● Certification and reputation: Their certifications, testing, security, and resilience, coupled with the 

critical customers they work with (e.g., governments), underscore their reputation as an ethical 
business. 

Q34: How does the system stays up to date with advancements in age assurance technologies and 
ensures it remains state-of-the-art?  

iProov stays up to date and ensures its system remains state-of-the-art through: 

● Proof of concepts (PoCs) and trials: They conduct PoCs, such as a recent one in the UK involving 
children and verification, to gather information on customer interaction and evolve their systems to 
meet new requirements. 
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● Market-driven evolution: The widespread adoption of identification and the increasing demand for 
digital wallets and self-controlled identity globally drive continuous adaptation and adoption of 
forward-looking approaches. 

● Research: They base advancements on ongoing research. 
● Organisational collaboration: They work with various organisations beyond just PoCs. 
● Algorithmic evolution: Algorithms are continuously evolving, and their global deployment leads to an 

increasing database of imagery, enhancing diversity and accuracy. 
● Continuous feedback and iteration: Real-world deployments worldwide provide continuous 

feedback, along with proof-of-concept trials, feeding into further product development and 
improvements. 

Q35: What are the key strengths of iProov compared to competitors?  

Key strengths of iProov's system include: 

● High level of assurance and security: They are at the cutting edge of assurance levels, offering 
robustness against spoofing, bypass attempts, filters, and face-swapping tools. This is the 
"foundation" of their technology. 

● Class-leading threat intelligence: They proactively look ahead at evolving challenges and threats, 
ensuring their solution adapts to counter them. 

● Open standards: They use open standards, ensuring interoperability, transparency (e.g., underlying 
controls visible on GitHub), and staying up-to-date with industry movements. 

● Usability, inclusivity, and accessibility: Their system is designed for high usability, inclusivity, and 
accessibility, which is crucial for government and certified deployments. 

● Scalability and learning: The ability to operate at both large and small scales, across diverse sectors 
and deployments, provides rich data for learning and adapting, leading to a more flexible and robust 
product. 

Q36: What are the most significant challenges or limitations faced by the system?  

The most significant challenges or limitations include: 

● Navigating global legal landscapes: Meeting deployment requirements and managing the solution in 
specific territories, particularly concerning privacy and cybersecurity laws. This includes language 
requirements, data localisation, data transfer restrictions (e.g., adequacy under EU law), and 
compliance with export control agreements like Wassenaar Arrangement for encryption. Different 
countries have varying interpretations of security requirements (e.g., Dora in Europe for financials, 
specific technical/legal requirements for biometric systems in Quebec). 

● Constant threat of attacks: As iProov protects critical infrastructure and valuable data for high-profile 
customers (e.g., governments), their solutions are constantly subject to attack, posing a significant 
ongoing challenge. 

● Technical variations across regions: Reliance on authoritative data sources can be a limitation. 
While countries like Australia benefit from services like the Document Verification Service (DVS) to 
provide high assurance even with OCR scanning, other regions like the UK may have less secure 
options for certain documents (e.g., driver's licences without NFC).  This is why iProov’s solution 
can incorporate an OCR capability where a use case requires. 
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Final Notes 

From iProov's perspective, age is a subset of identity, not a standalone concept. If identity verification is 
robustly handled, age assurance follows as a natural result. 

A crucial, yet less covered, aspect is the ecosystem in which such solutions operate and iProov's value 
within it. The identity industry is moving at an extreme pace, and the landscape upon market entry could be 
vastly different from the present, with millions of mobile driver's licences or public-private uses of platforms 
like MyGov ID. This raises the question of whether a solution is fit for purpose when it hits the market, not 
just currently. Technology is evolving rapidly, and new solutions emerge constantly, necessitating 
continuous adaptation. 
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